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VETHAM MEORMATION SECURITY ASSOCITION

THW CHAO MUNG
(TS. Nguyén Duy Ngoc, Chd tich Hiép hdi VNISA)

Ngay ATTT lan th& 2 tai Thanh phé H6 Chi Minh do s& Théng tin — Truyén
théng Thanh phd phdi hop véi Chi hoi VNISA phia Nam tb chirc la mét trong
nhirng hoat déng quan trong trong khuén khé sy kién thwong nién tdm quéc
gia. “Ngay ATTT Viét Nam” do Hiép hoi ATTT Viét Nam (VNISA) phéi hop voi
Trung tam &ng ctru khan cdp may tinh Viét Nam (VNCERT) t6 chirc duéi sw
bao tro ctia BO Théng tin va Truyén thong.

Ngay ATTT Viét Nam Ian th® nhat ndm 2008 da chuyén dén toan xa
héi va cdng déng céng nghé thdng tin mdt théng diép mang tinh kéu goi “chung tay xay dung
mot thé gidi sb an toan”. Nam 2009, mét nd&m ma nén kinh té thé gi¢i va khu vec chao déo vi
con bao suy thodi, kinh té Viét Nam ciing vi thé ma chju anh hwéng khéng nhd. Céc thong tin
vé s c6 mat ATTT tai Viét Nam ciing xuét hién ngay cang nhiéu trén cac phwong tién théng tin
va truyén théng. Cling chinh vi vy ma chi dé cla sw kién thwong nién “Ngay ATTT Viét Nam”
nam nay la “Bdo vé tai nguyén théng tin hdm nay vi ngay mai phat trién”.

Trung thanh véi muc dich, tén chi cao ca cua Hiép hoi la hwéng dén viéc bao vé ATTT
cho cong déng doanh nghiép va xa hoi. Vi vay sy kién thwéng nién ngay ATTT Viét Nam nam
nay ciing sé la dip thé hién sw gan két gitra nha nwéc, xa hoi va doanh nghiép trong linh vuc
ATTT. Béng thoi cling 1a co hoi d& cong déng cac doanh nghiép, ca nhan, té chirc tiép can,
chia sé thong tin, kién thirc, kinh nghiém; trinh di&n gi&i thiéu nhitng cdng cu gidi phap, san
phdm méi nhat vé ATTT.

Ban Chép hanh Hiép hdi ATTT (VNISA) tin twédng réng: Phat huy nhirng thang loi, ké
thtra nhirng kinh nghiém quy bau ctia ngay ATTT Viét Nam lan thi nhat, ngay ATTT Viét Nam
lan thir 2 tai thanh phd H6 Chi Minh nam nay cling vé&i chudi cac hoat dong trong khuén khé sy
kién thwéng nién dang sdi ndi dién ra trong cd nwéc sé dwoc td chire long trong, thiét thuc,
thanh cong va thyc sy tré thanh mot ngay hdi ctia cong ddng cdng nghé théng tin néi chung va
nhi*ng ngwdi nghién ctu, ng dung, phat trién ATTT néi riéng. Thong qua d6 gop phan xay
dwng Hiép héi ATTT Viét Nam ngay cang virhg manh.

T/M Ban Ch ap hanh

CHU TICH HIEP HOI

TS. NGUYEN DUY NGOC
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PHAN 1: NOI DUNG

CHUONG TRINH HOI THAO

VNISA

STT Ténchu dé Diéngia Thei gian
Don Khéach 08h00-08h30
1 | Phat biéu khai mac Ong L& Manh Ha, Giam doc SO TT& TT | 41,34 0ghas
TP. HCM
2 s Ong Ngb Vi Bdng, cha tich chi hoi
o | Tong quantinh hinh ATTTKhUVWC 1\ ey i virc phia nam, tng gidm | 08h35-08hd5
phia nam £ 4
doc cong ty HPT
3 | ATTT co s& dit lieu ©Ong Bo Binh, Technology Senior 08h45-09h15
Solution Consultant, Oracle
4 | Cosohatangnang dong bao ve tai | o s cong ty IBM 09h15-09h35
san doanh nghiép
Tpng quan C'fc‘i SA’F.E:~K|en truc.:xan Ong Phan Thanh Son, Giam dbc Cong
5 ninh mang thé hé méi da dworc kiém PN . . 09h35-09h55
. £ nghé Coéng ty Cisco Systems Viét nam
chrng trong thyc té
Hé théng Quan Iy ATTT (ISMS) theo | - . £ o TS
6 | ISO 27001:2005 - Cach tiép can & ap | On9 Trinh Tuan Dang, Giam doc kiem | o 6 1 g1
£ dinh céng ty BVQI
dung thyc té
7 Toa dam vé ATTT Dién gia, chuyén gia ATTT 10h10-10h45
Nghi giai lao 10h45-11h00

Session 1: ATTT m ang va h é théng

Ngwei diéu ph6i: Ong Phung H ai, tr wéng ban ATTT m ang va h & théng, chi h 6i
VNISA phia Nam.

11h00-12h30

Giai phap chdng that thoat di liéu

Ong Nguyén Thanh Nam, chuyén gia

! cho doanh nghiép bdo mat céng ty HPT

Dam bao tinh lién tuc ctia doanh Ong D6 Ngoc Huy, chuyén gia bao mat
2 NN N A

ngiép va khéi phuc sau tham hoa cbng ty FPT
3 Théo luan + Bbc thdm tring thwéng

Session 2: Dao tao va Chu an héa trong ATTT

Ngwei diéu ph6i: TS. Trinh Ng oc Minh, Khu CNPM BPHQG-HCM

11h00-12h30

Binh gi4 tai san hé théng thong tin

Ong Dwong Ngoc Thai, CSO —Trwdng
phong ATTT - Ngan hang Bong A
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VNISA

Ong Bang Hoang Minh, Senior IT

2 banh gia nguy co ATTT Manager - GLOBAL CYBERSOFT (VN)
JSC.
3 C.orr]] duong tro: thanh chuyén vién an Th.S Str Tam Nguyén, Giang vién hé
ninfr mang. thong Cisco (CCSI) — Saigon CTT.
4 Théo luan + Béc thdm tring thwéng

Session 3: ATTT trong Th wong Mai Dién T

Ngwei diéu ph6i: TS. V8 Van Khang, Phé T éng Giam Déc Ngan Hang Vi ét A

11h00-12h30

Cbng nghé xac thyc hién dai

Ong Nguyén Hiru Diing, giam déc cong
ty Secude Viét Nam

Phong tranh rdi ro cho may chi web
v&i Microsoft system center.

Ong. Vi Son, chuyén gia ky thuat
Microsoft

Théo luan + Bbc thdm tring thwéng
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VNISA

HIEN TRANG VE ATTT KHU VU'C PHiA NAM
(OGng Ngb Vi Péng, Chdi tich Chi héi VNISA khu vuc phia Nam, Téng Giam Déc cong ty HPT)

Tiép ndi sy kién ngay ATTT dwoc td chirc thanh cong vao ngay 18/11/2008, Chi hoi
ATTT khu vuwc phia Nam td chirc ngay ATTT lan th& 2 vao ngay 18/11/2009. Nhw
thong 1é, trwdc ngay ATTT, Chi hdi ATTT da tién hanh khao sat thwc trang &ng
dung trién khai ATTT tai cac co quan doanh nghiép trén dia ban TP. HCM va cac
tinh thanh thudc khu vwc phia Nam. Ban bao c4o nay diém qua mot sé suw kién ndi
bat vé tinh hinh ATTT trén thé gii n6i chung va phan tich tinh hinh thwc hién ATTT
tai Viét Nam noi riéng, dong thei dé xuat mot sd kién nghi vé ATTT dbi voi cac
doanh nghiép va co quan quan ly nha nwéc.

B4o cdo bao g dm cac ph an chinh:

1. Xu huwéng vé ATTT trén thé gi¢i va Viét Nam nam 2009

ATTT tai Viét Nam, nhirng cudc tan cdng va thiét hai trong ndm 2009

Két qua khao sat tinh trang ATTT tai Tp. HCM va khu vic phia Nam ndm 2009 va mét sé nhan
dinh danh gia

Cac giai phap, cong nghé va (rng dung ATTT hién c0 tai Viét Nam

Nguén nhan lwc va dao tao ATTT tai khu vire phia Nam

Cong tac truyén thdng, tuyén truyén vé ATTT

Céc quy dinh, luat & vé ATTT

CAc co quan quan ly nha nwdc va bdo vé phap luat trong céng tac phong chéng téi pham cong
nghé cao

9. Chi hoi ATTT phia Nam va cac doanh nghiép cung cap giai phap, dich vu ATTT

10. Két luan, kién nghi

w N

© No G A

1. Xuhwéngveé ATTT trén th é giéi va Viét Nam nam 2009

N&m 2009 gan di qua v&i diu &n cla sy anh hwéng tir cudc khing hodng suy thoai toan cau, tac déng
trwc dién dén hau nhw tat ca cac hoat dong kinh té x& héi. Tuy nhién, nganh ATTT dwoc danh gia la
nganh mién nhiém yéu t6 suy thoai. Tham chi theo danh gia tir mét sb td chirc, chi phi dau tw va méi
quan tam dén ATTT clia mét sé cong ty da di nguwoc chiéu suy thoai va c6 da gia tang. S& di c6 sy 16i
ngwoc dong nay & do dbi véi nhidu cong ty trén thé gidi, ATTT la mét thanh phan cbt 16i chat ché khong
thé thiéu dwoc cho tat ca nhivng hoat ddng kinh doanh hién tai, cting nhw cho nhirng hoat déng cai thién
hiéu qua kinh doanh, can thiét cho sw séng con cutia cong ty trong thdi ky khiing hoang.

Mé&c du dau tw va chi phi cho nganh ATTT tiép tuc gia tang, cac cudc tan cong ATTT van lién tuc xay ra
va ngay cang phure tap tinh xdo hon. Dién hinh la sy kién hacker &n cap hang triéu thé tin dung ti cac
cong ty tai chinh, thanh toan dién tt vao thang 1 nam 2009. V& phia nguwoi diing, trong ndm 2009 da xuét
hién lién tuc cac ma doc malware mai loi dung céc 16 héng cia hé diéu hanh va ng dung dé tan cong
&n cap di liéu, glri spam... Tiép d6 phai ké dén sy cb tn cong tr chdi dich vu vao cac trang Web chinh
pha cla My va Han Quéc vao thang 7/2009. Didu nay cho thdy van d& ATTT da tr& thanh mdi nguy co de
doa an ninh ctia méi quéc gia.

Theo céac chuyén gia, xu hwéng ATTT nam 2009 c6 thé ké dén:

« ATTT cho may tram (end point security) tiép tuc la diém néng. Véi sy da dang hoa cla cac thiét
bi d&u cudi (may tinh dé ban, dién thoai théng minh, laptop, netbook...) d&n dén nguy co hacker
tAn cong tryc tiép vao may nguoi dung dé an cap di liéu bang cac phan mém ma doc malware.
O mat tran phong tha, cac gidi phap chéng virus truyén théng da dan tién hoa két hop nhiéu
chrc nang nhw chdng virus, spyware, spam, malware, twéng Itra, ma hoa & cieng, chdng that
thoat di¥ liéu.
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VETHAM MFORMATION SECURITY ASSOCIATION

* ATTT cho cac linh viec m&i nhw dién toan dam may, ao hoa. Bay la nhirng xu hwéng maéi cua
nganh CNTT va ATTT tiép tuc la moi quan tdm hang dau cla cac cong ty khi trien khai cac dich
vu trén.

« Voi sy gia tang cap so nhan vé sb lwvgng ngwoi st dung, mang xa hoi tiép tuc trd thanh tiéu
diém cla cac cudc tan cong ATTT. Dién hinh la cac cudc tAn cdng vao cac trang mang xa hoi
phé bién nhuw twitter, myspace, facebook gan day.

ATTT trong céc thiét bj di dong. La hé qua tat yéu clia sy bung nb céc thiét bi di dong thong minh
c6 chirc nang nhw mét may tinh doc 1ap. Cac tan cdng vao thiét bj di ddng dang c6 chieu hwéng
ngay cang gia tang.

«  Xu hwéng tAn cong Web loi dung céc 16 hdng Web truyén théng, ciing nhw cac 16 hdng Web 2.0.
D4 xuét hién nhirng cudc tan cong Web nghiém trong loi dung nhirng 16 héng Web twéng chirng
nhw da 16i thoi nhw tAn cong SQL injection gay hau qua mét cap hang triéu thé tin dung tai mét
cbng ty tai chinh.

e Tan cong néi mang xuét phat tlr cac nhan vién noi bo van tiép tuc gia tang va la mét trong nhirng
mang can sy quan tam dac biét trong chién lwoc xay dwng ATTT tdng thé.

+  Su gia tdng cac né lyc phdi hop da quoc gia trong mat trén phong chong t0i pham an ninh mang.
ATTT ngay nay da tro’ thanh van dé toan cau va can sy cdng tac phdi hop gitra cac té chirc co
thdm quyén tir méi quéc gia dé co thé giadi quyét triét dé.

Bao vé thong tin ngay nay chinh la bdo vé tai san ca nhan, tai sdn doanh nghiép, tai sdn quéc gia va cao
hon ca la bao vé tai san ctia nhan loai.

2. ATTT tai Viét Nam, nh feng cu 6c tan cong va thi &t hai trong n am 2009

O vViéet Nam, sw kién Viét Nam dirng diu danh sach cac nwéc gid mao click do té6 chirc Anchor
Intelligence cong bb da giong lén hdi chudng canh béo. Diéu nay cho thay tinh hinh ATTT tai Viét Nam
van con yéu kém va da anh hwéng rat I6n dén nén kinh té, cling nhw hinh &nh va uy tin cta Quéc gia
trong linh vyrc thwong mai dién tr. ATTT da tré thanh yéu t6 sébng con dé bao vé sy phat trién bén virng
ngay mai cGa nén kinh té ngay cang phu thudc vao thong tin. Day ciing la thong diép ma ngay héi ATTT
nam 2009 v&i chi dé “Bao vé tai nguyén théng tin hdm nay vi ngay mai phat trién” muén gri gdm.

Tinh hinh ng dung ATTT tai Viét Nam van chwa thyc sy dd manh dé cé thé ngan ngira va chéng lai cac
cudc tan cong. DA co6 nhidu Website ctia té chirc, doanh nghiép va tham chi cia cc co quan quan ly nha
nwéc bi xam nhap dé hacker cai dat ma doc va ndm trong danh sach den cadnh béo truy cap cta Google,
Websense.

Trong nam 2009, da xuét hién nhiéu sy cd ATTT lién quan dén moi trwéng dién thoai di dong. Véi sb
lwong hon 100 triéu thué bao va sy téng trwdng manh mé vé sé lwong cac dién thoai thdng minh, bao
mat trén dién thoai di dong da tré thanh chd d& néng tai Viét Nam. Da xuét hién cac cudc tdn cong gid
mao tin nhadn SMS, cai ma doc, phdn mém gian diép trén may dién thoai di dong.

V6i sw phat trién manh mé cda dich vu giao dich trwe tuyén, d&c biét [a trong mang chirng khoan, ngan
hang, ching ta dang dirng trwéc nguy co tAn cdng tir cac tin tic ¢ muc tiéu truc loi rd rang. Trong ndm
2009 d& xuét hién mot sé sw kién hacker tn cong truc lgi vao dich vu tric tuyén bi phat hién va x 1y bdi
co quan quan ly phap luat. Biéu nay cho thay sy gia tdng v& mrc do tinh vi va phirc tap cla cac cudc tan
cobng. Hacker hién nay khéng don thuan chi tAn cdng nhdm muc dich ndi tiéng ca nhan ma c6 muc tiéu
truc lgi rd rang.

3. Kétquakhao sat tinh tr ang ATTT va m 6t sé nhan dinh danh gia

Phwong phap khao sat

Theo théng 1& hang nam, trwdc ngay ATTT, Hiép hoi ATTT VNISA tién hanh khéo sét tinh trang ATTT
dwa trén mét ban cau héi thdm do vé ATTT gli cho cac doanh nghiép, co quan c6 trién khai ¢ng dung
CNTT. Ban cau hdi dwoc xay dung trén nhirng yéu cau vé chuan héa vé ATTT, c6 tham khéo cach thirc
diéu tra tham do cda cac tb chirc chuyén nghiép vé ATTT quéc té.
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Muc dich cta cudc diéu tra tham do 1a hwéng dén két quéa phan anh nhan thirc ciia ngwoi siv dung CTTT
vé ATTT. Chung t6i khéng dat muc tiéu dwa ra nhirng con sé tuyét ddi song nhirng dir liéu thu thap dwoc
phan nao néi I1én birc tranh vé& mrc d6 trién khai cac 'ng dung ATTT va nhan thirc v& ATTT cla cac don
vi tham gia khao sat. Trong qua trinh di khdo sat, cac chuyén gia ATTT cla cac thanh vién chi hoi ATTT
phia Nam d4 tich cuc tiép can va trao dbi truc tiép véi nhiéu doanh nghiép hoat dong tai TP. HCM va mot
sb tinh phia Nam. Trong sé gan 1000 phiéu diéu tra phéat ra chi c6 hon 200 doanh nghiép tham gia tra i
cac cau hoi diéu tra.

Sau day la két qua diéu tra:

Déi twong khao sat:

Déi twong khao sat chd yéu la cac doanh nghiép tai khu vwe phia Nam, dang wng dung CNTT vao cac
hoat dong san xuét kinh doanh. Déi twong dwoc phdng van 1a cac Giam Déc CNTT (CIO), can bd quan ly
hé théng ATTT, chuyén gia quén tri mang.

Phan loai c4c t6 chirc doanh nghiép dwoc khao sat:

Loai doanh nghi ép Tilé
T& chirc Hanh chinh sy nghiép trwc thudc Trung wong 8.2 %
T4 chirc Hanh chinh sy nghiép trwc thudc dia phwong 11.6%
Doanh nghiép nha nwéc 9.5%
Doanh nghiép ngoai qudc doanh 22.4%
Doanh nghiép nwéc ngoai, lién doanh, c6 vén nwéc ngoai 14.7%
T6 chire phi chinh pha 1.7%
Khac 31.9%

Hién trang két ndi mang:

- 42% doanh nghiép dwoc khédo sat da cé hé théng mang téng thé, bao gdm két ndi LAN, WAN, va
dwdng truyén Internet. Con sé nay twong dwong voi két qué khao sat nam 2008.

- 72% doanh nghiép c6 mang khong day ( so v&i 57% nam 2008), trong d6 c6 48% doanh nghiép
chi str dung mang khéng day cho nhan vién ndi bé va c6 24% doanh nghiép dung chung mang
khéng day cho nhan vién va khach. Ti Ié nay nam 2008 la 45% - 12%.

- 87% doanh nghiép s& dung may chi Windows Server, chi c6 8.2% doanh nghiép dwoc khao séat
st dung may cha Linux. Cac con sbé thdng ké nam 2008 1a 83% - 10%.

Mcrc db sdn sang:

- 47% doanh nghiép da gan trach nhiém ATTT dén nhan vién chuyén trach (58% - 2008)

- 100% doanh nghiép da c6 s& dung phan mém Anti-Virus (20% - 2008)

- Chicé 10% doanh nghiép dwoc khao sat khong st dung twong Itra firewall (40% - 2008)

- 50% doanh nghiép hién khéng cé quy trinh xt& ly sw ¢ ATTT (70% - 2008)

- 74% doanh nghiép dwoc hdi hién khdng c6 chinh sach ATTT (85% - 2008)

- 59% doanh nghiép dy tinh sé tang ngan sach dau tw ATTT (74% - 2008)

- 35% doanh nghiép dwa ra mirc ti [& dau tw an ninh mang trong tdng ngan sach CNTT la 5%, 26%
doanh nghiép dwa ra mirc 5%-10% (36% - 32% nam 2008)

- 50% danh nghiép hién khdng c6 quy dy phong cho céac rudi ro an ninh mang
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Phat hién va x& Iy tAn cdng an ninh mang

Tinh tw thdng 1/2009:

- 34% doanh nghiép thira nhan da phat hién sw cb tAn céng an ninh mang (28% nam 2008)

- 38% doanh nghiép khong hé biét rd hé théng mang ctia minh c6 bi tAn cong hay khéng (26%
nam 2008)

- Trong céc tn cong an ninh mang phét hién dwoc: 43% céc tan cong do Virus, 65% la do ma doc
hai va sau Internet (40%, 60% - 2008).

- 25% doanh nghiép dwoc hdi phan hdi la khéng hiéu rd dwoc dong co dang sau cac cudc tan
cbng an ninh mang. (25% - 2008).

- 45% doanh nghiép khong c6 hé thédng an ninh mang c6 kha nang ghi nhan dwoc céc tan cong
(55% - 2008).

- 68% doanh ngiép khong thé wéc lwong dwoc mire do thiét hai cha cac tAn cdng an ninh mang.
(67% - 2008)

- 53% doanh nghiép wéc tinh mirc d6 thiét hai I&n nhat cla cac sw ¢b an ninh mang la do Virus
(80% - 2008)

X Iy va twong thuat sw cd

- Chi c6 10% doanh nghiép sén sang bao cho co quan phap luat khi c6 sy ¢ an ninh mang (5% -
2008)

- 60% doanh nghiép tra 1&i ly do chinh cla viéc e ngai lién lac v&i co quan phap luat 1a do tam ly
s¢ anh hwéng dén hinh &nh doanh nghiép (50% - 2008)

Nhan xét
Qua két qua thu dwoc tir cudc khao sat, ching tdi nhan thay:

*  VAn dé nhan thirc v& ATTT chwa dwoc quan tdm ding mic. Két qua thdng ké cho thay 80%
cac sy cd vé ATTT do yéu td con ngwdi nhwng that dang tiéc khong cé thdng ké nao cho
thdy viéc dau tw nang cao nhan th&c cho nhan vién vé ATTT trong doanh nghiép dwoc chi
trong thwc hién.

= Tinh trang ATTT tai cac doanh nghiép phia Nam hién dang & mc dw&i trung binh do thyc
trang dau tw vao hé théng phong thd an ninh mang con rat yéu. Tuy nhién da c6 dau hiéu kha
quan cho thdy m&c dd nhan thirc ATTT tai cac doanh nghiép dang tang dan di d6i véi viéc
dw bao tang ngan sach cho cac dw an ATTT.

= Tilé doanh nghiép da xay dung chinh sach ATTT & mirc thap, diéu nay thé hién sy thiéu
kien thirc cua doanh nghiép ve viéc xay dwng hé thong ATTT tong thé. Bi doi voi sy thiéu
vang cua viéc cam két xay dwng hé thong ATTT tw cac cap lanh dao.

= Céac doanh nghiép hién chi chi trong dau tw vao thiét bi va phan mém bao mat, rét it doanh
nghiép hieu duoc tam quan trong cua viéc xay dwng qui trinh ATTT, hé thong quan ly ATTT
tong thé theo chuan ISO-17799.

* Tilé doanh nghiép c6 hé thdng anti-virus c6 ban quyén con thap mac du theo théng ké thi
gan 100% doanh nghiép da dung phan mém anti-virus. Da so cac doanh nghiép van str dung
hé thong anti-virus khéng cé ban quyéen hgp phéap.

= Phan I&n cac sw ¢ an ninh mang phat hién duwoc déu lién quan dén cac sw cb anti-virus va
web. La nhirng sw cb c6 thé dwoc phat hién dé dang. C6 thé con tiém an nhirng tan cong noi
mang ma doanh nghiép hién chwa quan tam ding mic. Vi |i do nhay cadm, rat khé théng ké
dwoc sb lwong thye té cac tAn cong ndi mang nay. Day la mdi nguy co tiém an rat dang quan
tam.

* Doanh nghiép dang g&p nhiéu khé khan trong van dé phat hién va x Iy sw ¢ ATTT. Nguyén
nhan chinh 1a viéc thiéu dau tw cac thiét bj c6 kha nang phat hién, ghi nhan sw cb6 ATTT. Di
doi voi sw thiéu vang cltia cac quy trinh tha tuc xt Iy sy cd, va tam ly e ngai lién hé véi co
quan luat phap.
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= Thiéu trdm trong nguén nhan lyc bado mat cho t6 chirc va doanh nghiép. Rét it td chirc co
nhan vién quan tri bdo mat théng tin chuyén trach hay giam déc, trwdng phong bao mat

(Security manager).

» Codng tac dao tao ngudn nhan lwc ATTT chwa duwoc cac td chirc, doanh nghiép danh gia

dung muec.

4. Cac giai phap, cong ngh & va &rng dung ATTT hi én c6 tai Viét Nam

Hién nay trén thj trwéng Viét Nam da ¢ng dung nhiéu giai phap ATTT tlr nhiéu hdng bao mat quéc té co
tén tudi 1an cac nha cung cap ndi dia. Dudi day la mot sb gidi phap va céng nghé ndi bat:

Phan Lo ai

Chirc Nang

Nha san xu at va cong ty phan ph i tai
Viét Nam

End Point Security (anti-virus)

Phong chéng Virus

Trend Micro(Misoft). Kaspersky (NTS),
Mcafee (Mi2), Symantec (FPT, Ingram
Micro), BKAV, Bitdefender (VIAMI),
Kingsoft Anti-Virus (Quang Minh DEC),
Sophos (MTech)

End Point Security multi-
vector: anti-virus, anti-
malware, anti-spam, url-
filtering)

Phong chéng cac tan
cbng do ma déc

Trend Micro(Misoft). Kaspersky (NTS),
Mcafee (Mi2), Symantec (FPT, Ingram
Micro).

End Point Security: Ma héa
di liéu

M4 hoéa div liéu 6 cirng.

Check Point (Misoft)
Entrust (Misoft)

PGP (MTech)

End Point Security: Chéng
that thoat di liéu

Phong nglra cac nguy
co that thoat di liéu &
may tram

Check Point (Misoft)
Mcafee (Mi2)
Trend Micro (Misoft)

Patchlink Lumension (MTech)

End Point Security: Kiém soéat
mang NAC

Kiém soat truy cap
mang bang xac thuc 16p
2.

Cisco (Cisco Vietnam)
Symantec (Symantec Vietnam)

Juniper (J-Protect)

Phong chéng that thoat div
lisu (DLP)

Chéng that thoat di liéu
gqua cac giao thoc
mang.

Websense (Misoft)

Symantec (Symantec Vietnam)

Twdng Ika/ mang riéng ao
Enterprise

Phong chéng cac tan
céng mang va hé théng
cho moi trwong
Enterprise

Check Point (Misoft)
Cisco (Cisco Vietnam)

Juniper (J-Protect)

Twdng ItPa mang UTM

Phong chéng céc rii ro
danh cho doanh nghiép
SMB

Check Point (Misoft)
Cisco (Cisco Vietnam)

Juniper (J-Protect)
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Fortinet (M-Tech)
Cyberoam (InNet)

Astaro (NTS)

Hé théng phong chdng Virus
& Gateway (Network Virus
Wall)

Loc virus, ma dbéc va
ngan ngtra lay lan gitra
cac vung mang.

Trend Micro (Misoft)

Mcafee (Mi2)

Twdng Ira chuyén dung Web

Phong chéng cac tan
cobng tAng Web

Barracuda (Misoft)

Imperva (Misoft)

Tuwdng
database

Ilka chuyén dung

Phong chéng cac tan
cong co s& dir liéu

Imperva (Misoft)

Hé théng phat hién va phong
chéng xam nhap IDS/IPS

Phat hién va phong
chdng cac nguy co xam
nhap hé théng

IBM ISS (Misoft)
Tipping Point (MTech)
SourceFire (NTS)

Mcafee (Mi2)

Hé théng phét hién va phong
chéng xam nham IPS mang
khbng day

Phat hién va phong
chdng céac tan cong trén
mai trvdng khéng

AirDefense (Misoft)

AirTight (Misoft)

Loc Web

Phong chéng truy cap
vao céac trang Web doc
hai

Websense (Misoft)
Trend Micro (Misoft)

BlueCoat (MTech)

Chéng thw rac va cac hiém
hoa ATTT do email

Loc thw rac va cac ma
doc trén mbi tredng
email

Barracuda (BPéng Quéan)
Trend Micro (Misoft)

PineApp (Misoft)

Hé théng xac thuwc manh da
thanh phan

Xac thwc manh dung
token

Entrust (Misoft)
Vasco (Misoft)
Verisign (Blitz)
RSA (MTech)

Todos (MK Technology)

Chirng chi sb

Cung céap chirng chi xac
thie SSL cho may chua
Web

Verisign (Blitz)

Entrust (Misoft)

Hé théng quan ly mat khau
nhay cdm Enterprise

Quan ly céac tai khoan
xac thwc nhay cam
trong *rng dung va hé
théng.

Cyber-Ark (Misoft)
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DPanh gia va quan ly 16 héng
bao mat IBM ISS (Misoft)

. Mcafee Foundstone (Mi2)
Do tim 16 hong bao mat

Quan ly log hé théng ATTT

Theo dbi va phan tich

log tir cac thiét bj ATTT | ARCSIgNt (Misoft)

Cong cu diéu tra bao mat

Thu thap bang ching,
giam sat hoat dong
mang phuc vu cho cbéng
viéc diéu tra bdo mat

Encase (Misoft)

AccessData (Misoft)

Coéng cu lam chinh sach | Gilp doanh nghiép xay

ATTT dung chinh sach ATTT | eupart (Misoft)
VietShield
£ . Misoft
Pao tao ATTT i_ur_?gr cap cac khéa hoc
SaigonCTT
Athena

Nguén nhan | wec va dao tao ATTT tai khu v wc phia Nam

Ngudn nhan Iwc bdo mat théng tin c6 trinh d6 cao van trong tinh trang cung khéng da cau. Pa sb cac
nhan sy chiju trach nhiém dam bao ATTT trong doanh nghiép la quan tri hé théng kiém nhiém, phan
I&n tw dao tao, tich Iy kinh nghiém va khéng dwoc dao tao chinh quy vé ATTT. Hién van ¢ rét it cac
t6 chire, doanh nghiép tai Viét Nam c6 vi tri Giam déc ATTT (CSO).

V& dao tao ATTT nhin chung con so khai, tw phat. Cac khoa hoc chwa da dé thanh mét chuong trinh
dao tao chuyén gia hoan thién. Cac co s& dao tao chi yéu st dung cac chwong trinh sén cé cda
nwdc ngoai dé giang day, thiéu tinh chuyén sau va cha yéu day vé kj ndng, st dung céng nghé
“Hacking”. Tai Viét Nam van chwa c6 mét bo gido trinh chuan vé ATTT.

Mét sb co s& dao tao da cé chwong trinh day vé ATTT song con it va gido trinh cling chwa dwoc
chuan hoa. Nhirtng ndm gan day da c6 nhiéu chuyén bién rd rét: s6 lwong ngwdi hoc va sé lwong cac
moén hoc déu ting, cac khéa hoc nén tdng da dwoc trién khai: CCSP, SCNP, Security+, 1ISO 17799,
CEH... Tuy nhién day ma&i chi 1a cac khéa hoc theo ching chi do céac td chirc nwéc ngoai cap. Mat
khac, mot bd phan I6n hoc vién ddng ky cac khoa hoc bdo mat nhdm muc dich bd sung nhirng
chng chi, bang cap quéc té cé tinh phd dung chr chwa cé thai do hoc tap, nghién clru mét cach
nghiém tac dé nang cao kién thirc.

Hé théng dao tao con thiéu chwong trinh cho chuyén gia CISSP, CCIE security; cac khéa hoc cla
InfoSec Institute vé xam nhap thir nghiém, 1ap trinh an toan.

Van dé dao tao ngudn nhan lwc vé ATTT con chwa dwoc cac Doanh nghiép quan tam ddng mdc.
Kién thirc vé& ATTT trong gi¢i chd doanh nghiép con yéu. Theo khao sat cta Ban CNTT vdi trén
1.200 doanh nghiép thuéc Céu lac bd Doanh nhan Sai Gon, thi c6 t&i 90% chia doanh nghiép chua y
thirc dwoc viéc bao vé tai san théng tin quy gia.

X& hoi van chwa danh gia nghiém tac sy hi sinh thém lang cua cac “chién st quan tri va an ninh
mang. Chinh d6i ngl nay mé&i ddm bao dwoc hé thong théng tin 6n dinh, gép phan dadm bao hoat
dong kinh doanh cua doanh nghiép.

Cong tac truy én thong, tuyén truy énvé ATTT

CAc van dé vé ATTT duwoc dé cap dén hau hét trong cac 4n pham lién quan dén CNTT-TT nhw tap
chi Thé Gigi Vi Tinh — PC World VN, Tin Hoc va B&i Séng, Echip, Xa hdi théng tin, dac biét la tap chi
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ATTT va chuyén muc ATTT trén Thé Gidi Vi Tinh Series B. Thém vao do, cac chwong trinh truyén
hinh nhw “Cuéc séng sb” ctia VTV, “1001” clia HTV ciing cung c&p nhiéu thong tin vé ATTT.

Tuy nhién & méc chuyén sau hon phai ké dén cac website, dién dan cda gidi tin hoc hay gi¢i ATTT,
nhét Ia nhirng website ¢ uy tin cta cac cong ty, té chirc chuyén vé ATTT. Chang han nhu:

« B&o dién t&r ViethamNet

+ Bao dién t& VnExpress

e Chuyén muc “Bao mat” ctia ICT News

*  Website bdo mat thdng tin

« Dién dan tin hoc, muc Bdo mat trong Tutorial room
«  Tiéu muc Bao mat trong muc Céng nghé trén VnMedia
*  Website VnSecurity

*  Website VietShield

e Mang ATTT VSEC

« Dién dan HVAOnline

e Blog ThaiDN

* Website Athena

7. Cécquy dinh, luatiévé ATTT

Trong nhi*ng ndm qua nha nwéc rat quan thm vé van dé ATTT. Nhiéu quy dinh vé luat phap da dwoc
ban hanh. Cac co quan quan ly nha nwéc da dwoc thanh lap dé tap trung quan ly trong Iinh vic
ATTT va bwéc dau da phat huy dwoc hiéu qua. Chang ta co thé liét ké moét sé diéu khoan trong cac
bé luat quy dinh nhirng ché tai déi véi cac hanh vi vi pham ATTT nhw sau:

«  Phép lénh S 30/2000/PL-UBTVQH10 ngay 28/12/2000 v/v Bao vé bi mat Nha nwéc
« Nghi dinh ctia Chinh Pha sé: 33/2002/ND-CP Quy dinh chi tiét thi hanh Phap 1énh Bao vé bi
mat nha nwéc
«  BO luat hinh sy nwéc CHXHCNVN: diéu 125, 131, 224, 225 va 226
+ B0 luat dan sy nwéc CHXHCNVN: Diéu 31,38
« B0 luat lao ddong nwéc CHXHCNVN: Diéu 85, vé hinh thire xt ly ky luat, sa thai.
« Luatsé hiru tri tué Viét Nam: Piéu 131.
+ Luat Bao vé riéng tv va thdng tin ca nhan
«  Danh muc tai liéu bao méat theo nghi dinh 123 -2002/QD TTg ctia Tha twédng Chinh pha
*  Quyét dinh 55/2008/BLDTBXH dé ban hanh chwong trinh khung trinh dé trung cp nghé va
cao déng nghé 1ap trinh may tinh
Ngoai moét sé cac diéu khodn da néu & trén, nha nwdc ban hanh mét loat cac nghi dinh quy dinh
nhiém vu chrc nang cling nhw pham vi diéu chinh ctia cac co quan quan ly nha nwéc vé ATTT. Theo
do6 nha nwéc sé théng nhat quan ly vé ATTT thdng qua cac co quan chirc nang, c6 thé liét ké mot sé
van ban vé ATTT dwdi day:

Nghi dinh 97/2008/NB-CP vé quan Iy, cung ¢ ap, st dung dich vu Internet va thong tin ~ dién tip.
Theo nghi dinh, cac hanh vi s dung Internet vao nhirng muc dich sau sé& bi cAm: Chéng lai nha
nwéc CHXHCN Viét Nam; gay phwong hai dén an ninh quéc gia, trat tw an toan xa hoi; pha hoai khoi
doan két toan dan... danh cap va st dung trai phép mat khau, khoa ma va théng tin riéng cda té
chtre, c& nhan; tao ra va cai d&t cac chwong trinh virus may tinh, phan mém gay hai dé thwc hién mot
trong nhirng hanh vi quy dinh tai diéu 71, luat CNTT.

Nghi dinh 90/2008/NBD-CP vé chéng th w rac nghiém cam viéc tao diéu kién, cho phép sk dung
phwong tién dién t& thudc quyén ctia minh dé givi, chuyén tiép thw rac; trao ddi mua ban hodc phat
tan cac phan mém thu thap dia chi dién t&r hoac quyén sir dung cac phan mém thu thap dia chi dién
tr; st dung cac phan mém dé thu thap dia chi dién t& khi khong dwoc phép cla ngwdi sé hivu dia
chi dién tlr do; trao d6i, mua ban danh sach dia chi dién t& hodc quyén s dung danh sach dia chi
dién t& nham muc dich gli thw rac.

Nghi dinh 48/2008/NB-CP vé quy dinh ch (rc ndng, nhi @m vu, quyén han va co cau té chirc cua
B6 Noi vu: Thdng nhat quan ly, bao dam ky thuat va chuyén mén nghiép vu co yéu trong pham vi ca
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nwéc; cha tri, phdi hop véi cac B, nganh trong viéc thwe hién cac chi trwong, chinh sach ctia Bang,
Nha nwéc lién quan dén bdo dam an toan va bdo mat théng tin bi mat nha nwéc theo quy dinh cla
phép luat. Gitp Chinh pha thdng nhat quan Iy nha nwéc vé mat ma dan sw, cung cap cac thiét bj va
san phdm mat ma dap ng yéu cau phat trién kinh t&, x& hdi cho céc té chirc va ca nhan c6 nhu cau
str dung.

Nghi dinh s 6 64/2007/ND-CP vé (rng d ung céng ngh & théng tin trong ho at déng cta co quan
nha nwéc, ddm bao ATTT trén mdi trwdng mang. Ban Co yéu Chinh phl xay dwng va dé xuét ban
hanh cac van ban quy pham phéap luat, tiéu chuan va quy chuén ky thuat, trién khai v& mat ma trong
an toan va bdo mat théng tin ctia co quan Nha nwéc, td chirc kiém dinh, danh gia va cap chirng
nhan cac san phdm mat ma trong hoat déng cla co quan Nha nuwéc. Bd Cong An chiu trach nhiém
bao dam an ninh trong hoat déng ng dung céng nghé thdng tin; diéu tra va x& ly t6i pham trong linh
vire cbng nghé théng tin.

Nghi dinh cGa Chinh ph G sé 26/2007/ND-CP ngay 15 thang 02 n &m 2007 quy dinh chi ti ét thi
hanh lu at giao d ich dién tdp vé chiv ky sé va dich vu chirng th we ch @ ky s 6. Quy dinh nguyén tic
giao dich dién t& trong hoat déng tai chinh; trdch nhiém, quyén han cuta té chirc, ca nhan; trach
nhiém cuda cac Bo, nganh, dia phwong ; gidi quyét tranh chap; thanh tra, kiém tra; x& ly vi pham... Co
quan tai chinh va té chirc, ca nhan cé tham gia giao dich dién tl trong hoat dong tai chinh véi co
quan tai chinh phai st dung ch ky sé; giao dich dién t& trong hoat dong tai chinh gitra t6 chire, ca
nhan vé&i co quan tai chinh phai s& dung chir ky sé va chirng thw sb do Té chirc cung cép dich vu
chng thwe chi ky sd céng cong cung cap. Bdng thoi, quy dinh viéc thanh 1ap, té chire, hoat dong va
quan Iy T chirc cung cép dich vu chirng thwe chiv ky sé chuyén dung phuc vu cho céc giao dich dién
tlr trong hoat déng tai chinh cla co quan tai chinh.

Nghi dinh sé 73/2007/NB-CP vé hoat déng nghién c (ru, san xut, kinh doanh va s @ dung mat
ma dé bao vé thong tin khong thu  éc pham vi bi m at nha n wéc. Danh muc san phdm mat ma dan
sy (MMDS) phai 4p dung Quy chuén k¥ thuat quéc gia trong tirng thdi ky do Ban Co' yéu Chinh pha
cha tri, phdi hop véi Bd Khoa hoc va Céng nghé xay dwng, trinh co quan c6 thdm quyén ban hanh.
Danh muc nay dwoc ra soat hang ndm dé bd sung cac sdn phdm mat ma dan sy bat budc phai ap
dung Quy chuan ky thuat quéc gia theo quy dinh hién hanh.

8. CAc co quan qu an Iy nha n wéc va bao vé phap lu at trong cdng tac phong ch  éng téi pham
cbng ngh & cao

Hién nay vé mat nha nwéc ¢ ba co quan thye hién chirc nang quan ly nha nwéc vé ATTT:

« Ban Co yéu Chinh Phu chiu trach nhiém quan ly v& An toan mat ma
« B0 Co6ng An quan ly vé dau tranh chéng t6i pham cong nghé cao
« B0 Théng tin va Truyén thdng chiu trach nhiém quan ly théng tin truyén théng trong dé co ca
linh vwe xac thwe va chir ky dién t. Trung tdm &ng clu khin cdp may tinh Viét nam
(VNCERT) trwe thudéc Bd TT&TT la don vi trwe tiép tham gia céng tac ATTT.
9. Chihdi ATTT phia Nam va cac doanh nghi ép cung ¢ ap giai phap, d ich vu ATTT

Cung vé&i s bung nd ctia nganh cdng nghé théng tin, van dé bao mat va ATTT (ATTT) da tré thanh yéu
t6 hét strc quan trong va cap thiét. Nhan thay thwc t& do, Hiép hoi ATTT Viét Nam (viét tit 1a VNISA) da
ra doi theo Quyét dinh sb 1078/QD-BNV ctia Bd Noi Vu nwédc CHXHCN Viét Nam ngay 14/08/2007, 14 tb
chirc x& hoi nghé nghiép phi loi nhuan dau tién hoat déng trong linh vwe bdo mat théng tin duwgc nha
nwéc Viét Nam cong nhan. VNISA tap hop cac ca nhan, td chirc lam cdng tac nghién ctu giang day, (ng
dung va phat trién ATTT nham huwéng dan thye hién cac cha trwong dwdng 16i ciia nha nwéc trong viéc
&ng dung va phét trién ky thuat, cong nghé, ATTT, dwa ra dé xuat, khuyén nghj véi co quan quan ly nha
nwéc trong viéc xay dwng co ché chinh sach phat trién nganh.

Hiép héi ATTT Viét Nam hoat ddng trong cac linh vic:

« T6 chirc cac sy kién, hoi thao, toa dam, bao cao cac chuyén dé vé linh vwc ATTT.

« Tién hanh diéu tra vé ATTT trén pham vi viing mién va toan qudc.

«  T6 chirc tw van va dao tao chuyén sau cho céc tb chirc, ca nhan vé gidi phap va rng dung trong
[inh vwec ATTT.
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«  Dich vu tw van va phan bién vé ATTT.

«  Dich vu danh gia vé an ninh va bao mat théng tin.

« T chirc cac cudc thi, trinh dién quéc gia vé ATTT.

«  Cha tri hop tac véi cac hoi, cac doanh nghiép trong va ngoai nwdc cé lién quan dé trao ddi, hoc
hai, chia sé kinh nghiém, ciing gitp d& nhau khéng ngirng ddy manh (rng dung va phat trién linh
vwe ATTT.

Chi h6i ATTT phia Nam la canh tay néi dai ctia VNISA, noi tap hop cac hoi vién don vi va ca nhan sinh
hoat tai khu vyc phia Nam. Chi héi dwoc chinh thirc thanh [ap tlir ngay 15/09/2008, hoat dong tuan thu
theo diéu lé va chi dao théng nhét cda hiép héi. Co céu té chirc cla chi hdi bao gdbm Ban Chép hanh
(BCH), Van phong, cac ban cbng tac, va cac ban chuyén mén.

Mét trong cac sy kién c6 y nghia Ién nhat ma VNISA té chirc thwong nién d6 l1a Ngay ATTT Viét Nam.
Ngay ATTT Viét Nam ndm trong khuén khé cac sy kién thwéng nién quy mé quédc gia cha VNISA, dwa
trén nhirng tiéu chi chung cta Hiép hi va thé hién sw gan két gitra Nha nwdc — Xa hoi — Doanh nghiép
trong linh viec ATTT. DAy ciing la co hoi tiép can, chia sé nhirng kién thirc, cong nghé bao mat tién tién
nhét gitra cac don vi tham gia.

Vi tiéu chi hwéng dén doanh nghiép, hwéng dén cong dong, ngay ATTT Viét Nam ludn vi muc tiéu nang
cao nhan thrc cha cong dong vé tdm quan trong ctia ATTT trong méi trwéng kinh doanh méi dua trén
nén tang cla cac hé théng céng nghé théng tin va truyén théng; déng th&i ciing dé cap dén nhirng giai
phép, ha tang k¥ thuat can thiét nhdm dam bao cac yéu cau co ban vé ATTT dbi véi cac td chire, doanh
nghiép.

Trong nam 2009, Chi hoi d& thuwdng xuyén té chire cac budi sinh hoat chuyén mén theo cac mang cha dé
cu thé dinh ky hang thang, 1a noi dé cac don vj va ca nhan la cac chuyén gia trong linh vuwc ATTT cling
chia sé va trao ddi cac van dé hoc thuat, cling nhw trién khai va wng dung ATTT, nhét 1a & khu vic phia
Nam. Trong nd&m 2010, Chi hoi sé tiép tuc cac chwong trinh sinh hoat dinh ky, di kém véi viéc thanh 1ap
cau lac bd an ninh mang nhdm dap rng nhu cau chia sé kién thiec ATTT trong cong ddng chuyén gia.

Hién nay chi hoi da nhan dwoc sw quan tam tham gia cGa nhiéu héi vién, trong d6 c6 nhirng don vi da c6
uy tin trong Iinh vuc ATTT, c6 kha nang cung cép céc dich vu tw van, dao tao, phan phbi cac san pham
an toan an ninh mang, trién khai va bao tri, hé tro ky thuat cac hé théng ATTT.

10. Két luan, kién nghii

Nhadm nang cao nhan thirc va thuwe thi cong tdc dam bdo ATTT ddi vdi cac co quan, doanh nghiép va
ngwdi st dung CNTT, ching t6i dé& xuét mot sb kién nghi sau:

Déi vai cac co quan nha nwéc:

1. Hoan thién hé thdng phap luat.

2. Thanh lap dau méi théng nhét c6 thé dwédi dang mét Trung tm tng clru sy ¢ may tinh 1a diém
twa cho cac co quan, doanh nghiép va céng dan trén dia ban Tp.HCM va khu vy lién hé.

3. Nghiém khéc x@ ly va thi hanh phap luat déi véi cac toi pham céng nghé cao nham ran de va
phong ngtra tdi pham.

4. Nha nwdc can c6 dau tw thich dang cho céng tac ATTT nhw: dau tw cho cdng tac nghién ctu vé
ATTT, dau tw cho dao tao ngudn nhan luwc ATTT, diu tw xay dwng ha tAng ddm bao ATTT.

5. Khuyén khich st dung cac san phdm, cong nghé néi dia vi tinh chat dac thu ca linh viee an ninh
théng tin.

Déi véi doanh nghiép:

1. Tiép tuc ddy manh (ng dung CNTT nham tao strc canh tranh cho doanh nghiép, dong thoi nang
cao nhan thiee ATTT la tai san cla doanh nghiép cho tat ca can bg nhan vién.

2. Phai c6 chién lvgc dau tw dai han vé cong nghé, trang thiét bi va dao tao nhan lwc ddm bao
ATTT.

3. Xay dwng qui trinh ATTT, 4p dung hé théng quan ly ATTT theo tiéu chudn (ISO 27001, ISO
17799).

4. C6 nhan dinh va danh gia dang dan vai trd ctia chuyén vién dam bao ATTT trong doanh nghiép.

Déi vai truyén théng, bao chi:

1. Nhan thire vai trd quan trong trong tuyén truyén phong chéng tdi pham céng nghé cao, gép phan
manh mé vao céng tac phong ngtra tdéi pham.
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2. Tuyén truyén phap luat vé ATTT nhdm nang cao nhan thirc v& ATTT ddi v&i tivng nguwdi dan.

Cubi cung la sy can thiét phai phdi hop chat ché gitra cac cac co quan quan ly Nha nwédc, cac doanh
nghiép cung cép gidi phap, dich vu ATTT, cac co quan doanh nghiép ng dung CNTT va Hiép hoi ATTT
VNISA ciing nhw cac hdi nganh nghé khac trong linh viec CNTT nhdm chia sé va sén sang hé tro khi can
thiét dé thuc thi cong tac ATTT

Chi hdi ATTT phia Nam mong muén dwoc déng gép mét phan cong strc vao sy nghiép chung nham
nang cao nhan thirc vé ATTT va dadm bao ATTT cho cac co quan, doanh nghiép va cac ca nhan vi sy
binh an cla x& hdi va vi sy phat trién an toan bén vi¥rng clia cac co quan doanh nghiép.
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CONG TAC PAM BAO AN TOAN AN NINH THONG TIN CHO CAC C O

QUAN NHA NUOC TREN DPIA BAN THANH PH O
(Ong Nguyén Anh Tuén, Phé Giam Péc Sé TT-TT TP.HCM)

I. HIEN TRANG CONG TAC TRIEN KHAI AN TOAN B AO MAT
1. Két qua xay d wng h & théng thong tin tac nghi  &p cda thanh ph 6

Tinh dén thang 11/2009, thanh ph da dat nhiéu két qua to Ion trong viéc xay
dwng hé thong thdng tin tAc nghiép phuc vu chinh pha dién té:

a. Hé théng ha tang cong ngh é thong tin

Hién tai da c6 34 s& nganh va 22 quan huyén duoc dau tw xay dwng ha tang
CNTT dam bdo van hanh hé thdng dang trién khai tai cac don vi, bao gdm
may tram 5.200 bd; may chi 280 bd, Switch céac loai 380 b6, May in: 1.922
bd, Kiosk tra ctru thdng tin 12 bo va hé théng ma vach 19 bo;

Hé théng Mang MetroNet tbc dd cao két néi toan bo 90 S&/Nganh,
Quan/Huyén va hon 100 Phwong/Xa, déng thdi dwa vao van hanh hé théng
diéu khién mang MetroNet (NOC) va hé thdng giam séat dat tai S& Thong tin
va Truyén théng (TT - TT).

b. Cac h é théng dung chung ¢ da thanh ph é:

Trong nam 2009, nhiéu hé théng diing chung cda thanh phé da di vao hoat dong, cung cap nhiéu
tién ich phuc vu cong tac ctia can bé céng chirc thanh phé:

Hé théng thw dién tt& cha thanh pho chinh thtre van hanh tr thang 1/2009, véi nang luc cung cap
lén dén 10.000 hop thw, phuc vu nhu cu trao ddi thong tin gitka khdi Pang va khéi chinh quyén cac cap
ctia thanh phé véi hon 9000 ngudi ding.

Céng thong tin thanh phd - HCM CityWeb (http://www.hochiminhcity.gov.vn): La céng théng tin
chinh thirc ca chinh quyén va nhan dan thanh phé. Hé théng c6 77 trang Web thanh vién thudc cac
S&/Nganh, Quan/Huyén cta thanh phd véi rat nhiéu théng tin phong pha: Tinh hinh kinh té - xa hdi, van
hoa trén dia ban thanh phd, Quy trinh quan ly Nha nuwéc: dong thué, hoan thué, dang ky thanh 13p doanh
nghiép, Xin cap phép xay dung,..Ttr ngay 20/5/2009, Giam déc S& TT — TT dwoc Uy ban nhan dan thanh
phd giao trwc tiép quan ly, diéu hanh toan bd hoat ddng hé théng.

c. Phén mém tac nghi ép:
D4 trién khai hé théng cac phan mém tac nghiép phuc vu hau hét cac linh vuec quan ly:

Tai cac quan - huyén:

Phan mém xay dwng mai trwdng lam viéc dién ti (G2E): 4 phan mém:;
Phan mém dich vu cong (G2C va G2B): 5 phdn mém;

Phan mém vé quan ly dat dai - xay dwng (ng dung GIS): 8 phan mém;
Phan mém quan ly ho tich da trién khai dén cap phwdng xa.

Tai cac sé - nganh:

Hién c6 5 don vi, gém S& Ké hoach va Bau tw, S& Thwong mai, S& Vén héa Thong tin, S& Tuw
Phap, S& Khoa hoc va Céng nghé da trién khai 23 phan mém quan Iy va 10 dich vu cong phuc vu cho
cong tac quan ly chuyén mén. Hién thanh phé ciing dang nghién cru 17 phdn mém (rng dung ma nguén
mé va da sir dung 6 phan mém phuc vu cho cdng tac quan ly hanh chinh va tich hop théng tin.

d. Cosédiliéu: da xay dung dwoc co s& dir liéu vé: dan cw, kinh té, van hoa, lao dong, dét
dai, xay dwng...va sé trién khai, van hanh cac phan mém tai cac Quan/Huyén, S&/Nganh.

2. Cong tac dam bao an toan, an ninh thong tin cho cach & théng théng tin tac nghi  ép cha thanh
pho:

Bén canh xay dwng hé théng thong tin tac nghiép, thanh phd réat chd trong dén cong tac dam bao
an toan bao mat cho cac hé thong nay va da dat dwgc nhiéu két qua:
. a. Triénl khai h & théng bao vé ATTT cho cac S &/Nganh, Qu an/Huy én theo mé hinh chung:
Nham théng nhat va tao thuan tién cho cong tdc ddm bao an toan bao mat tai cac don vi, ngay tlr nam
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2005, S& TT - TT da dinh hwéng viéc trién khai cac hé thdng bao vé ATTT theo mo hinh chung. M6 hinh
nay dwoc xay dwng qua nhiéu buwdc, tir thi diém, tong két hoan chinh réi méi nhan rong:

Giai doan 1 (2005-2007): Xay dwng mé hinh & mirc co ban, tap trung vao hé théng chéng sét,
twong Itra, sao lwu dir liéu va thi diém trien khai chinh sach ATTT. Két qua da trien khai cho 34
S&/Nganh va 22 Quan/Huyén.

Giai doan 2 (2007-2008): Hoan chinh md hinh, tap trung vao chinh sach ATTT va quan ly tai
nguyén hé théng théng tin: Quan Iy nguwdi dung, Quan ly truy cap mang, Quan ly di liéu...va thi diém
chinh sach ATTT tai 4 don vi: Q.5, Q.11, Phi Nhuan va S& TT-TT

) Nam 2009: tién hanh trién khai nhan réng trén co s& mé hinh da duwoc thi diém va hoan chinh.
Bén nay co6 18 don vi dwgc ghi von véi tong von dau tu: 9,36 ty, trong d6 11 don vi da dwoc phé duyét
va trien khai dw an véi tong kinh phi phé duyét: 4,12 ty.

b. ’'ng dung ch @ ky sé trong dam bao an toan an ninh théng tin:  S& TT-TT TP.HCM la don
vi dau tién trong cac S¢ TT-TT t|en hanh xay dwng hé thdng chirng thuc chuyén ding tt nam 2006 voi
kha nang cap phat 10.000 chi ky s6 va bat dau thi diém (ng dung chir ky sé tai co quan tr 5/2006. Dén
nay, da dat nhiéu két qua dang khich Ié:

Géan 100 cén bd S& dwoc cap chiv ky sé va trang bi méi can bd moét thé va dau doc.

Thang 10/2007, B6 Thong tin va Truyén thong chinh thirc céng nhan hoat déng Trung tam
chirng thye s6 chuyén dung.

Chir ky s6 dwoc tich hgp vao nhiéu (ng dung thyc té nhu: phan mém quan Iy cong van, Tt ca
van ban cua} Soé TT-TT phat hanh déu c6 chi ky so trén file dién ttr. Dac biét da tich hop chi¥ ky sé vao
kién trac phan mém 15i (2008).

N&m 2009: Bat dau thi diém trién khai chir ky sb tai 4 S&/Nganh.
c. Nang c &p hé théng Céng thong tin thanh ph 6 (HCM CityWeb):

Ngay sau khi dwoc thanh phé giao nhiém vu quan ly hé théng HCM CityWeb, S& TT - TT da
khan trwong khao sat, danh gia tinh hinh hoat déng cta hé théng. Trén co s& do, S& TT - TT da trién
khai ké hoach nang cap dién hé théng nhadm dadm bao hé théng cé thé van hanh & mc do cao nhéat va
an toan nhét, cu thé:

ba xay dung ké hoach nang cép toan dién tlr ha tdng, dwédng truyén, cac gidi phap an toan bao
mat dén viéc nang cap cac trng dung Web hién co.

,E)en nay, hé thgng ha tang méi cho HCM CityWeb da dugc triér] khai hoan chinh dat tai cong ty
Phat trién cong vién phan meém Quang Trung va dang khan trwong chuyén doi cac trang Web thanh vién
Ién hé thdong nay.

_ Tién hanh kiém dinh an toan bao mat cac trang Web thanh vién. Buéc dau da kiém dinh va khac
phuc 16 hong bao mat cac trang Web cla cac don vi da tirng ,bi hacker tan céng: BQL Cac Khu Ché xuat -
Khu Cbéng nghiép (Hepza), Hoi ndng dan thanh phé. Tiép dén sé mé réng kiém dinh cac trang Web cua
cac Sé&/Nganh, Quan/Huyén.

d. Coéng tac dao tao vé bao mat:

Céng tac dao tao duwoc xay dwng dya trén nhy cau nhan Iy’c phuc vu trién khai cac hé théng
thong tin cla thanh pho va S&/Nganh, Quan/Huyén. Ben nay, da trien khai cac I6p dao tao tap trung vée
an toan bao mat cho can bd quan tri cac Sé’/Nganh, Quan/Huyén tai thanh phod va cac tinh v&i két qua
dao tao khoang 300 can b quan tri mang (thanh pho: 150, cac tinh: 150).

3. Cac ton tai trong cong tdic  dam bao an toan, an ninh théng tin hi  én nay:

) Bén canh cac két qua dat dwoc, hién nay cong tdc dam bao an toan an ninh théng tin ctia thanh
pho con nhiéu ton tai nhw:

a. Ky thu at, cobng ngh é lac hau:

Céc hé thong sau thoi gian dai trién khai tré' nén lac hau vé cong nghé, ky thuat dong thoi xuét
hién nhieu 16 hong bao mat. Bac biét phai ké dén Hé thong Cong thong tin thanh pho (HCM CityWeb) xay
deng tir 2004, phan |on cac trang Web st dung cac cong nghé ct khong dam bao tinh bao mat, Hé
thong may chu da xuong cap, thwéng gap 16 trong qua trinh van hanh, dong thoi chua co giai phap toan
dién ve an toan, an ninh cua hé thong CityWeb (phan ctrng, chinh sach, co ché quan ly, ing dung,...) dé
c6 gidi phap x ly triét de.

Cac don vi phan I&n chwa cé chinh sach ATTT: M&i chi c6 4/89 don vi ban hanh qui dinh ATTT
hoan chinh. Cac don vi con lai dang trong qua trinh trién khai.

Khong thuwong xuyén kiém tra, phat hién cac 16 hdng bao mat, nhét la 16 héng bao mat cda tng
dung. Trong phan I&n trwéng hop, 16 hong bao mat chi phat hién sau khi da gay ra sy c6 nghiém trong.
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Voi mot sé lwong Ion cac (ng dung da va dang trién khai, cong tac danh gia bao mat va khac phuc dang
dat ra nhiém vu to I&n cho thanh pho.

b. Ngu én nhan | wc trong | inh vwe ATTT con h an ch é vé nhiéu mat:

Lwc lvgng can b quan tri mang cac don vi S&/Nganh, Quan/Huyén: Thiéu vé sé lvgng (Chico 1,
2 nguoi cho hé thong mang c6 dén 100 — 200 may tinh, chwa c6 can bd chuyén trach vé bao mat hé
thong) cling nhw han ché vé chuyén mén (Phan I&n can bd quan tri khdng phai chuyén nganh an toan
bao mat).

Cac cong ty, doanh nghiép chuyén nganh an toan bao mat: thanh phé c6 it nhat hon 20 doanh
nghiép co6 cung cap cac dich vy an toan bao mat thong tin. Tuy nhién chwa cd don vi nao c6 doi ngl
chuyén nghiép dd strc ddm nhan trach nhiém &ng cru sy cé cho toan bé hé thdng chinh quyén dién tl
cua thanh pho.

c. Nhan thirc vé ATTT cla ngwei ding con th ap dan dén nhi éu ni dung trong chinh sach
ATTT du da don gian héa nh wng ng w&i dung v an khong th wc hién day da. Nhieu sai sot ¢ o ban
van khéa ph 6 bién:

Khéng thwdng xuyén déi mat khdu may tinh ca nhan hodc dung mat khau don gian.

Khi két ndi cac thiét bi ngoai vi (USB, SmartPhone) vao mang may tinh khéng tién hanh quét virus
nhw qui dinh.

Chuwa lap hd so day da, chi tiét vé mang may tinh hay khéng lwu trir div liéu ctia co quan ding noi
qui dinh.

d. Hé théng bi tan cong:

Do ton tai nhiéu 16 hdng bao mat trong khi céng tac khac phuc gap nhiéu khé khan, da xay ra
nhiéu cudc tAn céng vao hé thdng théng tin cta thanh phé thdi gian qua. Trong d6, nghiém trong nhat va
anh hwdng sau réng nhét la vu tn céng vao Hé théng Cong thong tin cta thanh phd (HCM CityWeb) bi
hacker tAn cong cai virus va cac phan mém gian diép trong sudt thdi gian tw 16-23/6/2009.

Hau qua: Hang chuc dich vu cdng truc tuyén cla chinh quyén dién t& thanh phé bj &nh hwéng
nghiém trong. Chi trong vong 3 ngay, da c6 27/77 trang Website thanh vién bi anh hwdng, trong dé cé
nhirng trang ctia S&/Nganh c6 nhiéu dich vu coéng trwc tuyén hay cé sé lwong truy cap Ién: S& Ké hoach
va PAau tw, Hai quan thanh phé.. M6t khdi lwong 16n may tram cta doanh nghiép, ngwoi dan bi lay nhiém
virus khi truy cap dé st dung dich vu.

~S& TT-TT da phai huy déng nhiéu lyc lwgng cua thanh phd va ca nwéc, dén 23/6/2009 mai tam
thoi khac phuc dwoc. Tuy nhién van chwa tim ra hét 16 hong dé khac phuc triét dé. Bén nay, hacker van
nhiéu lan tim cach xam nhap.
II- CONG VIEC SAP TO!

1. Trong tdm cbng vi éc:

~ Trong thoi gian téi, S& Thong tin va Truyén thong tiép tuc cong tac ddm bao ATTT cho thanh
pho, xem day la linh viec can wu tién tap trung, dac biét la cac ndi dung sau:

Céac hé théng diing chung cta thanh phé: Hé thong thuw dién t&r; Trung tam di liéu (DataCenter);
Mang MetroNet va hé thong dieu khién mang MetroNet (NOC); Cong thdng tin thanh pho (CityWeb);

CAc ng dung tac nghiép da va dang trién khai;

Mang may tinh tai cac Quan/Huyén, S&/Nganh;

Dao tao chuyén sau can bd quan tri vé an toan bdo mat.
2. Cac giai phap th wc hién:

Két hop nhiéu gidi phap va nguén lyc nham thyc hién nhiém vy dam bao an toan bao mat cho
thanh pho

a. An ninh h a tang h é théng mang cac S &/Nganh, Qu an/Huy én:

. Tiép tuc nhan réng mé hinh an tdan bao mat cho‘céc don vi Sé’/Ngénh, Quan/Huyén. péc don vi
sé trien khai hoan chinh cac giai phap an toan bao méat ve moi mat: Hé thong chong sét, Hé thong Tuong
Itba, IPS/IDS, Hé thong sao lwu di liéu,...;

Dw kién c6 30 S&/Nganh, Quan/Huyén dwoc dwa vao ké hoach trién khai dw an “Hé thdng bao
vé ATTT” trong nam 2010.

b. An ninh &ng dung: Tién hanh danh gia va kh ac phuc 16 héng bao mat hé théng cac tng
dung da tri én khai nh w:

Ung dung Web/Portal: 77 thanh vién thudéc Céng théng tin thanh phé (HCM CityWeb);
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(ng dung tac nghiép tai cac Quan/Huyén: 26 phan mém tac nghiép;

U’ng dung tac nghiép tai cac S&/Nganh: Phan mém 16i, phan mém Quan ly ho tich, cac phan
mém cép phép,... ;

c. Xay dwng qui trinh x @ ly sw c6é trén m ang may tinh, trong do6 xac dinh rd vai trd, trach
nhiém cua cac don vi lién quan nh w: Don vi chl tri: S& TT — TT; Cac don vi thu hwdng: Quan/Huyén,
S&/Nganh; Cac don vj cung cap dich vu &ng ctru: doanh nghiép chuyén nganh an toan bao mat.

d. Té chirc lwe lwong png ¢ tpu mang may tinh ¢ ta thanh ph 6 nham:

Xay dwng bdng dwoc doi ngid va luc lvong chuyén vé an toan va an ninh théng tin twong xing
v&i viéc rng dung cong nghé thong tin cta thanh pho.

Thuong trwc xt 1y khi cé sw c¢d vé phan cirng, phdn mém, két ndi mang, sw cb virus, Trojan,
hacker,..

Dam bao rng clru 24/7/365.
Dam béo &ng ciru cho tat ca cac co quan S&/Nganh, Quan/Huyén trén dia ban thanh phé.

Thwong xuyén kiém tra va canh béo thanh phé vé cac 16 hdng bado mat phat sinh trén hé théng
mang.

Mb hinh tri &n khai: Ap dung nhiéu hinh th&rc nhdm huy déng cao nhét lwc lwgng chuyén mon vé
an toan bao mat tham gia:

i) B4i v&i mang may tinh cac S&/Nganh, Quan/Huyén (90 don vi va hang trdm don vij cap 2):

- SO TT - TT sé xay dwng néi dung, dinh mtrc kinh phi cho cdng tac duy tri, bao dwdng, khac phuc
sy c0... vé phan clrng va ha tang mang va hwéng dan cac don vi thyc hién.

S& TT - TT chii tri mua va trién khai tap trung ban quyén phan mém chéng virus cho cac co quan
quan ly Nha nwéc tai tha,nh pho nham chon dwoc sérj pham va dich vu xt ly sw cd I1én quan dén virus,
Trojan, spyware,... tot nhat. SO lwgng ban quyen dy kién hon 10.000.

i) Dbi v&i cac hé théng dung chung ctia thanh phé (MetroNet, HCM CityWeb, DataCenter):

Trién khai trén hé théng ha tang hién dai dat tai Céng ty phat tnen cbng vién phan mém Quang
Trung, ap dung nhiéu cong nghé tién tién Cloud Computing, duong truyén MetroNet toc d6 cao, toan b
hé thdng ha tAng duoc thiét ké cé tinh dw phong cao dam bao van hoat dong thong subt trong trwdng
hop xay ra sw cé;

S& TT - TT sé tién hanh chon lya cac don vi chuyén nganh an toan bao mat c6 nang lyc tét nhat
thuc hién cdng tac rng ctru cho cac hé thong nay.

e. An ninh d @ liéu:

Bén canh viéc trang bi cac céng cu, phwong tién Iwu trlr di liéu chuyén nghiép tai cac don vi
Quan/Huyén, S&/Nganh, thanh phd dang trién khai xay dwng Trung tdm di¥ liéu dung chung cho toan
thanh phé. D kién Trung tam di liéu sé di vao hoat ddng tir Qui 11/2010. V&i kién tric hién dai, van hanh
trén nén hé thédng mang téc do cao MetroNet, day sé 1a noi lwu trir dw phong di liéu cia cac don vi dé
phong cho trwéng hop c6 sy cd. Pong thei, Trung thm di¥ liéu cling 14 noi tap hop théng tin cho céng tac
khai thac (DataMining) phuc vu cho y&u ciu quén ly ctia thanh phé sau nay.

f. Pao tao nhan | wc:

Két hop v&i cac Trudng, Vién, cac don vi dao tao td chirc cac Iép dao tao chuyén sau vé an toan
bdo mat cho can b6 quan tri, can bd phu trach ATTT tai cac S&/Nganh, Quan/Huyén, trong do sé tap
trung vao: Bado mat hé théng, bao mat rng dung; X ly s cb hé théng mang; Panh gia bao mat
mang; Chinh sach ATTT....Dw kién trong ndm 2010 sé& dao tao 200 - 300 lwot can bo quan tri cho cac
don vi S&/Nganh, Quan/Huyén.
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BAO CAO CUA ORACLE
(Ong P46 Thanh Binh, Technology Senior Solution Consultant, Oracle)

Complete Protection for Your Database,
Middleware, and Applications

ORACLE

Database Centric Information Security

Binh Do
Technology Senior Solution Consultant
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. More data than ever...

Growth

Doubles
Yearly

2006

1,800 Exabytes

2011

ORACLE

Source: IDC, 2008
2

. More breaches then ever...

Data Breach Once exposed, the data is out there — the bell can’t be un-rung
b PUBLICLY REPORTED DATA BREACHES

I 630%

Increase

200 -

Total Personally
Identifying Information

Records Exposed
(Millions) 2005 2006 2007 2008
ORACLE
Source: DataLossDB, 2009
3
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CyberInsecure.com

Daily Cyber Threats And Interne ity News Alerts

ganik Information Security Artides

Fannie Mae Consultant Indicted

HOME ARCHIVES CONTACT ABOUT EMAIL SUBSCRIBE ADVERTISE

Fred Programmer Accused of Planting Maiware

August Sth, 2008

i Countrywide Financial Insider Steals And Sells
i Thousands Of Private Customer Records

! The FBI on Friday arrested a former Countrywide Financial Corp. employee

Jorusry 0, 2007 - Linda Modlasson, Nanegeg Edtor

St
3

(s

Vi First Class Mail and £-Mail

Henorakle Kelly Ayotie
Atkeney General of New Hampshire
Suate Houss Annex

VNISA
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News

Softwor]

Wireless

Socurdy  LANS & WANs VolP  Wfrostructure Mgmt

Insider theft at New York Police Dept. impi
('(l]\S
Former paesion fune esscuive s actused of stealing computer tapes

8 Ghee Sespmr. Netwss Wody , 050472008

i and another man in an alleged scheme to steal and sell sensitive personal éiiﬁ‘f,}";;w,m, et Byt D1 et Gt

: infarmation, including Social Security numbers, of as many as 2 million gl The Ney 3

! mortgage applicants. The breach in security, which occurred over a two-year Re: Roseant Pligr Dosa Breach nrr‘sor;;::::: Dep:mm(mmsmmmmumw

20on may be compromised due to
Dear Geneal Ayone: Innz police pansion fung, according m“m;?m
Vam it 0 give o advance i o, : ——
P, cstimted 34,00 a1 PIVRY breach affecting our client, Plizer
Pcksscels ot s, oppe oy CRPOYSES, Bl cre -
T emOvod copies of confidential 1
""" S|
ORACLE
4
. i
More Regulations Than Ever...
UK/PRO
PIPEDA i i
EU Data Directives
Sarbanes-Oxley GLBA
Basel Il
Breach Disclosure VA Euro SOX EaeK
HIPAA 80K
1ISO 17799
SAS 70 COBIT
AUS/PRO

90% Companies behind in compliance

Source: IT Policy Compliance Group, 2007.

ORACLE
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. Market Overview: IT Security In 2009

FORRESTER'

There has been a clear and significant shift from what was
the widely recognized state of security just a few years ago.
Protecting the organization's information assets is the top
issue facing security programs: data security (90%) is most
often cited as an important or very important issue for IT
security organizations, followed by application security (86%).

ORACLE

. Securing Data in Your Database

« Encryption * Activity Monitoring

+ Masking « Change Tracking

« Classification + Discovery and
Assessment

« Access Control

Secure
Configuration

ORACLE'
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. Database Defense-in-Depth

» Configuration Management
* Audit Vault
* Total Recall

Access Control

* Database Vault
* Label Security

Encryption & Masking

* Advanced Security

——~. e+ Secure Backup

* Data Masking

ORACLE

. Database Defense-in-Depth

» Configuration Management
* Audit Vault
* Total Recall

Access Control

» Database Vault
* Label Security

Encryption & Masking

* Advanced Security

» Secure Backup
* Data Masking

ORACLE
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. Oracle Advanced Security

Transparent Data Encryption

Disk
Backups

Exports

Application o Site
Facilities
« Complete encryption for data at rest
* No application changes required ORACLE  iovowaser
- Efficient encryption of all application data S'EB';" ] S{”
eopledort
* Built-in key lifecycle management @
ORACLE
10
. Oracle Advanced Security
Network Encryption & Strong Authentication
+ Standard-based encryption for data in transit
« Strong authentication of users and servers
* No infrastructure changes required
« Easy to implement
ORACLE

11
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. Oracle Secure Backup

Integrated Tape or Cloud Backup Management

« Secure data archival to tape or cloud
+ Easy to administer key management
« Fastest Oracle Database tape backups

 Leverage low-cost cloud storage

ORACLE

12

. Oracle Data Masking

Irreversible De-ldentification

Production Non-Production

LAST_NAME SSN SALARY : LAST_NAME SSN SALARY

AGUILAR 203-33-3234 40,000 ANSKEKSL T E—28 =111 60,000

BENSON 323-22-2943 60,000

)

* Remove sensitive data from non-production databases

BKJHHEIEDK 222-34-1345 40,000

» Referential integrity preserved so applications continue to work
 Sensitive data never leaves the database

+ Extensible template library and policies for automation

ORACLE'

13
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. Database Defense-in-Depth

» Configuration Management
* Audit Vault
* Total Recall

Access Control

* Database Vault

* Label Security

Encryption & Masking

* Advanced Security

Encryption & Masking

Access Control ——_ .+ Secure Backup

Monitoring

* Data Masking

ORACLE

. Oracle Database Vault

Separation of Duties & Privileged User Controls

Procurement

DBA

e,
.....
.,
.....
o,
",
v,

Application

)

i select* from finance.customers i

DBA separation of duties

+ Limit powers of privileged users

« Securely consolidate application data BRNGE nisveass
SIEBEL ”
* No application changes required PeopleSolt
@ "
ORACLE

15
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. Oracle Database Vault

Multi-Factor Access Control Policy Enforcement

Application

* Protect application data and prevent application by-pass
+ Enforce who, where, when, and how using rules and factors

« Qut-of-the box policies for Oracle applications, customizable

ORACLE

16

. Oracle Label Security

Data Classification for Access Control

‘Transactions

Confidential
Report Data
........ o Public 0
Reports
Confidential Sensitive

« Classify users and data based on business drivers
» Database enforced row level access control
« Users classification through Oracle Identity Management Suite

« Classification labels can be factors in other policies

ORACLE

17
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. Database Defense-in-Depth

» Configuration Management
¢ Audit Vault
* Total Recall

Access Control

* Database Vault
* Label Security

Encryption & Masking

* Advanced Security

——~. e+ Secure Backup

* Data Masking

ORACLE

. Oracle Audit Vault

Automated Activity Monitoring & Audit Reporting

HR Data @ Alsris

L o
e 8:?] Audit “ @
BRWL SO P

% Built-in
Reports

Databases E?i%:j

J + Consolidate audit data into secure repository

+ Detect and alert on suspicious activities

>. Policies Auditor

+ Out-of-the box compliance reporting oracLe B
. . : Microsoft 8 SYBASE
+ Centralized audit policy management @
ORACLE
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. Oracle Total Recall

Secure Change Tracking

select salary from emp AS OF TIMESTAMP
'02-MAY-09 12.00 AM" where emp.title = ‘admin’

o

» Transparently track data changes
« Efficient, tamper-resistant storage of archives
* Real-time access to historical data

« Simplified forensics and error correction

ORACLE

20

Oracle Configuration Management

Vulnerability Assessment & Secure Configuration

Policy Group Evaluation Results
Evaluation Results | Library  Errors
This table summarizes the policy group evaluations. Click the name of the policy group for detailed Page Refreshed Sep 17, 2008 4:48:43
information.
Average Compliance| Target
Policy Group Version|Keywords core (%)|Targets|Type Description
Se; ration for 1 Security N 5 Database  Ensures ‘fmh best-practice security settings
0 & Instance  that help protect against database-related threats and attacks,
providing a more secure operating environment for the Oracle
database. (&)
Secure Configuration for |~ 1 Securty MBS %0 3listensr EMSUeS vith best-practice securty ion setfings
Oracle Listener that “elp protect against datzhase-related threats and attacks,

Evaluation Results | Library  Ewors

/ Asset Policy Vulnerability Cninoan;;gl;r;t' Analysis &
Management Management Management 2 A?udit Analytics

Database discovery

« Continuous scanning against 375+ best practices and
industry standards, extensible

Detect and prevent unauthorized configuration changes

Change management compliance reports

ORACLE'

21
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. Database Defense-in-Depth

» Configuration Management
* Audit Vault
* Total Recall

Access Control

* Database Vault
* Label Security

Encryption & Masking

* Advanced Security

-~ e+ Secure Backup

* Data Masking

ORACLE

22

. For More Information

search.oracle.com

Search for: In the section:
database security All v |Q] Refine Search
or

oracle.com/database/security

ORACLE
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ORACLE

24

@ ‘ ORACLE IS THE INFORMATION COMPANY
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Tom tat so lwoe tiéu s Ong D6 Thanh Binh:

PO THANH BINH

Chuyén gia tw vin cao cép giai phap cédng nghé
Tap doan Oracle

Trinh dé chuyén mén: Dai hoc chuyén nganh CNTT

Kinh nghiém céng tac:

2006 dén nay Cong tac tai tap doan Oracle. Phu trach tw van giai phap céng nghé vé
bao mat CSDL Oracle va giai phap dién toan luwoi.

2003 - 2006 Cong tac tai cong ty Hyundai Information Technology v&i cac vi tri: Quan
tri hé thong, quan tri CSDL Oracle va Quan ly dw an.

Giang vién giang day 1ap trinh CSDL va quan tri CSDL Oracle
Tham gia trién khai dw an hién dai hoa hé théng ngan hang
2002 — 2003 Trwdng nhoém lap trinh WEB va CSDL tai cong ty TECHCOM

2000 — 2002 Chuyén vién lap trinh WEB va CSDL tai cong ty Phap PH-TECH
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CO SO HA TANG NANG PONG BAO VE TAI SAN
DOANH NGHIEP

(Pai dién cbéng ty IBM)

Topic: A Dynamic Infrastructure that puts your busi ness assets first

IBM introduces solutions that help enterprises to build dynamic infrastructures which then allow
your business to utilize the most of the business information and assets. Doing so by not only
allow:

« Easily manage to systems or applications with less resource, power consumption

e Scalability up to the business needs

* Advanced technology and features that help secure your business information and

assets are well kept from threats.

Co s& ha tang nang dong dé bao vé tai nguyén kinh doanh va b ao mat théng tin

IBM gidi thiéu cac giadi phap két hop cac ng dung céng nghé ma&i nhat nham gildp doanh
nghiép, td chirc xdy dwng moét ha ting CNTT ndng dong. tlr d6 gitp khai thAc mot cach tét nhat
hiéu qua nhét cac tai sdn quan trong ctia doanh nghiép: théng tin va cac nguén lwc kinh doanh.
Céac giai phap nay giup doanh nghiép:

« D& dang hon trong viéc quan ly hé théng va cac (rng dung véi it ngudn lyc va tiét kiém

dién nang hon.
« CO kha nang mé réng tly theo nhu ciu ctia sy phat trién
« Cac cdng nghé va chirc ndng tién tién nhat nhdm dam béo an toan cac théng tin va tai

san kinh doanh tranh khaéi cac rui ro, sy nhom ngo tv bén ngoai.
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TONG QUAN CISCO SAFE: KI EN TRUC AN NINH MANG THE HE MO

DA PUQC KIEM CHIPNG TRONG THWC TE
(Ong Phan Thanh Son, Giam déc Céng nghé Cong ty Cisco Systems Viét nam)

11/12/2009

Nimir
CISCO

Cisco SAFE Ovenrview:

Validated Next-Generation
Security Architecture

Phan Thanh Son
CTO, Cisco Vietnam

Today’s Complex Security Threats
Require Systemwide Collaboration

Top-Ten Cyber Security Menaces

= Sophisticated website attacks

= |Increasing botnet sophistication and effectiveness
= Growing cyber espionage

= Emerging mobile phone threats
= Insider attacks

= Advanced identity theft

= Increasingly malicious spyware

= Web application security exploits
= Sophisticated social engineering

= Supply-chain attacks infecting consumer devices

Source: SANS Institute
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= New technologies unprotected
= Web 2.0, virtualization, cloud
computing, etc.

= Lack of consistency and
collaboration across products

= Accidental architecture
= Fear-based security decisions

s Product- or feature-of-the-moment
purchases

= Siloed products and designs

= Poor security pelicy, control,
management, and visibility

The Greatest Security Threats

Cisco SAFE

= Security Control Framework
Basis for all Security Designs
Focus on Visibility and Control
Combines Solutions and Services
= Benefits
Combines security and network
Fully tested and validated

Speeds implementation
Modular design

Security Reference Architecture
Free Technical Design and Implementation Guide

Ngay ATTT Vi ét Nam 2009 — TP.HCM 18/11/2009
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|
Cisco SAFE Objectives
Cisco® SAFE addresses threats to critical business goals
and objectives
Business Goals and Objectives| Potential Threats
Protecting revenue sources Disruption of business, resulting
in loss of revenue
Meeting customer requirements  Loss of customer privacy,
security, and service levels
Safeguarding corporate identity  Negative effect on marketing
and brands campaigns and brand reputation
Compliance with regulationsand Fines, loss of business, and legal
standards action
Cisco Security Control Framework
Cisco® SAFE designs and strategies are based on Cisco’s Security Control
Frameworkfor consistentpolicy deploymentand enforcementacrossthe network
. Id entify |
Business Goals Pl
and Objectives sty ﬁ’
Monitor I
e \ Correlate ‘
Security
Policies
/" Harden '
Isalate I
Threats to Goals
and Objectives il Enforce ]
3
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SAFE Security Architecture Strategy

Security Devices

: =VPNs = Firewall = Admission Control
Secu"ty = Monitoring = Email Filtering = Irtrusion Prevertion Network

Devices
= Routers
= Servers
= Switches

Solutions
=PCl
=DLP

=Threa
Control

Carmpus

Network Foundation Protection

& — 3

v T - AR e [y e — - —p—
—

Design Principles and Benefits

= Defense in depth

= System-wide intelligence
and collaboration

= Service availability and
resiliency

= Modularity

= Facilitation of operations

= Regulatory compliance

Ngay ATTT Viét Nam 2009 — TP.HCM 18/11/2009
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SAFE Security Architecture Modules

Services

Strategy and
assessment

Deployment and
migration

Remote management
Security intelligence

Security optimization

Cisco SAFE Next-Generation Lifecycle

Strategy &

Security Assessment
Optimization —y -
‘ \ Optimize Plan
| - e

|
&
Y| Intelligence Oparata N Design

Remote ¥ Deployment

Managem/nt' v ~ & Migration

TP.HCM 18/11/2009
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Cisco SAFE Benefits

= Step-by-step design and implementation
guidance

® Fully tested and validated ’*’ g
= Solutions-based approach ) L
» Layered security using best practices \

= Threat visibility and coordinated
response

= Assurance of business-critical service
availability

= Modularity to support strategic
improvement

= Compliance with regulatory requirements

SAFE Resources

= Cisco SAFE:

i Aananar o
ARAIA
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White Paper

Cisco SAFE: A Security Reference Architecture

The Changing Network and Security Landscape

The past several years have seen tremendous changes in the network, both in the kinds of devices
being deployed and in the network services that are available. Innovations such as virtualization,
cloud com puting, and web-based access for employees, partners, and customers are bringing
about a dramatic evolution in nearly every organization’s infrastructure. Many organizations are
also transitioning from physical-based collaboration processes to collaborating across geographies
by building distributed networks to gain a time-to-market advantage.

The technology supporting these advances also continues to evolve. Bandwidth is ubiquitous.
Workers are becoming more and more mobile because they have the devices and networks to do
so. WWeb 2.0 technologies and service-oriented architectures (S0OAs) are crealing new ways to work
and collaborate, and to reach out to customers and partners.

From a security standpoint, these changes have brought with them several new and complex
challenges. Traditional point security tools are limited in their ability to support and secure this
business transformation, either leaving critical new resources unprotected or preventing the
deployment of new services because they do not secure new processes and protocols. At the
same time, organizations are facing a host of new threats that target many of these new services
and impact network and service availability; these include the theft of identity, data, and reputation,
and the abuse of application and network resources.

Today's new threats share several characteristics. They are complex, targeted at specific networks,
and increasingly focused on exploiting new applications and services. They include:

» |ncreasing botnet sophistication and effectiveness

« Emerging mobile phone threats

Advanced identity theft

Increasingly malicious spyware
» Web application security exploits

» Supply chain attacks infecting consumer devices

The increase in rigid security regulations further complicates securing the network, and has left
many organizations wondering how to balance increased compliance requirements with expanding
critical business services. A partial list of regulations includes Sarbanes-Oxley (SOX), Payment
Card Industry Data Security Standard (PC1 DSS), Graham-Leach-Bliley Act (GLBA), Health
Insurance Portability and Accountability Act (HIPAA), Federal Information Security Management
Act (FISMA), U.5. PATRIOT Act, Personal Information Protection and Electronic Document Act
(PIPEDA), Japan Personal Information Protection Act (PIP), Australia Federal Privacy Act, Basel I,
and EU Data Protection Directive (EU DPD).

© 2008 Cisco Systems, Inc. All ights reserved. This document is Cisco Public Information Fage 1 of 8

Ngay ATTT Vi ét Nam 2009 — TP.HCM 18/11/2009 42



VNISA

VETHAM MFORMATION SECURITY ASSOCIATION

White Paper

]

Common Security Mistakes

Failure to address security in terms of securing and enabling specific business processes can leave
organizations with serious security vulnerabilities. Some of the largest, yet most overlooked threats
to organizations lie within their own networks. Here is a brief overview of some of the most common
security mistakes organizations make:

Siloed Products and Design

This happens when an organization’s security infrastructure is comprised of a host of legacy
security products purchased over a period of time and loosely coupled together. The problems
caused by this type of security architecture include:

* No central command and control

e Poor visibility into the network’s health

+ Inability to collect and share critical security event information
+ Little to no collaboration between elements to address threats
s No real integration between security and network components

s High IT overhead for managing and maintaining siloed security elements

Fear-Based Security Decisions

Often, organizations fall into the trap of focusing on unlikely, high-profile threats rather than more
common threats. While these organizations may be quite adept at thwarting a new Internet worm,
for example, they often overlook more mundane security issues, such as turning off unused ports,
preventing insider abuse and misuse, or detecting rogue wireless access points. Of course,
addressing high-profile security events is important, but true risk management must be part of a
comprehensive security strategy that sees the network, network services, and security elements as
part of a greater whole.

Products vs. Risk Management

Ancther oversight many organizations make is selecting security products based solely on feature-
to-feature comparisons. The reality is that all products are in a constant state of development, and
any one product may have, at any moment in time, a particular feature that another product
doesn't. In another six months, this sort of comparison is likely to yield completely different results.
Instead, security products should all be evaluated on the criteria of risk management to ensure that
the security element you acquire meets, as much as possible, the business risks and requirements
of your unique environment, now and into the near future.

Inadequate Security Policy

The most essential foundation for any security strategy is an intelligent security policy.
Unfortunately, for many organizations, a security policy either doesn’t exist, or was an exercise
completed some time ago that has been largely unused and perhaps ignored since its creation.
Ancther common security policy error is that it is often focused on the placement of products in the
network, paying little attention to supporting and securing the organization’s network and business
strategy. The result is a document that is not focused on the dual goals of business enablement
and continuity, and maximum risk reduction, and that fails to provide guidelines for maintaining
management, control, and visibility.

©2009 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 2 of 8
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Risk Management

Risk management includes the assessment, mitigation, and monitoring of threats to keep risk at an
acceptable level. Any risk management strategy needs to consider the following security priorities:

« Protection of revenue sources: Business disruptions caused by network outages and
attacks may result in loss of revenue, both in terms of direct business conducted over the
network and in the loss of consumer confidence due to publicized security breaches.

» Addressing customer requirements: Customers are increasingly concerned about the
protection of their private and personal information. Threats to customer privacy, a loss of a
sense of security or confidence, and reduced service levels can all adversely affect the
corporate bottom line.

« Safeguarding corporate identity and brands: Security breaches and attacks, especially
high-profile attacks, can have a significant impact on marketing campaigns, brand
reputation, and confidence in the organization.

« Compliance with regulations and standards: Failure to comply with increasingly stringent
legal and corporate regulations and standards can lead to stiff fines and penalties, loss of
business, and legal action.

To address these issues, it is essential to make sure that current and future business processes
are understood so that security implementations can be designed to support and defend them.
Before evaluating any security product or creating or amending any security policy, a few simple
questions need to be asked:

s Are business processes well-understood? Are there sufficient safeguards in place to protect
data at rest, in transit, and in use?

* What business applications, services, and infrastructure changes are being deployed or
may be deployed in the next several years?

» What are the risks associated with implementing those solutions?
s How do we reduce those specific risks as much as possible?

* What regulatory compliance mandates are required for the organization, and what is the
plan for meeting them?

In answering these questions, organizations have traditionally been left on their own, largely
because traditional security vendors only provide a narrow, “siloed” product to address a broad and
integrated problem. Clearly, what is needed is specific guidance, based on best practices and
validated designs, on how to discuss, design, and implement a coherent and consistent security
solution.

Cisco SAFE Architecture

Cisco has updated its security reference architecture, called Cisco® SAFE, to provide detailed
design and implementation guidelines for building secure and reliable network infrastructures and
the policies that support them. These guides are based on security best practices combined with
thousands of hours of design, testing, and documentation.

A network isn’t a single entity, but rather a collection of network elements, such as the data center,
campus, or branch—each with specific functions and security requirements. The Cisco SAFE
architecture takes a modular approach in order to best address the unique needs of different places
in the network, as well as the critical interoperations between them. This modularity also extends

©2009 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 3 of 8
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the useful life of existing equipment, protecting previous capital investments. The designs also
incorporate a set of tools to facilitate day-to-day operations, thereby reducing overall operational
expenditures.

In today’s threat environment, everything is a target. Because of this, Cisco SAFE takes a defense-
in-depth approach to security. SAFE’s systemwide intelligence approach addresses the security of
the infrastructure; endpoints; network devices; applications and application servers; databases;
web, email, and other servers; communications devices; and storage systems. It does this by
emphasizing the integration of security into each of these components, so rather than being
targets, each component contributes to the health of the network, the strategic placement of
purpose-built security products, and the collaboration between these elements o create
systemwide intelligence and improve visibility and control. Finally, SAFE’s secure management and
repotting design provides a unified strategy for enforcing policy and for monitoring, analyzing, and
responding to threats.

Cisco SAFE design principles not only focus on providing deeper security within specific places in
the network, but also between and among functional network zones, as data and transactions
traverse the entire infrastructure. Event and posture information is shared among devices and
across safeguards for greater visibility, with response actions coordinated under a common control
strategy.

The Security Control Framewaork

SAFE’s underlying strategy is the Security Control Framework, a standardized approach to security
policy development and deployment. Security Control Framework principles and actions are used
to identify the most appropriate technologies and best common praclices to secure the unique
environment of each place in a network. The result is that multiple security technologies and
capabilities are used together throughout the network to gain visibility into network activity, enforce
network policy, and address anomalous traffic. In addition, network infrastructure elements such as
routers and switches are used as pervasive, proactive policy monitoring and enforcement agents.

Security Policies Security Principles Security Actions

Business Goals Threat and Risk e Identity
and Objectives Assessment Visibility /
= Monitor
\\ Correlate

/ Harden
<_—» |solate
Threats to Goals Security

Security
and Objectives Operations  + Control N

Policies

Enforce

Two fundamental principles of the Security Control Framework are maximizing visibility into the
devices and evenis on the network, and control of the users, devices, and traffic moving across the
network. Under the categories of visibility and control, the Security Control Framework defines six
security actions to enforce security policies.
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Visibility
1. ldentify and classify users, services, traffic, and endpoints.
2. Monitor performance, behaviors, usage patterns, events, and policy compliance.

3. Collect, analyze, and correlate systemwide events.

Control
4. Harden endpoints, services, servers, applications, and infrastructure.

5. Isolate users, systems, and services when containment is heeded.

6. Enforce access controls and security policies, and mitigate security events.

Planning, Review, and Improvement

Because business and security needs are always evolving, another key principle of the Security
Control Framework is the ongoing review and adjustment of any security implementation to
continually meet changing security and business requirements. There are five key steps in the
Security Control Framework development and review process:

1. Plan. The planning stage must include a threat and risk assessment aimed at identifying
assets and the current security posture. Planning should also include a gap analysis to unveil
the strengths and weaknesses of the current architecture.

2. Design. Next is the creation of a detailed design that includes the selection of the platforms,
capabilities, and best practices needed to close the gaps identified in the planning
assessment, and to satisfy future business and technical requirements.

3. Implement. This includes the deployment and provisioning of platforms and capabilities, as
well as hardening the underlying network infrastructure. Deployment is typically executed in
separate phases, which requires plan sequencing.

4. Operate. Maintenance of the new security implementation includes the management and
monitoring of the infrastructure, as well as gathering, reviewing, and responding to security
intelligence for consistent and timely threat mitigation.

5. Maintain. Regular plan reviews need to be conducted to identify and address gaps resulting
from changes or additions to the network environment. The information obtained from day-to-
day operations and from ad-hoc assessments can be used for these purposes. A risk and
threat reassessment needs to be periodically conducted. Results from this reassessment lead
to restarting the solution cycle, to constantly improve the security architecture and better meet
evolving business and security policy needs.

For many organizations, this process can be a daunting task, both in terms of the expertise
required and the commitment of IT resources. To that end, Cisco Services has created a
complementary suite of services designed to assist in each of the five steps recommended by the
Security Control Framework, as well as in the ongoing lifecycle management of any SAFE
deployment.

The SAFE Security Architecture

Cisco SAFE comprises a series of validated, end-to-end security design and technical
implementation guides that are made available, free of charge, to any organization looking for
guidance on developing or improving the security of their networked environment. Some of the key
benefits of the Cisco SAFE design and implementation guides include:

©2009 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 5 of 8
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Detailed designs, based on best practices and real-world testing and validation, help
organizations move more quickly from concept to implementation. They alsc help frame
discussions about how to create and improve security policy. By removing much of the
guesswork that has traditionally gone into securing a network infrastructure, organizations
can realize significant savings from the costs that can result from trial-and-error attempts to
create a secure environment.

¢ Modular designs, based on securing the unique needs of specific places in the network,
support incremental improvement over time. Most organizations are not in a position to
overhaul their entire security infrastructure. Because of SAFE’s modular approach, however,
organizations can begin to improve their security profile by updating only that portion of the
network most in need of improvement. And because the various components of SAFE are
part of an integrated strategy, as each place in the network is improved, the overall visibility,
control, and health of the network also improve incrementally and holistically.

« Defense-in-depth secures against more complex threats. With multiple vector attacks, many
of the individual attacks either slip past security gaps or are identified as low-level concerns
and ignored. Cisco’s collaborative security design allows different devices to not only share
threat information, but also to aggregate information to detect, report on, and thwart these
more complex threats.

o Detailed, step-by-step architectural and platform-specific guidance reduces the IT costs
associated with design, deployment, and implementation.

Collaboration between security elements and the network infrastructure not only creates
strong security, but also helps ensure network availability and support for key business
applications and network services.

Security Devices

Secu rlty * VPNs . F;rewa\l * Admission Control N etwork
A = Monitoring = Email Filtering » Intrusion Prevention ,
Solutions Devices
*PCl * Routers
*DLP * Servers
» Threat » Switches

Control

Visibility Control

Data
Center

Network Foundation Protection

Services

SAFE Network and Solution Modules

The SAFE architecture delivers defense-in-depth by strategically deploying Cisco products and
capabilities across the network and by taking advantage of the collaborative nature between
platforms. Multiple layers of security technologies are deployed under a common strategy and
administration. Products and capabilities are positioned where they deliver most value and to best
facilitate collaboration and operations.

© 2009 Cisco Systems, Inc. All rights reserved. This document is Cisco Public Information. Page 6 of 8
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Here is an overview diagram of the places in the network included in the Cisco SAFE architecture:
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Design guidance is also provided for technologies or elements present across multiple places in the

network, such as unified communications, network virtualization, mobility solutions, data loss
prevention, identity management services, and network foundation protection.

Cisco Lifecycle Security Services for SAFE

Cisco offers services for the SAFE architecture that are based on an approach that considers the

entire lifecycle of a SAFE security depoyment, from initial assessment to deployment to operations

and optimization. These lifecycle support services address the following phases of a SAFE
deployment:

+ Strategy and assessment: Cisco offers a comprehensive set of assessment services
based on a structured IT governance, risk management, and compliance approach to
information security. These services help companies understand the needs of and gaps in
their network security architecture. Recommendations are based on industry and
international best practices. These services help companies to strategically plan the
evolution of an information security program, including updates to security policy,
processes, and technology.

+ Deployment and migration: Cisco offers deployment services to support companies in
planning, designing, and implementing Cisco security solutions. In addition, these services

can help companies in evolving their security policy and process-based controls to make the

security architecture more effective while supporting efforts to increase productivity and
collaboration among network users.

+ Remote management: Cisco Remote Management Services engineers become an
extension of a company’s IT staff, proactively monitoring the security technology

infrastructure and providing incident, problem, change, configuration, and release
management, as well as management reporting 24 hours a day, 365 days a year.

2009 Cisco Systems, Inc, All rights reserved. This document is Cisco Public Information.
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+ Security intelligence: Cisco Security Intelligence Operations services provide early
warning intelligence, analysis, and proven mitigation techniques to help security
professionals respond to the latest threats. Cisco experts use in-depth knowledge and
sophisticated tools to verify anomalies and develop techniques that help ensure timely,
accurate, and quick resolution to potential vulnerabilities and attacks.

» Security optimization: The Cisco Security Optimization Service is an integrated service
offering designed to assess, develop, and optimize a company's security infrastructure on
an ongoing basis. Through quarterly site visits and continual analysis and tuning, the Cisco
security team becomes an extension of the company’s security staff, supporting them in
long-term business security and risk management, as well as near-term tactical solutions to
evolving security threats.

Conclusion

Cisco SAFE provides a much-needed holistic approach to securing the entire network environment.
Its comprehensive security strategy improves an organization's ability to identify, prevent, and
respond to threats. But just as important, SAFE enhances an organization’s ability to securely
deploy critical business applications and services that enable collaboration, increase productivity,
and better address the increasing demands of customers, competitors, partners, and employees.

Cisco SAFE Resources
» Cisco SAFE: hitp:/Aww.cisco.com/go/safe

+ Cisco Validated Design Program: http://www.cisco.com/go/cvd
« Cisco Security Lifecycle Services for SAFE: http./iwww.cisco.com/go/services/security
+ Cisco security products: http://www.cisco.com/go/security
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Tom tit so lwoc tiéu st Ong Phan Thanh $n:

Ong Phan Thanh Son la Giam déc Céng nghé (CTO) clia Cong ty Cisco
Systems Viét nam. Son da c6 17 nam kinh nghiém lam viéc trong nganh
Cong nghé théng tin — Truyén théng (ICT). Ong da tham gia tw van va
thiét ké giai phap va hé théng mang cho nhiéu nha cung cép dich vu
(Service Provider), cac doanh nghiép I&n (Enterprise) va cac doanh
nghiép nhé-va-vira (Small - Medium Business) tai Viét nam tr nam 1997
khi 6ng lam viéc cho tadp doan Equant-SITA (nay la Orange Business
Solution thudc tap doan France Telecom).

Ong Son gia nhap Cisco dau ndm 2000 v&i vai trd k§ sw tw van hé
thédng. Nam 2003 6ng dwoc bd nhiém lam Giam déc Ky thuat - Céng
nghé Cong ty Cisco Systems Viét nam. Tir nam 2007, 6ng dadm nhiém
vai trd Giam déc Cong nghé (CTO) va Biéu hanh (COO) cla Cisco Viét nam. V&i gan 10 nam lam
viéc tai Cisco, trach nhiém chinh hién nay cta 6ng 1a dinh hwéng chién lvoc kinh doanh va phat
trién nguédn lwc cong nghé cho Cisco Viét nam va déi tac; phat trién thj trwdng va xudc tién cac giai
phap va cdng nghé mang thé hé méi cta Cisco tai Viét nam bao gébm: Advanced Technologies,
Emmerging Technologies, Data Center va Smart+Connected Communities. Trong vai tro COO, éng
chiu trach nhiém hd tro CEO cuia Cisco Viét nam trong viéc trién khai hiéu qua cac quy trinh va
chwong trinh trong kién tric doanh nghiép Cisco (Enterprise Architecture) ciing nhw xay dwng
chién lwgc phat trién dai han cta Cisco tai Viét nam. Trong vai trd nay, éng lam viéc rat ch&t ché
véi Cisco IT trong viéc dung thé manh Cisco IT trién khai cac chién lwoc kinh doanh, nang cao
naéng suét lao déng va tao tién dé& cho sw cach tan (innovation) trong Cisco Viét nam ciing nhw phd
bién kinh nghiém trién khai Cisco IT qua chwong trinh Cisco IT@Work cho khach hang va dbi tac
tai Viét nam. Ong dwoc giao lam dai dién cho Cisco System Viét nam tham gia vao cac hiép hoi
trong nganh ICT Viét nam nhw Hdi Tin hoc Viét nam — VAIP, HGi Tin hoc TP. HCM — HCA, ICT
Partnership Club, Hiép héi An toan — Théng tin (VNISA).

Trwéce khi gia nhap Cisco Systems, 6ng lam Quan ly nhém dich vu cao cép (Professional Service
Manager) clia Equant-SITA Viét nam noi 6ng tham gia vao cac dw an xay dwng mang Internet Viét
nam (VNN) tr ndm 1997. Trong 3 n3m trwéc d6 6ng la k§ sw ICT cla Lién doanh Dau khi
Vietsovpetro véi cong viéc hd tro hé thdng IT, mang truyén théng va hé théng tw dong héa. T
nam 1992 dén 1994 6ng la ky sw hé théng chinh ctia TRADEVICO-IBC (la Business Partner dau
tién cta IBM tai Viét nam) noi 6ng tham gia trién khai va hé trg hé théng IT cho Tng cuc thué, Kho
bac va B0 tai chinh.

Ong Son tét nghiép Khoa Céng nghé théng tin ctia Pai hoc Bach khoa TP H6 Chi Minh. Truwéc dé

6ng c6 hai nam rén luyén trong maéi trvdng Quén ddi tai khoa Thong tin, Hoc vién Ky thuat Quan
Sur.
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HE THONG QUAN LY ATTT THEO ISO 27001:2005

CACH TIEP CAN VA AP DUNG THUC TE
(Ong Trinh Tuén Ding, Giam déc kiém dinh cong ty BVQI)

Hé théng Quan ly An toan Théng Tin (ISMS)
theo ISO 27001:2005

Cach tiép can & ap dung thwc té

Trinh Tudn Diing
GD Chirng nhin
Bureau Veritas Certification VN

TP. H6 Chi Minh, Ngay An toin Thong tin — 18 thang 11 nim 2009
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No6i dung @>

1. Nhu cau thye té & gici thiéu vé bé tiéu chuan Quéc
té vé Hé thong Quan ly An toan Théng tin (ISMS)

2. Cac bwoc thwe hién ISO 27001:2005 — Cach tiép
can ap dung thwe té.

3. ich lovi

Hurean Verilas Cerfiicaion Vielmam |SMS Security Day — 18 Movember 2009 2

NHU CAU CAN cO CUA HT AN TOAN THONG TIN
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Nhu cau can cé cua tiéu chuan

¢ Trwée nhirng nam 1970, cong
nghé ATTT => Chinh phd, Quan
si¢, hay Ngan hang

¢ Internet va kinh doanh trén
mang “on-line”, ATTT => nhan
dang, chirng thwec, va quan ly
nguoi st dung...

¢ Phap luat vé Chi ky dién tg'r tao
diéu kién cho viéc phat trién e-
business, e-commerce

» Moi nguoi can niém tin va thuc
hién co hiéu lwc => HTQL ATTT

Hurean Verilas Cerfiicaion Vielmam |SMS Security Day — 18 Movember 2009 i

Cac HTQL nham cai tién & cung cap long tin @)

¢ Dam bao chét Irong san pham &
thoa man khach hang => ISO 9001

¢ Bdo vé méi trrong sbng cho cong
dong =& 1SO 14001 __.

¢ Pam bao Surc khoé, An toan ngudi
laoc dong = OHSAS 18001

+ Bam bao An toan vé sinh thuc
pham = IS0 22000

¢ Bao mat thong tin lién lac — 1a mdt
loai tai san dac thi 2 ???

¢ HTQLATIT

Hurean Veritas Ceriicaion Vietmam |SMS Security Day — 18 Movember 2009 5
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Lich st cta bé tiéu chuén (@)

LICH SU’ PHAT TRIEN CUA BO TIEU CHUAN ISO 27000:2005

* UK ISMS Cert. Scheme UKAS Accreditation - * ISO/EC 27006:2007
- C:cure by DTI for 2 year ISO Guide 62 - | \

oy T S T R R -+ . = v 1SO 27006
Nhu cau c6ng nhdn UK ; : UKAS: i i i ! i 2007
. *NIST- Computer Security |, * BS 7799-3:2006 -Guide
*BS 7799:1995 -Code I.___________.‘ Risk management auide | for risk management ) i
of practice for ISM Chuan hoa Banh gia rdi ro | | | | | ' f i g f 1SO 27005
| = L e e 2008

Industry Code - BS 7999-2-1998 -

of Practice * BS 7799-2:2002 - /i “ISOfIEC 27001-2005 -
U d Spec. with guid. for use | ISMS - Reguirements
o o T |sonEc o 1SO 27001
of practice uk ! | ! 'UK I ! ! ! : 12005
Nhucdu \! ! BS 7799.1%1999 -Code |,\ A 1ISONEC 17799:2000 - /{ “ISO/IEC 17799:2008 -
. } L practice for Code of practice for ISM Code of practice for ISM
S ! ! : PNt e e iso o
| IUKDTI  IBSI-DISC | IUK IUK IUK I ! I ] ] ! i I | :2005(7)
-
Théi gian| 1 1989 1 19921 1 19951 19981 19991 1 20011 20021 20031 20041 20051 20061 2007} 2008
1990 2000
Internet TCP/IP WWW. Esign OECD Luat giao dich ‘./
1974 1984 1991 Law USA Guide dién tir VN
mvmmmmsusmnq—muumberm 6

B tiéu chuan ISO 27000 cua JTC1 — SC 27

IT-1SMS — Nguyén tic 1SO/
va tir vumg IT-ISMS —
IT— Security FCD Céc yéu cau
Technique - [ em 27000 IT-ISMS - Hurémg

Yéu ciu cho

cic té chirc | 270086: din ip dung
danh gia &
chirng nhin Cid ISO/
i CD

27005: 200
. 2008 2005 ... Va con 27011,
12, 33 part 1-7
i 1ISO/ IT— Security
IT— Security FCD Technique - Qui * 29100, 101, 150

Hwéng dan Tec[miq’ue, - P 3
ganhgia  Quanlyriiro | 27004 mie e
chung HTQL IT -ISMS — 17799 :2005 &
Po lwrong 2007)
mvmmmmusmnq:ismwm Fi
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Xu hwéng phat trién ctia Bo tiéu chuan ISO 27000 C@

¢ Phat trién va hoan thién nhirng

tidu chuan co ban: 27000 - Co JTC1/SC 27- T Security techniques
S&, 1{V virng, 27004 — Po Iu*c')fng Standards and projects under the direct responsibity of JTC 1/5C 27 Secretariat
i nrd % i i e T Sort Standard and/or project. Sort Current | Sort
¢ Phat trien va hoan thién nhirng _ sa | 13
i i e -~ ISONEC FOIS 27011 Information technology — Infomation secunty 50.60 35040
tleu Chuan HLI-’Ung dan (Chung management guidslines for telecommunications organizations based on

ISONEC 27002

va déc thU) 27003 - Ap dung’ TSOTEC NP 27072 nw | B

Infomation technology - Security techniques ~ ISM guidelines for e-govemment

27007 - Danh g|é’ 27011 - senvices

; ; ROECWP 202 W 3500
Telecomunication, 27012 — E Guienesof Qg Tt
G t 2 7 0 3 2 [SONEC NP 27033 Infommiation technology - IT Nebwork security 4 E
overnment, 7 ISOMEC CD 27033-1 Information technology - Securty techmiques - IT network | 3080 [ 35.040
Cybe rsecu rlty security - Part 1: Guidelines for network security
ISONEC WD 27033-2 Infomnation technology — Secuity techniques - IT 060 35040

network securly - Part 2: Guidelines for the design and implementation of

¢ Bua ra ky thuat bdo méat cho [0
ISONEC WD 27033-3 Infomnation technology - Securily techniques - IT

mang -— IT network: B 6 tieu nefwork secuty - Part 3: Reference netvarkng scenarios — Risks, design
= i techriques and conlrolissues
chuan 27033-1 cho taoi 27033-7 -

2060 3040

Nguln- ISOYITC1/5C27

Hurean Verilas Cerliicaion Vielmam |SMS Security Day — 18 Movember 2009 8

’ GIO’I’THI’EU ISO 27001:2005
& CAC BU'OC AP DUNG THUC TE
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Thoéng tin la gi?
Dinh nghia:

» THONG TIN 15 mot loai t3i san, gibng nhtr nhilng t3i san kinh doanh quan
trong khéc, théng tin cb gia ti dbi voi mét 16 chirc va do db cén duroc BAO VE

mét cach hop Iy. (ISOMIEC 17799:2000)
Théng tin co thé:
Pwoctaora > Lwru trir r Dirore xir ly
v o i '
Dwoc chuyén giao Dworc sir dung
Bipha huy Bi stra d6i Bi thit lac
mvmmmmsusmnq—wm&rm 10

An toan théng tin la gi?

CIA (confidential-Integrity-Availability). Cac to chirc can dat dwoc sy
can bdng...
> TINH BAO MAT: Thong tin khong
sanco hoac khéng nén dé 16 cho Tinh toan ven
canhan, tb chirc, déi twong chua

dwoc uy quyén

» TINH TOAN VEN: Théng tin
dwoc bao vé va dworc gile gin tron
ven

> TiNH SAN CO: Lu6n sdn sang va
san ¢o str dung khi can cho doi
twgng da dwoc uy quyén

(ISO/IEC 27001:2005— C4c yéu ciu)

“Swr duy tri cic thudc tinh: tinh bao mat, tinh toan ven va tinh sdn c6 cia théng
tin; ngoai ra, cac thuoc tinh khac nhw tinhjx;ic thwe, trach nhiém giai trinh, tinh
thira nhan va tinh dang tin cay ciing co the lién quan”

mvmmmmusmnq—wmﬁrm 11
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Hé théng quan ly An toan théng tin - ISMS la gi?

Dinh nghia:

VETHAM MFORMATION SECURITY ASSOCIATION

“Hé thong quan ly an toan thong tin (ISMS) Ia mét phan ciia hé thdng quan Iy tong
thé, dwa trén cach tiép can theo nii ro cua kinh doanh, dé thiét lap, thec hién, dieu

hanh, giam sat, xem xét, duy tri va cai tién viéc bdo mat théng tin”

Ghi chi: hé thong quan Iy bao gom: ciu tric cia tdé chirc, chinh sach, cac hoat dong

hoach dinh, trach nhiém, viéc thyec hanh, thu tuc, qui trinh va nguén Irc.”

(180 27001:2005 cl 3.7)

Nhwng nhirng loiich c6 dwoc 1a gi?

Hurean Verilas Cerfiicaion Vielmam |SMS Security Day — 18 Movember 2009

Giéi thiéu ISO 27001:2005

12

T [ Tmisapne | 4T
7~ | théngisSMs | [\ )
" Plan /
(e ‘ ' Act
Do Chu ky phat
aceer | Tucnienva | IT1EN AUV T [ puywivacai || | SR
dituhanhhé | Vva cai tién | tiénhé thong
| théngISMS - Isms
Mong muon va . Check = An toan
yéu céu An toan £ S théng tin
Lt o | Giam sit va s durgre quénly
N L @9 ‘ danh gia he & %
hy > & & ) | éngisus | = ) >
/ 7 g SRR L A P
i | TeiniT "'..\_.""' s _:.
mvmm-mmusmnq—wmmﬁrm 13
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Gi¢i thiéu ISO 27001:2005

» 4Hé théng quan Iy an toan théngtin ~ Phu luc A bao gom :
«4.1 Cae yéu ciu tdng quat
«4.2 Thiét lap va quan Iy hé théng ISMS

» 11 phan:

5 Chinh sach ISMS
6. Coecau to chire ISMS
«4.3 Nhirmng yéu cau vé tai lidu 7. Quan ly i san

i e 2. Baomat nguon nhan lue

» 5 Trach nhiem lanh dao 9. Baomat méi tirdmg vat Iy

10. Quan ly hoat déng va truyén théng

«5.1 Cam két cia lanh dao 1. Kiém soat truy cap

5.2 Quén Iy cic ngudn Irc 12 Thu nap, duy tri va phat trién hé théng
- théng tin
» 6 Danh gia noi bo hé thong ISMS 13. Quan Iy swr co ISMS
i . 14. Duy tri lién tuc hoat dong kinh doanh
» 7 Xem xet lanh dao he thong ISMS 15. Tinh tuan tha ot
» 8 Viéc cdi tien ISMS » 39 muc tiéu kiém soat

«8.1 Cai tién thwdomg xuyén

» 132 bién phép kiém soat
= 8.2 Hanh dong sira chira

= 8.3 Hanh déng phong ngira

mvmmmmsusmnq—mmberm 14

ISMS theo ISO 27001:2005

Mot s6 “van dé” coé thé ton Tiéu chuén nay chi rd:
tai cia cac HTQL van

hankh thee tisu chuan + Muc 0.1 Tong quan "Ap dung ISMS vor

mirc d6 tuy thubc vao nhu céu cia t6

quoc té ISO (9001, chirc, nghia la tinh hubng don gian
14001, 22000...): chi yéu cau ISMS don gian”

+ Phtrc tap nhiéu hé théng + Muc 0.3 Twong thich véi cac HTQL

. khac: “Tiéu chuan quoc té nay hoan

- Ton giay, ton céng toan turomg thich voi 1ISO 9001:2000 va

Hinh thire. khéng thiee t& ISO 14001:2004 dé hé trg cho viéc 4p

¢ I ILEC. BUDNG LI e dung va véan hanh tich hop. Mot HTQL

dwoc ﬂnet ké thich hop co thé thoa
man tat ca cdc tiéu chuan nay”

+Muc 12 Ap dung / Cha thich: “Dung
HTQL hién co d‘e thoa man cac yéu
cau cua tiéu chuén nay sé tbt hom trong
da s6 cac trromg hop”

. Hiég{(?u’ kém

)

e S R

mvmm-mmusmnq—w'ﬁ;mhwm 15
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Xay dwng ISMS theo ISO 27001:2005 C@)

O i i A Uc&.gbéApdgng(SOA) ‘

Kéhoach xir Iy rii ro theo wu tient
1. Loai bé (trinh)
2. Chuyén giao

Xacdinh réiro | m 3. Ap dyng ché myc kidm sodt
hép nhin hay khéng 4. Biét & chip nhin cb kiém seit

D toAn miire rii ro (risk levels)

Phuwong phap dianh gii rdiro D Danh pia rii ro & tic dong

g

Xic dinh cic mbi de doa (threat) | | = |Xic dinh cic 16 héng (vulnerability)

Liétké, kiém ké va d4nh gi4 cic loai tai sin (théng tin)

mvmmmmsusmnq—wum;nberm 16

SO SANH VO1 HTQL HIEN CO (ISO 9001:2008) (@)
sl s HTQL hién cé (hay ISO 9001:2008)

» 4 Hé théng quan Iy an toan théng tin :
+4.1 Cac yéu cau téng quat { Xem vang
-4.2 Thiét Iap va quan Iy hé théng ISMS*S

»4.3 Nhifng yéu cau vé i ligu

» 5 Trach nhiém lanh dao

L )~ Bing so sin Iltmgdfinggiiin
= 5.1 Cam két cua lanh dao 0001/140018&27001:
+5.2 Quan Iy cac nguon lwe
. Ll e 423 &42.4
» 6 Danh gia noi bo he thong ISMS 51&52
» 7 Xem xét lanh dao hé thong ISMS 6.2
A 822
> 8 Viec cai tién ISMS 5.6
»8.1 Cai ién thwréng xuyén 85.1
8.2 Hanh déng sira chira 8.5.2
: i ! : 853
«8.3 Hanh dong phong ngira
mvmm-mmsusmnq—ﬁ;;mhwm 17
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Gi¢i thiéu ISO 27001:2005

pLTES
EUREAU
VERITAS

Phu luc A bao gom :

» 11 phin: & 1SO 9001
5 Chinh sach ISMS s
& Cocéu td chirc ISMS

7 Quan I_v tai san
8
9
10
m
12
13 g
14, il il = e e o -
._|<:x_||n||m : Khich himg
16. Wil fuEm G % :
Gﬁa‘

» 39 muc tieu kiem soat =.

<

. =

» 132 bién phap Kiém soac® Cic bén cung

clip thir Ba

Kiém ké — C6 chti - Phan loai — Nhan - QD str dung

mvmmmmsusmm-w%wm 18

Giéi thiéu ISO 27001:2005 ()

aunsn
[ vER 145 |

Phy "-"=A bao gom: | Nhan vién/nha thiu/bén thir 3 — tnedrcitrong/sauHb

e Bao mat nguon nhan lwc >~

9. Baomat mdi triromg vat ly

10. Quan Iy hoat dong va truyen
théng

11, [Kiicm soat b ap _

12 W rigap, duny G v plhdét tridn
hi 1n(>)\nl(;| tihdbmgy Gim

) 7 s eb ISMS

|I>)uwf tri ||\|t,|m i et digpmgy leiimltn

elawamnl

15, Tiirilh fudEm i

13
14.

» 39 muc tiéu kiém soat

» 132 bién phap Kiém soat

mvmm-wunsusmm-w%wm 19
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@

[EUREAU |
VERITAS

nl

100 G
Ehéamgy

11. Kiém soat truy cap

122 Thunap, duy tri va phét trién
he thang théng tin

13. Quan ly s co ISMS

14. Duy tri lién tuc hoat dong kinh
doanh

15. Tinh tuan thad

» 39 muc tiéu kiém soat

» 132 bién phap Kiém soat

Hurean Verilas Cerfiicaion Vielmam |SMS Security Day — 18 Movember 2009 20

iCH Lo
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Levi ich cua an toan théng tin

VNISA
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5

iTIoN

EUREAU
VERITAS

+Bao vé tai san théng tin mét cach eThanh 1ap nén tang ving

thich hop
» Kiém soat dwa trén i ro
» Khéong bi Thiéu / Thira
¢ Loi thé canh tranh
¢Sy tuan tha phap luat
Nl

¢ Hinh anh -

¢ Loi nhuan

chic cho chinh sach bao mat
théng tin

sLa bang chirng thay duoc vé
nhirng thwc hanh dwoc ap
dung cho cac bén quan tam:

+ Cackhach hang thwrong mai

+ Khach hang la ngudi st dung
cudi cung

+ Dé6ivai nhan vién (kiém toan)

« Déivoi cacco quan quan ly

Hurean Verilas Cerfiicaion Vielmam |SMS Security Day — 18 Movember 2009 2

BUREAU VERITAS CERTIFICATION VIETNAM

» Phat hanh 2000 Giay chirng nhan phi
hop v&i cac tiéu chuan quoc té cho
cac HTQL

» Phu hop ISO 17021:2006 & dvroc
chuyén thanh Trung tam chiPng nhan
(ICC) tir thang 9 nam 2008

» Quyét dinh chirng nhan v&i eong nhan
ciia UKAS & ANAB.

« Kip théri hon v nhu céau khach hang
» CO chuyén gia danh gia ngurdri Viét
Nam

» Khach hang tiéu biéu tai Viet Nam 1SO
27001:20050-UKAS cong nhan

« YKK.
« BKIS

INNODATA ISOGEN PRIVATE LIMITED
B8 1: 414418, SECTOR . 18, NOWOA ., INDSA

8, NOADW - 201 301 . DA,

ISO/IEC 27001:2005

OF November 2012

<z

Hurean Veritas Cerfiicaion Vietmam |SMS Security Day — 18 Movember 2009 23
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BUREAU
VERITAS

Move Forward with Confidence

Pé biét thém thong tin, vui Iong lién hé:  Ms. My Hanh
Tel.: 3812 2196 Ext. 130 or E-mail: my-hanh_nguyen@ivn burcauveritas com

Thank you!

mvmmmmsusmnq:muumberm 24
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SESSION 1: ATTT MANG VA HE THONG

Noi dung:

1. Giai ph&p chong that thoat dix liéu cho doanh nghép

2. Pam bao tinh lién tuc aia doanh ngép va khoi phuc sau
tham hoa

3. Thio luan + Béc tham trang thwéng

Ngwei diéu ph 6i:

Ong Phuing H ai

CISSP- Trwdng ban an toan mang va hé
thédng Chi hdi VNISA phia Nam. Giam déc
phét trién kinh doanh céng ty Misoft HCM.

Ong Phung Hai tét nghiép c& nhan tai Uc
va co trén 10 nam kinh nghiém trong linh
viwee ATTT
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ICT &

GIAI PHAP CHONG THAT THOAT D LIEU

CHO DOANH NGHIEP
(Ong Nguyén Thanh Nam, chuyén gia bdo mat céng ty HPT)

- hpt GIAIPHAP CHONG THAT THOAT DU LIEU DLP
k

nowing IT CHO DOANH NGHIEP

Ngeeoi trinh bay: Nguyé'n Thanh Nam

Ngay ATTT Vi ét Nam 2009 — TP.HCM 18/11/2009 66



ICT ;?:Ea{.
e SRS

A VNISA
:‘ VETNAM MFORMATION SECURITY ASSOCIATION:

=
P

hpt

nowing IT

NOI DUNG

. Nhirng thach thire trong bao méat dir liéu
. M& hinh phan loai dir liéu

. Giai phap chéng thét thoat di liéu DLP
. ng dung DLP & Nhirng lgiich

. Thi trwéng giai phap DLP

HPT VIETNAM CORPORATION

hpt

nowing IT

1.N Cl’ng thach thirc trong bao mat dir liéu
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Trong nganh San xuat:
cong thirc san pham, chién
Irgc phat trién

Trong nganh Y té:: thong
tin bénh nhan

Trong Tai chinh/ Ngin
hang: Dir liéu khach hang,
DiF liéu nhan vién

Trong nganh Bo hiém:
Dir lieu khach hang, Ke
hoach kinh doanh cia cac
don vi

S R4

Inadvertent vs. Malicious

967 of leaks are due to faulty
processes or oversight

=1%
malicious

1%
manager
approved

Other

50%
of leakage
is due to
business
process

467%

of leakage

is due to

employee
oversight

Nguén: Vontu Assessment Risk

TP.HCM 18/11/2009

68



VNISA

VETHAM MEORMATION SECURITY ASSOCITION

Luru triF diF ligu sai quy |
dinh.

)

Danh sachkhach hang Dit lidu theo chuén PCI M& hinh san pham
Sao chép JI Mang di dong JI
— D fnat
L}
— W\
Sban sinhxa hoi/ S8 . e
thé tin dung Danh sachkhach hang

-
©
~

Cacloai ma déc mdi xudt hién

1,800,000 —

1,600,000 —

1,400,000 —

1,200.000 p—

1,000,000 —

800,000 p—

600,000 P—

400.000 —

Nhirng nguy cormeixuét hién

200,000 —
20,547

0
2002

113,025

18827 59197
2004 2005
Thoigian

2003

Nguén: Vontu Assessment Risk

Ngay ATTT Vi ét Nam 2009 —

TP.HCM 18/11/2009

Nhirng thach thirc trong bao méat div liéu

1,656,227

624,267

140,650

2008

2006

-
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c sT bi mat g qtn lac:hl’

| _ _hﬁmcho blet&ﬁ oékhoang
vaca mi S0 thué khi mét chiée 700,000 di¥ ligu bi tiét 16 & Cong
may tinh xach tay lwru trir cac ty dang dira ra mirc thudng 1
thong tin nay bij lay trom. trieu USD cho ngui cung cap

théng tin bét gil k& dot nhap.

' BlueCross BlueShield L.\ EXPRESS SCRIPTS®
Association £

{Nguén: Dayton Bussiness Joumal— 10/2009) {Nguén: IDG News Service— 09/2009)

ﬁnhlén mang nhung bi mat '500 OUO Ihe m%ch hang sau khi

kinh doanh ban cho Trung hé Ihong bi d6t nhap & Céng ty

Quéc va cac doi thii canh franh. da phai mat hang triéu USD dé
khac phuc nhirng thiét hai

@

The miracles of science-

{Nguén: Dayton Bussiness Joumnal— 10/2009) {Nguén: IDG News Service — 09/2009)

.
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Nhirng thach thirc trong bao méat div liéu

zésach phu hop ﬁham ban vfe dﬁ*
‘ @ lieu ?
.H' 4. Phuang an dé glam sat cac phién
.truyen guri di¥ liéu cla nguwdi dung
Cuoi ?

Sip xép dir liéu ?
2 3 £ ooy 3. Phuong an can thlet dé biét ngurdri
Chong that thoat dir lieu ? dung cuéi dang c6 vuot qua cac
chinh sach ciia hé théng ?

6. Co bao nhiéu thwr dién tir vi pham
quy dinh bao mat ?

7. Phwong an giam sat cac dir lieu
that thoat qua dwong Web hay

Instant Messenger ?

I knowing IT

\ 2<” M8 hinh phan loai d ligu
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hpt

=  Coéngthirc, thiétké san pham

= Biméatkinhdoanh

*  Quytrinh san xuat

K& hoach chién lroc

= Nghiéncirudictinhcanhfranh

=  Phéantichthjtnrémg

= Kéhoachkinhdoanhciia
phongban

= Thdngtin taichinh & duwr toan
dautr

=  Dirliéu nhanviéncong ty

=  Dirlidu vé khach hang

= Mangudn

= ThéngtinvéHa ting CNTT,

= Gacthding bao/thurtin
trong ndibo

Chinh sach & Quy frinh noi
bd

= Giaca

= Danhbadiénthoai
«  Gidithiéu sanpham

hpt

1ap cac chinh sach bdo mat théng nhat

4. Lya chon & Trién khai giai phap chdng that thoat dir
lieu

Xay duwrng cac tai lieu, y thirc & dao tao

Xac 1ap vé quyén s& hiru & trach nhiém 6 rang

5
6
7. Twddng ap dat cac chinh sach
8. Do lwéng & Giam sat
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hpt

knowing IT

3 _""G..iéi phap chéng that thoat dr liéu DLP

Giai phap chéng thét thoat di liéu DLP

NoilvutrienhiPng Nhibng d#liégubido Cach nao tot nhatdéa
dir liéu can bao mat dwoc sir dung  ngan chan cac dir lieu
nher thé nao? bi that thoat ra ngoai?

I PHATHIEN I| GIAM SAT || BAO VE \

PHONG CHONG THAT THOAT DU LIEU
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SECURITY MANAGER ,m

REMOVABLE STGRAGE
DEVICES

ENDPOINT PROTECTOR

FREWALL

INSPECTOR

FIREWALL

Endpoint Protector — ngdn
chén, ma héa, canh bao vakiém fra
uclhletbi Ilru trir ron

Data-at-Rest Manager
{DARM]} — dod quétcacdir liéu
baomatinén mang

Security Manager — xac dinh,
lay mau va giam sat tap tung cac
dir liéu bdo mat

Insiant Meysenger(YM AOL,
Skype,...)

- Cé'c;i'mg dung P2P

Po chinh xac

- Khéng cotinh irang bac dong gia

- Ty lé phathiéncao

- Linh déng d6i v cacthao tac inén
dir liéu: Trich xuétdir lidu, Chuyén
déihé so, Néndir liéu, Nhung dir

liéu, Thay ddicach thé hiéndir liéu
(12—13—14 121314)

Bao cao
=  Baocaodangbdéngchitiét

= Trichxuétbao céotheo dinhdang
MS

- —

Ngay ATTT Vi ét Nam 2009 — TP.HCM 18/11/2009
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hpt

=  Cacloaihdso
2. Cac tinh ndng
- Tich hop LDAP
+  Mahéahdso
- Kiém tra phén cirng

- Kiém soathé sor

- Phuiromg thirc Online/ Offline
3. Baocao

- Béo céo dang béng chitiét

- Trich xudtbao cio theo dinh dang
MS

hpt

% Sapxepdulleu
= H& o cacthanh phén fim kiém dir

SECURITY MANAGER

liéu dang ky tir hay nhiphén

- Déquétcac hé so cucbd va én
hé théngmang

- Do quétcac hé so trong cac

phuong tién lru trir di déng
2. Baocao
= Baocaodangbang chitiét

= Trichxuétbao caotheo dinhdang
MS

- @@
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hpt

1. I
X -dmhcacch‘inh sach ﬂmng nhat
chadoanh nghiép
5 =  Sirachiravabaocaové cac sy cd
e '_’//.’g'-ﬁvm____.‘_“ F|REW‘A‘LL = Phéth -_é:n ch |’nh x.éc C dﬁ IEU
nhay cam irén hé théng
2. Baocao

=  Baocaodangbdangchitiét

= Trichxuétbao caotheo dinhdang
MS

ENDPOINT PROTECTOR

Tinh bao mat

Bao ham tit ca cac kénh truyén dir lidu

Tinh chinh xac (Ty |€ bao dong gia i tiéu)

Linh hoat dbi véi nhirng thao tac trén di¥ ligu

Bao ham tat c¢a cac nguén va dinh dang cia dir liéu
Cac ndi dung va kénh truyén da duroec mé@ hoa

Quan ly cac dir liéu "at Rest” — eDiscovery

B 0 N

Bao vé dau cubi
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Giai phap chéng thét thoat di liéu hoan chinh

Hé thong quén Iy
phan quyen

Gidm sat truy
cap

Pao taoy thirc F @ Quyftrinh ISO
17799127001

hpt

knowing IT

4 Ung/dung DLP & Nhiing loi ich

Ngay ATTT Viét Nam 2009 — TP.HCM 18/11/2009 77



T, VNISA

F VETHAM MEORMATION SECURITY ASSOCITION

hpt ng dung DLP & Nheng loi ich

Cdc ChiNhanh viing Tru S& Chinh Trung Tam Quan Ly Mang
Internet .

Trung Tam DiF Liéu
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ng dung DLP & Nhirng loi ich

hpt

it 1T

Vo
Ngén chén Phat hién va Canh béo cho Hinh thanh eae  Céc chinh séch
nguri diing ngdnchdncdc  ngudidung, tién trinh twr baomat diF ligu
cubiglicicdr  swobvé dir nhan vién dpngsira chira  duge quan Iy
iGubdomatra  liéu tap trung
negoai

hpt

" GIAMSAT

= Xac dinh vi tri lwru trir =Cach thirc di¥ liéu duroc =Chu dong bao mat cac
cla dir iu sir dung trong hé théng dir lieu
= Tao cac vung luu trir =Nam r5 vé ndi dung va = Ngan chin that thoat
cho cac diF lifu nhay ngir canh sir dung dir cac dir liéu bao méat
cam ligu :
= Ap dadt cac chinh sach
= Quan Iy cac di ligu rd =Ghi nhan duge nhikng bao vé dir ligu
rang vi pham chinh sach

QUANLY

= Xac dinh cac chinh sach = Sira chira va bao cao = Phat hién chinh xac

baomat dir ligu théng cac sy o0 vé dir ligu céc ndi dung
nhat cho doanh nghiép

-

Ngay ATTT Viét Nam 2009 — TP.HCM 18/11/2009 79



VNISA

VETHAM MEORMATION SECURITY ASSOCITION

hpt (ng dung DLP & Nhrng loi ich
Four Categories for Potential Business Value from IT Security

More Difficult Manage Enhance
to Quantify Risk Revenue
Easier Achieve and Sustain Reduce
to Quantify Compliance Cost
Stronger Stronger
Technical Orientation Business Orientation

Nguén: Aberdeen Group—06/2009

-
hpt

knowing IT

5. Thitruong giai phap DLP
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ing dau, cho phép cac doanh

nghlep bao mat thong tin trong m0|
Safe nd tnrong di dong — tir may tinh xach tay,
Securing Your Endpoints thiét bi lwru trir di dong va cac giao thirc

truyén tai khong day dén cac thiét bi di
4dong thong minh — nang cao hiu suat
lam viéc ma khong can Iru tam van dé
bao mat.

GTB Technologies tranh nham V30 G4C nguy co' tﬁ' nhﬁ'ng
Next Generation DLP nguoi dung khong tin cay va ca nhirng
nguoi dung tin cay. V&i tinh nang Iéy
mau, giai phap co thé do quét tat ca cac
giao thu'c theo th¢i gian thwe va cho
phép ngin chin that thoat dir iéu ngay
lap tirc, ciing nhw tao ra cac bao cao.

hpt

I -doanh nghlep ban mat va quan 'fy3cac
Y[n théng tin. Phdn mém va dich vy clia
S antec‘ Symantec cho phep bao vé cac thong tin
bao mat hiéu qua va hoan chinh treéc
cac nguy co'. bat ké cac dir liéu droc Ireu
trir & dau va str dung nhw thé nao.

. mj—vs’aﬁrg&? -;..-'_I 7 -‘- R e L e ,MJ\
du'a theo cac chlnh sach dé bao Ve di]-

The Security Division of EMC Ile_u cho phép khach hang sap Xép cac
dir éu nhay cam, phat hién cac phién

truyén giri dir Ileu trong doanh nghlep
ap dat cac diéu khién, bao cao va kiem
tra dé bao dam tinh tuan thu cac chinh
sach.

- @@
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hpt

knowmg IT

' ) MeAfee

The Security Division of EMC

, symantec. &) TREND

= =n
-l

RS
EEE

Am tuéng cong nghé - Thau hiéu théng tin
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-

DAM BAO TINH LIEN TUC CUA DOANH NGHIEP

VA KHOI PHUC SAU THAM HOA
(Ong B4 Ngoc Huy, chuyén gia bdo mat céng ty FPT)

PAM BAO TiNH LIEN TUC CHO
DOANH NGHIEP VA KHOI PHUC
THAM HOA

Trinh bay: D5 Ngoc Huy
FPT Information System
CCIE Security #16931
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Pl T S
hwlml ,‘m\m

-y X
e 24
P

NOi dung
T

e Panh gia tinh hinh trién khai khéi phuc
tham hoa

e So’ lroc vé xay dwng ké hoach dam bao
tinh lién tuc va khoi phuc tham hoa

PANH GIA TINH HINH TRIEN KHAI
KHOI PHUC THAM HOA
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Khao sat vé khoi phuc tham hoa
trén thé gi&i

Ngan sach chi tiéu cho Khéi phuc tham hoa cé tang
|én trong n‘a"lm 2009. )

Muc tiéu vé thoi gian khdi phuc da giam xuodng con 4
gi¢ trong nam 2009 A

25% thir nghiém la khéng dat yeu cau

Chi phi trung binh cho viéc trién khai cac ké hoach
Khéi phuc tham hoa cho méi sw ¢ ngwng tré hé
thdng trén toan thé gici 1a 287.600 US,D

Tai khu vire Bac My, chi phi cho cac to chire tai
cL:JrgBh thuwe hién viéc Khoi phuc tham hoa la 650.000

Ngun- Symantec

Khao sat vé khéi phuc tham hoa
trén thé gi&i (tt)
O

Mot phan tw sb cac thir nghiém khdi phuc tham hoa Ia
khéng thanh cong

Mat trung binh khodng 3 tiéng dé kich hoat lai cac hoat
doéng chinh sau mot sw ¢c6 mat dién

Mat dén 4 tiéng m&i co thé hoi phuc trd lai va van hanh
binh thuwéng

Nhan sw van hanh gap dbi so v&i ndm ngoai

70% don vi khdo sat cho biét Uy ban Khdi phuc sau
tham hoa cua ho bao gom ca Giam doc thong tin
(CIO), Giam doc cong nghé (CTO) va Trwdng phong
CNTT

60% cac (rng dung dwoc cho 1a khdng thé thiéu
Ngudn: Symantec
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Khao sat vé khoi phuc tham hoa
trén thé gi&i (tt)

e Nhirng ly do khién cho cac té chirc khéng

tién hanh thlr nghiém bao gom

~ Thiéu cdc nguon lyc do quy thei gian clia nhan
s khéng nhiéu (48%)

— Gay ngirng tré hoat dong cua nhan vién (44%)

_ Van dé chi phi (44%)

— Gay ngirng tré t&i hoat ddng cta khach hang
(40%)

Ngudn: Symanitec

Khao sat vé khéi phuc tham hoa
trén thé gi&i (tt)
e
e Ao hod van 1a mét thach thire I1én
_ Khoang 64% cac don vi khao sat cho biét 4o hoa

dang khién ho phai danh gia lai nhirng ké hoach
khdi phuc tham hoa

— Hon mét nira sé don vi khao sat trén toan cau da
thira nhan:

e Su¥ thiéu thon cac cong cu quan ly lwu trir 1a
thach thirc I&n nhat trong viéc bao vé dir liéu
va nhirng trng dung quan trong trong moi
treong 2o (53%).

e S han hep vé tai nguyén nhw con ngudi,
ngan sach va khéng gian la nhirng thach thue
|&n trong viéc sao Ivu may ao. (51%).

Nguon: Symantec
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Khéao sat vé khoéi phuc tham hoa
tai Viét Nam
O

e Co6 khoang cach rat Ién gilra nhan thyre clia cac
Doanh Ngiép vira va nho (DNVVN) vé viéc san sang
trng pho tham hoa va thuc té chuan bi )

e 82% cac don vi, t6 chirc dwoc khao sat cho biét hai
long & mot mire d6 nao dé/hodc rat hai long voi
nhitng ké hoach trng pho tham hoa hién co

e 84% cho hiét cam thay dweoc bao vé tét/hodc & muc
dd vira phai trong trirong hop cé tham hoa xay ra

e Trung binh, cac DNVVN duoc khao sat gap phai sw
c6 nguwng tré hoat déng 3 l1an trong vong 12 thang.

Ngudn- Symantec

Khao sat vé khéi phuc tham hoa
tai Viét Nam (tt)
O

e Khoang 1/5 cac DNVVN (chiém 23%) thuc hién sao
Iy dir liéu hang ngay.

e M6t DNVVN trung binh chi sao Iwu khoang 60% ddr
liéu cdng ty va dir liéu khach hang )

e Hon mot nira cac DNVVN du tinh ho sé mat khoang
40% dir liéu clia minh néu hé thong dién toan cua
ho bi pha hly trong héa hoan. '

e U&c tinh chi phi cho viéc nguwng tré hé théng trung
binh la 15,000 USD moi ngay

Ngudn:- Symantec
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SO LUO'C VE XAY DUNG KE
HOACH DAM BAO TINH LIEN
TUC VA KHOI PHUC THAM HOA

Giai doan khéi tao dw an

o]

= Thiét 1ap quan Iy

- Thiét 1ap sw can thiét clia ké hoach

= Dinh nghia pham vi cta duw an va muc tiéu

= Thanh lap déi ngl

= Xac dinh nhiém vu

= Lén ké hoach cho cac budi hop va thoi gian thuc
hién

= Xac dinh sw can thiét clia nhirng céng cu thu thap
dir liéu tw ddng

= Trinh bay bao cao ban dau cho nha quan ly
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Xac dinh vai tro
e

e D6i ngl quan ly thue thi cap cao

e D6i ngl quan ly chlrc ndng cép cao

e Uy ban dam bdo tinh lién tuc va khéi phuc

Phan tich tac déng dén doanh nghiép
(BIA)

e Muc dich cua BIA 1a nham cung cap cho
doanh nghiép sw hiéu biét nhirng tac déng
cua su kién lam gian doan hoat déng cua
doanh nghiép.

e Tac déng co thé mang tinh dinh tinh
e Tac dbngco thé mang tinh dinh luwong

e Danh gia 16 hong bao méat 1a mét phan cla
BIA
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3 muc tiéu chinh cua BIA
A

e Sap xép dd wu tién theo tinh chat quan trong
e U'dc lugng thoi gian gian doan
e Yéu cau tai nguyén

8 buéc thwe hién BIA

1]

e Chon (rng vién phéng van dé thu thap
dir liéu

e Xac dinh ky thuat thu thap dir liéu

e Phat trién bang cau hoi
- Binhtinh
- Dinh lvong

e Phantich dir lieu dwoc thu thap

e Xac dinh nhirng hé thong quan trong
trong doanh nghiép
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8 bwaéc thwe hién BIA (tt)

.
e Tinh toan thoi gian gian doan t6i da
chiu dwng dwoc (MTD) cho tirng thanh
phan quan trong

e Xay dwng tinh wu tien nhirng thanh
phan quan trong dug trél:l MTD '

e Lap tai Jiéu nhirng van de tim thé‘lY1 va
cung cap cho quan ly, cung v&i nhirng
dé xuat

Nhirng hiém hoa tiém tang
O

e Tham hoa tw nhién
— Thirc an
- Bao
— Pongdat
— L ut
e NhirPng sw kién do con nguwdi
— Khing bd
- Héahoan
_ Sai lam trong van hanh
e Tham hoa k¥ thuat
— Gian doan dir liéu
— Matdién
— Héng phan cing
— Nhirng van dé vé ha tang mang
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Phan loai gian doan
o]

e Khong phai tham hoa

e Tham hoa

e Pai tham hoa

Khéi phuc di¥ liéu
]

e RUt ngan thdi gian khdi phuc di liéu

VETHAM MEORMATION SECURITY ASSOCITION

e Nhirng Iwa chon sao lwu di liéu va phuc hoi

d liéu
e Ghi nhat ky di¥ liéu (Data Journaling)

Ngay ATTT Vi ét Nam 2009 — TP.HCM 18/11/2009
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Lap ké hoach kho6i phuc dir liéu
o]

Nhng chién lvoc sao lvu va khéi phuc di liéu

e Phan loai di¥ liéu

e Quan ly di¥ iéu dwa trén chinh sach

e Ao héa lwu triy

e Hop nhat lwu triy

Trung tam dw phong
o 1]

e Phan mém/Luwu tri di¥ liéu du phong
— Vitri
— Tinh bao mat
— Phuwong tién van chuyén
— Nhirng van dé méi trworng
— Tw xay dwng hoac thué
— Tinh san sang
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Phan loai trung tam dw phong
oo

e Hot Site

e \WWarm Site

e Cold Site

Nhirng vin dé lién quan dén trung tdm
dw phong
N —
e Dieu gi xdy ra néu cung lic nhiéu cong ty
can dén trung tam du phong
e Su twong thich phan cing
e Kha nang phuc vu
e Bao mat
e Hau can
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Nhirng giai doan cua mét ké hoach

kh6i phuc sau tham hoa
o]

e Khditao du an

e Thuc hién BIA

e Phat trién chién lwoc va céng nghé

e Phat trién ké hoach cho toan doanh nghiép

e Trién khai va kiém tra ké hoach

e Duy tri ké hoach

1]
Uu tién sé mét, trén tat ca la

Yéu té CON NGU Ol
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Cau hoi ?
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SESSION 2:

PAO TAO VA CHUAN HOA TRONG ATTT

Noi dung:

1. Pao tao va chian héa ATTT

2. Pinh gia tai sin hé théng théng tin

3. Panh gia nguy @ ATTT

4. Con dwong tré thanh chuyén vién an ninh nang

5. Thao luan

Ngwei diéu ph 6i:

Ong Trinh Ngoc Minh , Tién si Toan — Ly
15 nam kinh nghiém quan tri mang.

10 nam nghién ctru va trién khai ATTT.

» Giang vién Cisco Systems CCSI #31179,
CCAI.

» Giang vién Sun Microsystems (Solaris).

+ Pho Giam déc Khu Céng nghé Phan mém
— Pai hoc Quéc gia TpHCM kiém Giam
déc Phong thi nghiém An ninh théng tin
ISeLAB.

Ngay ATTT Viét Nam 2009 —

TP.HCM 18/11/2009
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DAO TAO VA CHUAN HOA ATTT
(TS. Trinh Ngoc Minh, ISeLAB, Khu CNPM DHQG-HCM)

VNISA

VIETNAM INFORMATION SECURITY ASSOCIATION

Pao tao va Chuan héa An toan

Thoéng tin

Chitri: TRINHNGOC MINH
Blai hoc Quic gia TpHCM
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Tiéu ban
Pao tao va chuan hoa
An toan théng tin

Ngay hoi An toan thong tin phia Nam
Thanh phé H6 Chi Minh 18/11/2009

Trinh Ngoc Minh — Cha tri tiéu ban

VNISA . Lich trinh hop tidu ban

Téng quan bai toan bao diam an toan thdng tin theo chuin
Trinh Ngoc Minh. Th&i gian: &
Pinh gia tai sian hé théng thong tin
Dwong Ngoc Thai. Théi gian: 15° . Cau hoi: &
Panh gia nguy co an toan thong tin
Pang Hoang Minh. Thoi gian: 15 . Cau hoi: &
Con dwong tré thanh chuyén vién an ninh mang.
Sir Tam Nguyén. Thoi gian 15°. Cau hoi: &

Thao fudn.
Th&i gian: 25 phut

Cchiy:

- Phiéuviétcau héiludn sin sang trong subtthén gian dién ra hop tiéu ban

- Néukhéng c6 cau héisdn sang sau trinh bay, s& tiép tuc ngay trinh bay sau . Cau héicé thé
chuyénvé thao luan cudigir

'’
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Tong quan bai toan bao dam an
toan théng tin theo chuan

Thanh ph6 H6 Chi Minh 18/11/2009

TS Trinh Ngoc Minh — I1Sel AB, Khu CNPM DHQG-HCM
Gidng vién hé théng Cisco (CCSI #31179) va Sun Microsystems

tnminh@vnuhcm.edu.vn

VNISA N6i dung

 Antoan théng tin — fuong fw nhuw bao vé
fai san théng thuong
=> Cac nbi dung chinh caa bai toan An foan
théng tin

Ch
AN TOAN THONG TIN
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VNISA Bai toan bao vé tai san

1. Xéc dinh tai sén c6 gia tri, co thé bi

nguoi xau “nhém ngo”

Tién bac, nir trang
D6 dac
Dé an thirc ubng

Danh sach khach hang

Co s¢ dir liéu thong tin thé tin dung
Théng tin tai khoan

Théng tin ho so dw thau

=> B4o cao vé dinh gia gia tri tai san so6

O

2. X4ac dinh nquy co bi mét tai san

Tién bac, nir trang => nguy co lén

Pé dac => nguy co trung binh

D6 an thirc udng => nguy co thap néu khéng cé Ii
lut, nan doi

Danh sach khach hang => céng ty doi thu

Co s& dir liéu thong tin thé tin dung => hacker
Théng tin tai khoan => 22?

Théng tin ho so dw thau => déi thi canh tranh thau

=> B4o cado vé danh gia nguy co

O
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3. Trién khai céng tac béo vé
A. Chi phi khac phuc swrcb > Pau tw béo vé
=> dau tw Ia hop ly

B. Hacker kiém duwoc (vé hinh va hiru hinh) > Chi phi
hacking => quyét dinh hack

Pau tr bao vé ty Ié thuén véi cho chi phi hacking

Tuén tha ISO 27001/27002 la mét phwrong an nén xem
Xét.

O

Pinh gia tai san hé théng
thong tin

Dwong Ngoc Thai,
CSO - Ngan hang Béng A

Ch
AN TOAN THONG TIN
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VIETHAM INFORMATICH SECURITY ASSOCITION

Panh gia nguy co an toan
thong tin

Pbang Hoang Minh, CISSP
Global CyberSoft (VN)

AN TOAN THONG TIN

VIETMAM INFORMATICH SECUIRITY ASSOCITION

Con duwong tré thanh chuyén
vién an ninh mang

Th.S Str Tam Nguyén,
Giang vién hé thong Cisco (CCSI)
SaigonCTT

Ngay ATTT Vi ét Nam 2009 — TP.HCM 18/11/2009 103



Pro v A
VETHAN MFORMTION SCUATY ASSOCATON

-y X
e 24
P

VNISA Théo luan

*Bai hoc kinh nghiém, nhirng can tro khi
danh gia gia tri tai nguyén sb
danh gia nguy co ATTT
«Xay dwng hé théng ATTT theo chuén ISO 27xxx
nhw thé nao ?
Bai hoc kinh nghiém va khé khan thuan loi.
Loi ich cla viéc theo chuén ISO 27xxx.
Trung td&m cénh bao sw cé may tinh :
mot moi trudng nghién clru va tredng thanh cho
nhirng ai yéu thich vé& an ninh théng tin.

4
AN TOAN THONG TIN

O VNISA

VIETNAM INFORMATION SECURITY ASSOCIATION

HIEP HOl AN TOAN THONG TIN VIET NAM
Phing 11C1 — Ting 11— Tisa nha CDC
2527 L& Dai Hanh, Q Hai Ba Tnmg, Ha NGi
TelFax 844 — 6 278 6515

CH HOI VMISA PHIA NAM

60 Nguyn Vin Trbi, O Pha Nhuin, TPHCM
Tek 848 — 3 845 8518

Xin chan thanh cam on
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DPINH GIA TAI SAN HE THONG THONG TIN
(Ong Duwong Ngoc Théi, CSO — Trudng phong ATTT, Ngan hang Pong A)

VNISA

VIETNAM INFORMATION SECURITY ASSOCIATION

PINH GIATAI SAN

HETHONGTHONGTIN

Ngirditrinh bay: Dirong Ngoc Thii
CIS0— Dongh Bank
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VNISA GIGITHIEU

VAETINAR RS ORMATION SECLIRTY ASSOCUTION

DUONG NGOC THAI

Chief Information Security Officer — DongA Bank

= Blogger- ittt hesivsn oot o

- Administrator — Hacker Vietnam Association - i s hveaonlings, et

« Member— Team CLGT - hillpifemses

« Bug Hunter — Microsoft, Yahoo!, Sun, Apache Foundation, etc...

Ca
AN TOAN THONG TIN

NISA TONG QUAN

VIETINAS I ORMATION SECURTY ASSOCUTION

PINH GIA TAI SAN THONG TIN

» Taisao cin phai dinh gia tai san théng tin?
» Lam thé nao dé dinh gia tai san théng tin?

»  Kétluan

C4
ANTOANTHONG TIN
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VNISA ' TAIsA0?

VIETINANY I ORMATION SECURITY ASSO0MTION

. Pautw hoply

7’
ANTOANTHONG TIN

VNISA  TaisRo?

VAETINAR RS ORMATION SECLIRTY ASSOCUTION

. Pautwhoply

- Quanly rdiro

if you take too much risk, jou do it on a grand scale to ensure a
1t bailout.

Ca
AN TOAN THONG TIN
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NHUTHE NAO?

- Pung ngir canh

4
ANTOANTHONG TIN

VNISA '\ NHUTHENAO?

FETAR NS CRMATION SECLIAITY AVSOCIATION

- Pung nglr canh

- Huwéng dén twong lai

ik

ANTOANTHONGTIN
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NHUTHE NAO?

- Bing ngir canh
Huwéng dén twong lai

Tao gia tri kinh t&?

4
AN TOAN THONG TIN

VNISA = NHUTHENAO?

P TNAR M CRMATION SECURITY ARSDORTION

- Bing ngir canh

Huwéng dén twong lai VIETNAV
.-—'“—‘L
Tao gia tri kinh t&? e
s
» Doanh thu i ‘
' Gy |

4
AN TOAN THONG TIN

109
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VNISA = NHUTHENAO?

VIETINA INFCRMATION SECLIFITY ASSOCATION

- Bung ngir canh
. Hwéng dén twong lai
- Tao gia tri kinh t&?
» Doanh thu
» Loi thé canh tranh
«Ban gia cao hon

» Thu loi nhiéu hon
» Thi phén I&n hon

4
AN TOAN THONG TIN

O VNISA

VIETNAM INFORMATION SECURITY ASSOCIATION

HIEP HOL AN TOAN THOMG TIH VIET NAM
Phing 11C1 — Ting 11— Taa sha COC
25-27 L Bxi Hanh, Q Hai Ba Tnrng, Ha NGi
TeWFax 844 — 6 278 6515

CHI HOl VI SA PHIA NAM

60 NguyBn Van Trili, G Plvi Ningin, TPHCM
Tet 8483 845 8518

Xin chan thanh cdm on
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DANH GIA NGUY CO ATTT
(Ong Pang Hoang Minh, Senior IT Manager - GLOBAL CYBERSOFT (VN) JSC)

VNISA

VIETNAM INFORMATION SECURITY ASSOCIATION

PDANH GIA NGUY CO’

AN TOAN THONG TIN

Noweodi trinh bay: BANG HOANG MINH, CISSP
Senior [T Manager
Global Cybersoft (VM) JSC
051 803 2431
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VNISA NG6i Dung

Ban Khodn clia Cép L&nh Pao Trong ATTT
Mo Hinh Quan Ly ATTT

Quan Ly Rui Ro Trong ISO 27001

Quy Trinh Quan Ly RUi Ro

Vi Du

4
ANTOAN THONG TIN
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VNISA

Ban Khoan Cula Lanh Pao

Trong ATTT
« Giam béc biéu Hanh
v Lam thé nao danh gia hiéu qua cla giai phap ATTT?
v Tai sén nao can béo vé? Tai sao?
v C6 mbi de doa, diém yéu nao?
v Anh hwéng? Mirc d6 &nh huéng?
v Lam thé nao loai trir / gidm anh hwéng? Chi phi?

A

« Gidm Béc Tai Chinh
v Lam thé nao bdo dam dau tw cho ATTT
hiéu qua?

7

VNTSA Ban Khoan Cula Lanh Pao
- Trong ATTT

« Giam Bbc IT, Giam Béc ATTT
v" Tai san nao can bao vé? Tai sao?
v' C6 mbi de doa, diém yéu nao?
v" Anh hwéng? Mirc do &nh hudng?
v Bién phap ATTT nao phu hép véi tinh hinh ¢éng ty?
v Lam thé ndo duy tri & cai tién mirc d6 ATTT theo thdi gian?

-

17
AN TOANTHONG TIN

Pang Hoang Minh, CISSP

Ngay ATTT Vi ét Nam 2009 —
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VNISA Mo Hinh Quan Ly ATTT

M6 Hinh QLATTT |

| I I
| N&n Tang | | Kinh Nghiém | [Phan Tich Rii Ro| | Két Hop |
| | [ |

| Bién Phap ATTT |

| Chinh Sach ATTT |

| K& Hoach Trién Khai |

o)
@ e Thigt
PLAN ACT K& Dt
: @n
1 ;(,F i g "z\x?;fn
Thuc Hien' & & Xem j
Inf— —ation & Trién tﬁ Xét Lai 4 L/\

2CUng ) 4 Knai

Ma.._. <menv \

17
AN TOAN THONG TIN

Pang Hoang Minh, CISSP 18/11/2009 3
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VNTGA Quan Ly Rui Ro Trong
g 1ISO 27001

Thiét
, K& D
Thiét K€ Dy’ An @A" Wy
s Xdc Binh Pham.Vi Thuc Hign @ &Xem |3
» Xay Dung Chinh Sach &KE;éi’n,: :; Xl g
e Quan Ly Rui Ro el

7
AN TOAN THONG TIN

VNISA Quan Ly RGi Ro Trong ATTT

« La qua trinh bao gébm cac hoat dong:
— Xac dinh va danh gia cac rui ro trong ATTT,
— Giam rii ro xubng murc c6 thé chap nhan dwoc, va
— Duy trinh mtrc rii ro d6 theo thei gian.

» Loiich:
— Chira bién phap ATTT phi hop nhat.
— Giam thiéu chi phi dau tw cho ATTT.

17
AN TOAN THONG TIN

Pang Hoang Minh, CISSP 18/11/2009 4
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Tai San

M&i Pe Doa

Piém Yéu

Murc

RUi Ro @ Mt(rc i
Chap Nhan i

Chon bién phap ATTT phu hgp '

VNISA )

eI SCURTY

Biém Yéu

Méi e Doa

Cac Khai Niém Trong

Tai San
Théng Tin

Bi&n Phap
ATTT
Hién Hiu

Anh Huéng

Rui Ro = f (Tai San, Pe Doa, Piém Yéu)

Quan Ly Rui Ro

Kha Nang
Xay Ra

Mirc Rui Ro
Con Lai

Pang Hoang Minh, CISSP

Ngay ATTT Viét Nam 2009 —

18/11/2009
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VETHAM MEORMATION SECURITY ASSOCITION

VNISA

VNISA Vi Du

- TaiSan: Tai khoan quan tri domain xyz.com &
NetworkSolutions

+ Gia Tri Tai San: Cao

- Pe Doa/Diém Yéu: Bi chiém quyén diéu khién/khéng c6 chinh
sach ddi mat khau thudng xuyén, dinh ky

- Bien Phap ATTT Hien Hru: Mat khdu dai hon 8 ky tu

+ Kha Nang Xay Ra: Trung Binh

- Anh Hwéng: Cao

+ Murc Rii Ro: Cao

+ Tuy Chon Xt Ly: Giam RUi Ro

- Bién Phap Xir Ly: chinh sach quan ly mat kh&u phéi c6 yéu cau
thay d6i méat khau thuéng xuyén, dinh ky. (11.5.3)

- Mt Rii Ro Con Lai: Thap 4 _

VNISA Cac Bién Phap ATTT

VETHAM M SCLATY ASSOEMTEN

Trong ISO 27002

ISO/IEC 27002
Cac Giai Phap An Toan Théng Tin

=
=~
=
=5
o
(=]
=
=

ch Tuan Thu

'c Hé Thong An Toan Théng

Chinh Sach An Toan Théng Tin

Pang Hoang Minh, CISSP 18/11/2009 6
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VNISA

VETHAM MEORMATION SECURITY ASSOCITION

O VNISA

VIETNAM INFORMATION SECURITY ASSOCIATION

Higp Héi An Toan Thoéng Tin Viét Nam
Phong 11C1-Téng 11 - Toanha CDC

25-27 Lé Bai Hanh, Q Hai Ba Trung, TP Ha N6i
TelFax 844 - 6278 6515

Chi hgi VNISA Phia Nam
60 Nguydn Van Trdi, Quén Phu Nhuan, TP HCM
Tel:848 -3 8458158 (ext: 1311)

Xin chan thanh cdm on

Pang Hoang Minh, CISSP
Senior IT Manager

Global Cybersoft (VN) JEC.
091803 2431

Pang Hoang Minh, CISSP 18/11/2009 7
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CON PUONG TRO THANH CHUYEN VIEN AN NINH MANG
(Th.s S& Tam Nguyén, Gidng vién hé thdng Cisco (CCSI) — SaigonCTT)

VNISA

VIETNAM INFORMATION SECURITY ASSOCIATION

Con duong tré thanh chuyén vién

an ninh mang

ThS Sir Tam Nguyén
Giang vien Cisco (CCSI) — SaigonCTT
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VNTSA Chuyén vién an ninh mang

VIETIAM I CRMATION SECURITY

« Pam bao an toan, an ninh va bao mat cho hé thdng
CNTT

- Cap cao nhét la Chief Security Officer (CSO) - la nguéi
chju trach nhiém vé an ninh cta hé thong thong tin va
kinh doanh cua doanh nghiép.

« CSO thueng diéu hanh vé ca ky thuat va nhan su dé
dam bao an ninh théng tin va an ninh trong kinh doanh

O
AN TOAN THONG TIN

VNT;A Yéu cau ky thuat déi vai mét chuyén
T vién an ninh mang — nén tang (&&)

« Thanh thao vé networking: Internet, TCP/IP, routing...

= Virng chac vé hé diéu hanh: co ché quan ly va bao vé
tién trinh, co ché phan quyén truy cap tai nguyén hé
thong...

« Hiéu ro vé lap trinh, co s& di liéu, trng dung web...

O
AN TOAN THONG TIN
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VNT;A Yéu cau ky thuat dbi véi mét chuyén vién
. an ninh mang — chuy&n nganh ([[)

« Cac co ché hoat déng cac giao thirc mang lién quan toi
an toan thoéng tin

« Cac diém yéu cua tirng kiéu hé diéu hanh

» Cach thire phat sinh cac so hd trong Iap trinh cling cac
ngén nglr 1ap trinh khac nhau

= Cac cong nghé ma hoa

« Chinh sach an toan théng tin

O
AN TOAN THONG TIN

VNT;A Yéu cau ky thuat dbi véi mét chuyén vién
T an ninh mang — tw chat (&&)

« Nhay cam, tinh té, sang tao trong cong tac phat hién
xam nhap, trong cac cudc “song dau” véi hacker.

« Kién nhan, say mé nghé nghiép,

« Ngén nap, tinh ky luat cao, chu dao, ky lwdng

« Pao dic nghé nghiép, tranh dwoc cam doé vat chat

« Chia sé, rong mé véi dong nghiép

O
AN TOAN THONG TIN
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VIETRAS I CRMATION SECURITY ASSOCITION

Chuén bi gi cho nghé chuyén
vién an ninh mang?

O
AN TOAN THONG TIN

VNTSA Kién thirc nén tang

« Tiéng Anh t6i thiéu: doc hiéu nhanh, chinh xac.

« Kién thirc mang Internet: CCNA Ia chitng chi nén tang
rat tot cia mang tin hoc.

« Kién thirc hé diéu hanh: Ly thuyét Hé diéu hanh,
MCSA/MCTS, can ban vé UNIX (Sun Solaris, LPI,
HPUX).

« Can ban lap trinh. Tot nhat la C.

O
AN TOAN THONG TIN
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VNTSA Kién thire chuyén sau

AEETIAN 146 CRMATION SECLIFITY ASSOOUT

« Mang: CCNP

» May chu: MCSE, Sun Security Admin, HPUX admin
hoac Linux LPI admin.

» Chuing chiriéng clia ATTT: CCSP, SCNP/ SCNA, MS
Security, Security+, ISO 17799/27001/27002, CEH,
foundstone...

« Pac biét: kién thirc vé xam nhap thd nghiém
(Penetration Testing).

O
AN TOAN THONG TIN

VNTSA Kién thirc chuyén sdu — chuyén gia

AEETIAN 146 CRMATION SECLIFITY ASSOOUT

« Cerified Information Systems Security Professional
(CISSP)
« Cisco Certified Internetwork Expert (CCIE) Security

O
AN TOAN THONG TIN
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VNT;A Con dudng hoc tap

AEETIAN 146 CRMATION SECLIRITY ASSOOUTION

- Nhiéu con dwéng dé di dén dich: tw hoc, hoc theo cao
dang/dai hoc, hoc theo chirng chi

- Theo hoc cac trung tam Uy quyén I1ay chieng chi quéc té
cho phép truéng thanh trong nghé nghiép mét cach
nhanh chéng va virng chac.

« Co6 dam mé va quyét tdm, chac chan ban sé thanh cong

VNISA

AEETIAN 146 CRMATION SECLIRITY ASSOOUTION

Cam on da lang nghe

O
AN TOAN THONG TIN
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SESSION 3:
ATTT TRONG THUONG MAI PIEN TU

Noi dung:

1. Cong nghé xac thwc hién dai dwa trén Smartcard va két

hop véi Biometrics
2. Phong tranh rii ro cho may chi web wi Microsoft System
Center

3. Thio luan + Béc tham trang thwéng

Ngwei diéu ph 6i:

Tién siV6 Van Khang

Trwdng ban chirng thuc sb6 va thwong mai
dién t&¢ VNISA, Phé Tong Giam doc NHTMCP
Viét A.

Ong V& Van Khang la chuyén gia vé an toan
va bao mat théng tin, da tham gia tw van va
xay dwng cac gidi phap v& ATTT cho nhiéu
don vi va doanh nghiép. Ong ciing tham gia
gidng day nhiéu ndm vé ATTT tai DPHQG
TP.HCM
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CONG NGHE XAC THUC HIEN DAl DUVA TREN SMARTCARD

VA KET HOP VO'I BIOMETRICS
(Ong Nguyén Hdu Diing, Téng Giam Péc Secude Vietnam)

SECUSE /N e

Coéng nghé Xac thwc Hién dai
Smart card - Biometrics

Trinh bay: Nguyén Hiru Diing
SECUDE Vietnam
Nov 2009

11/9/2009 © 2009 SECUDE AG
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VETHAM MEORMATION SECURITY AS50C1

- SECUDE: Ty gi¢i thiéu
¢ Cobng nghé thé thong minh
= Dinh nghfa, dac diém va lgi ich cla céng nghé
= Phuwong phap xac thyc hién dai dya trén thé théng minh
= Két hop v&i sinh tréc hoc (Biometrics)
« Cé&c phan mém (rng dung dwa trén céng nghé thé thdng minh
= Token lifecycle management system
= Single Sign On in SAP and Non-SAP environment
= Céac san pham khac
- Hai va dap

11/9/2009 © 2009 SECUDE AG

gioi thiéu SECUDE AG:i:

Scclloe

SECUDE AG

« SECUDE AG dwoc thanh 1ap vao nam 1996 bat dau tir sy
hop tac gilra SAP AG va Fraunhoder Institute in Germany

« La mét trong nhirng cdng ty hang dau cung cap cac sén
ph&m va giai phap toan dién an toan bdo mat théng tin cho
moi trwdng SAP cling nhw cho méi trwong théng tin doanh
nghiép ndi chung

* Tru s® chinh & Thuy ST (Switzerland)

SECUDE Vietnam

« Thanh lap 02-2007

« M6t trong nhirng trung tdm giai phap, cong nghé va
marketing cia SECUDE AG

11/9/2009 © 2009 SECUDE AG
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Seattle, USA Toronto, Canada Darmstadt, Germany
’ P - ’ 3

Tokyo, Japan

4

] ,/ e & B  Zurich,
/\/:/\ p— - i & 4 " Switzerland
: ) L P - ey . Veenensaal,
: H & aiinge
: Netherland

.. = HQ: Lucerne,
™., Switzerland

Beijing, China -

-------

Dallas, USA ~

J “ « Atlanta, USA

Chennai, India

Budapest,Hungary

HoChiMinh, *Dubai UAE

: Singapore vV y
Viet Nam x Barcelona, Spain
Bringing the SWISS standard of excellence and innovation into the global
IT Security market

11/9/2009 © 2009 SECUDE AG

SECLDE Bl
* Dinh nghia
= L& thiét bi di ddng dworc tich hop mot
mjcrocomputer chip va mét vung nh& (memory)
dé lwu trlr dir liéu
= Data duoc trao doi thdng qua mot dau doc (smart
card reader), c6 2 loai contact va contactless

= Theo tiéu chuan ISO/IEC 7816 (contact) va
ISO/IEC 14443 (contactless)

= CO loai dwore tich hop reader-card vao mét thiét bi
nhw USB based token

11/9/2009 © 2009 SECUDE AG
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Thiét bi lwu

» Theo tiéu chuén it nhat trén 10.000
lan doc/ghi

« Dung lwong co thé 1én dén 128k

* Thé thong minh tiéu chuan phai qua
kiém dinh v&i cac yeu td ngoai vi nhw
dé am, x-ray, v.v...dam bao dé béen

R4t kho hodc khoéng thé lam gia
smart card (duplicate) va sao chép
di¥ liéu cua no6 so v&i cac loai card
khac (thé tir)

« Thiét bi Iwu trir ca nhan di ddng tién
dung

SeCcloE

11/9/2009 © 2009 SECUDE AG

SeclloE

« Thiét bi c6 d3c tinh bdo mat va an .

toan cao Pl RN
= Tw xac thwe (Authenticate) ngwdi sir dung \ | @‘ ‘“

v@i PIN (Personal Identification Number) L s
= Kha nang xac thwc 2 yéu td (s& hiru va \y
PIN)

= Céc chlrc ndng ma hoéa san co trén card
giup bao mat dir liéu Iwu trong card +
= Vung lwu trir PIN 1a khéng thé xam pham
= MGt s0 dau doc (reader) trang bi PIN pad m
dé nhap PIN tranh dwoc nguy co
Keylogger khi nhap tr ban phim may tinh
= Két hop véi sinh trac hoc (Biometric) tao
thanh moét co ché xac thuc 3 yeu to

11/9/2009 © 2009 SECUDE AG
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Digital Signature,
Secure email

© 2009 SECUDE AG

SecloEe

« Cac chirc nang san co (on-card functions)

= Hé diéu hanh (COS — Chip Operating System) dwoc tich
hop vao chip cua card

= Bao vé thé thdng minh v&i nhirng trwdng hop c6 tinh xam
nhap di liéu bén trong thé (lock card)

= San sinh ra cac khoa mat ma khac nhau (ddng bd va
khéng dong bd), chir ky s6 phuc vy cho muc dich bao mat
di liéu ctia ngui dung

= Thyec thi cac tac vu xac thyc, mé héa/giai méa ciing nhw
thuwe thi tac vu chiv ky dién tr (digital signature)

= Cac khoa bi mat (Private key/secret key) dwoc san sinh
khéng thé bi sao chép ra khéi thé

11/9/2009 © 2009 SECUDE AG
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=y—w/¥/w/—l Smart card va xac thwc hién dai:’

VNISA

VETHAM BIEORMATION SECURITY

» Thé théng minh két hop véi PIN dwoc st dung dé
thwe thi cac phwong phap xac thwc hién dai
Lwu trir password cla ngudi str dung dé dang nhap vao
cac wng dung khac nhau
San sinh va lwu trir chieng chi sb (digital certificate) cua
nguwoi dung dé xac thie danh tinh ngudi dung trong moi
tridng nén tang khéa cong cong (PKI)
Lwu tri cdc mau sinh trac hoc (Biometric template) dé xac
thwec danh tinh
Lwu trir cac khoa dong bd dé ma hoa va gidi ma
Lwu trir cac mau ctia OTP - One Time Password

11/9/2009

© 2009 SECUDE AG

ASSOCITION

S=C Xac Thwce Sinh Trac Biometric ¢ i

« Tién trinh xac thue dinh danh dwa vao céac tinh chat va dac diém sinh tric
clla con nguoi

« Tuy theo tinh chat hé théng ma xac dinh phwong phap phu hop

« Dang ngay cang phd bién trong cac hé théng dinh danh hién dai

UE

« Dang ngay cang duwoc chuan héa (

Hand

)

Characteristic Fingerprints o oo, Retina Iris Signature  Voice
Ease of Use High High Low | Medium |  Medium High High
Error Dryness, Hand A Lighting, age, | Changing | Noise,
Incidence dirt, age | injury, age | C13SS€S | LIGNING | incces hair | signatures | colds
Accuracy High High NMEIYRN Ty High High High
high | high
e Medium Medium | Medium | Medium Medium High High
Acceptance
Long-Term g ) ) : ) ) )
Stability High Medium High High Medium Medium | Medium

© 2009 SECUDE AG
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Biometric Image mg Template |
capture processing 1101 storage 3
Template o
Storage
device (card
or database)
Biometric Image 1 21 0
capture processing :’ 1 (1]‘1,
Live
template
~
| : Template ;(1]: g Biometric 9 50 /
= P (1]
extraction 1101 matching
3564 AT S
Stored Matching

Storage
device (card
or database)

template

score

11/9/2009

VNISA

VETHAM MEORMATION SECURITY ASSOCITION

Tién trinh dang
ky nguoi st
dung

Tién trinh xac
thwe nguoi
str dung

© 2009 SECUDE AG

» Xac thuc dwa trén sinh tréc clia con nguo| la mot phan cla
moét hé théng xac thwe hién dai dwa trén 3 yéu to

‘ Something you know + Something you have + Something you are

23

SECURITY LEVEL

o e 2

Something you have + Something you are

| B
#5564 456745

Something you know + Something you have
#o1 | .

Something you know (PIN, Password)

| #4931

SOLUTIONS

© 2009 SECUDE AG
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Sccloe Smart card - Biometric |
 Mau sinh tric cia ngudi dung co6 thé duwoc lwu vao
thé thdng minh nham lam tang kha nang xac thuc
nguwoi dung
= Tién trinh kiém tra xac thwe cé thé dwoc thwe hién
ngay trén thé khéng cén co s& dir liéu (database), cai
thién hiéu nang hé thong
= Tang kha nang xac thiyc dinh danh ngudi dung
= Tang tinh bdo mat riéng tw, ngwdi st dung thé coé thé
quan ly théng tin riéng tw trong thé
= H6 tro nhiéu phwong thire xac thwe dinh danh khac
nhau tly theo nhu cau

11/9/2009 © 2009 SECUDE AG

* Thé théng minh dem lai loi ich to I&én nhwng can
duwoc str dung mét cach dung dan
= Ludn rat thé ra khg’)i thiét bi doc (reader) mét khi khong st
dung va gitr thé can than bén minh
= Ludn dung s6 PIN khé doan
= Mat thé phai bao ngay cho nguw®i quan ly hé théng thé
= Khéng cho mwon thé
« Bdo quan t6t thé thdng minh
* Ludn coi trong va tuan thu cac qui trinh bao mat
dworc thiét lap Thé théng minh va xac thwe sinh trac
chi la mét trong cac cong cu trong mét qui trinh xac
thwe hién dai va hiéu qua

11/9/2009 © 2009 SECUDE AG
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=y {m/¥/w/—l Cac (rng dung thé théng minh:i:
« Thé théng minh c6 thé dwoc st dung trong
nhiéu linh vwe khac nhau, d&c biét trong cac
t6 chire doi héi bdo mat cao nhw chinh phd,
ngan hang .vv...
- Cac trng dung thwdng thay
= Hé thdng cap phat va quan ly thé théng minh
(Smart card management system)
= Hé théng quén ly dinh danh (Identity
Management)
= ng dung Single Sign-on

W

- Hé thong cap phat va quan ly thé théng minh

(Smart card management system)

* Quan ly vong doi cua mét the thdng minh tir Itc
cap phat (issue) cho dén khi thu héi (withdraw)

= Cap phat chirng chi s6 va céac khoa lién quan cho
ngwoi dung

= H6 tro ngwdi st dung trong viéc quan ly PIN
(reset PIN)

= H6 tro ngwdi dung trong viéc quan ly thé (mat thé,
quén thé)
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ScecloEe

- D& dang lién két va tich hop véi méot hé théng CA dé quan ly
chirng chi s6 (certificate)

« C6 thé dworc tich hgp mét hé théng quan ly danh tinh
(Identity Management)

Smartcard

o] » Microsoft Enterprise CA
» VeriSign OnSite CA

o » Telesec MailPass CA
— P o
External ~» -
CA

11/9/2009 © 2009 SECUDE AG

 Hé thdng quan Iy danh tinh, xac thwe va phan bd
quyén dang nhap va str dung hé thong cho céc ca
nhan trong moét t6 chuc

* Thé théng minh dwoc cdp phat va s dung trong t
chirc dé xac thwe dinh danh nguwdi st dung

11/9/2009 © 2009 SECUDE AG
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7. Smartcard is used
for Authentication
against Enterprise
SSO

3. New User with DN is
added to target Systems
depending on

Business Role

Portal uses MS AD
as |dentity Store

6. Smartcard with X.509 is
delivered to Employee, VDS
is updated with Complete

Status Bl 3. New User with DN is

s Emponee in HR:
added to MS AD Master Data

Business Role
4. Request sent to

(Smartcard) creation

52 Batch Job
searchs for
Smartcard
creation request

11/9/2009 © 2009 SECUDE AG

SecCloE

« Théng tin cua tai khoan ngwéi dung (tén, password)
sé& dwoc lwu vao thé théng minh va ma hoéa

» Hb tro d&ng nhap windows bang chirng chi s
(certificate logon)

* Ho tro dang ky tai khoan méi va (rng dung twong
ng

» Ty dong dien thong tin tai khodn vao form déng
nhap, ngwdi dung khéng can phai gé vao

* HO tro sén sinh ra password tw ddng theo mét luat &
dwoc nguwdi dung dinh nghia (password policy)

« Cho phép ngu¢i dung quan ly tai khoan va cac ng
dung dang nhap twong dwong

11/9/2009 © 2009 SECUDE AG
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Xin chan thanh cam on.

11/9/2009 © 2009 SECUDE AG
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SECUDE International LLC

Dung Nguyen 44b Phan Xich Long Str, Ward 3,
General Director Phu Nhuan Dist, HCMC Vietham
Tel: +84 (8) 39956850

Fax: +84 (8) 39956851

Mobile: +84 908 385 830

Dung.Nguyen@secude.com

www.secude.com

11/9/2009 © 2009 SECUDE AG

Tom tat so luoc vé Ong Nguy én Hiru Diing:

V&i hon 10 nam kinh nghiém trong nganh céng nghé phan mém may tinh,
Ong Nguyén Hiru Diing dang la Téng Giam Déc, chiu trach nhiém chinh
vé mang giai phap va céng nghé cho tap doan & Viét Nam. Clng vdi cac
trung tam giai phap khac ctia tap doan & nhiéu noi trén thé gi¢i, SECUDE
Viét Nam dang tirng bwéc gop phan vao viéc nang cao chét lwong va
thwong hiéu cia SECUDE trén thj trwdng thé gidi.

\d‘ f | | Trwoc khigia nhap SECUDE vao dau nam 2007, éng Nguyé&n Hiku Ding
A0 tirng dam nhan cac vij tri quan ly ky thuat quan trong trong céac cong ty gia
céng phdn mém nwéc ngoai & Viét Nam nhw SDC (Saigon Software Development Company)
hay AdnovaTech Solution Corp...
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PHONG TRANH RUI RO CHO MAY CHU WEB

VOl MICROSOFT SYSTEM CENTER
(Ong Vi Nguyén Cao Son, Chuyén gia cong nghé cho mang tai chinh
va téng cong ty cua Microsoft phia Nam)

Optimizing Your. VWeb Infrastructure
Using Micresoft System Center.

Vu Nguyen Cao Son
EPG Technical Specialist

www.CaoSonBlog.com
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Microsoft's Approach
Solutions for Web Infrastructure

Some Demo....

2/3rd of enterprises
are increasing their
data centerbudget

74% of enterprises
mandateall servers
reside inthe data
center

# Trendto counterthe
growing consumpfion
of energy, materials
and land fordata
centers

Data centers will

consume 5% of total
US energy by ‘09

Ngay ATTT Vi ét Nam 2009 —

TP.HCM 18/11/2009

& 66% of companies
are currently
deploying server
81% of customers
are doing server
consolidation w/in
thenext2 years

m 50%ofUS and

European enterprises
completed orare
implementing ITIL

Cl0s say 10% of their
budgetto be dedicated
to compliance




Pressures

Powerusage over | & 'Running out of
fouryears exceeds ' physical spacein the
the initial costof the data center

Sl i ; IT skills constrained
42% of data center's - as systems,

will run out of power L ] technologies, and
capacitywith 12 to applicationsincrease
24 months in complexity

nlntgrc_ _ected l.

82% of data centers 8 Everysystemand
already trackingsome applicationhas
type of SLA become

Data centers striving for interconnected
“five nines” availability 86% of Large IT

Disasterrecovery organizations have

growing in importance Unixand Linux
systems

Adapting to Market: Datacenter
Evolution

A -~Ut|I|zat|on / Costs—- N
e | —Increasé""fo \ Decreaser: f
[ >50% Slgmflcantly
) - UtilizatiodB\W/ . “ManagemBnt "N eWiT.A%
A\ <15% \ \ Costs U\ '
' 2\ Decrease
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Agenda

The Changing Data Center

Solutions for Web Infrastructure
Some Demo....

Microsoft Online Services

Software as
a Service
(SaaS)

SharePoint Services

F__, Office Live

#2 Windows Azure

Platform as - : ‘
a Service JPsQLservices (@) LiveServices

(PaaS) _‘_
AR NET Services

Micstnfts

4 System Center

Infrastructure ab o
as a Service "= Windows Server

" Microsoft | Dynamic Data Center Toalkit (iaa3) Microsoft | Dynamic Data Center Toolkit
il ‘For Enterprises For Hosters

e Sl
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Management Moves Front and Center

Servers must be configured Must be available
and optimized and responsive

® Increasing powerand space concems = Higherservice levels demanded

8  Greaternumberof deployments ® Importance of interoperability
and openness

Must ensure business continuity

Must support compliance,
and dependable recovery

process and controls

® Centralized assets drives disaster
contingency

8 Virtualization for business continuity

Y

= Moreinternal and external pressures
# Accessdrives security and protection

Agenda

The Changing Data Center
Microsoft's Approach

Some Demo....
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Managing Server Compliance

Controls Must Be Enforced Security Event Collection
Across Complete Data Center Must Be Cost Effective

® Greater flexibility but lower B Volume of data that must be
control with server virtualization collected increasing

Centralization of services into dramatically
data center increases need for More external and internal
centralized compliance demand for security event

reporis :
p {&M
Security and Server

Management Must Reduce Risk

# Data and application access
risks drive need to look across
security disciplines

Compliance requirements
require holistic security

approach g

P

System Center Server Compliance Solution
Supports Enhanced Compliance

Configuration ﬂ
Controls and

8 Desired server Collection and
configuration consolidation of
management security events

B Asset intelligence Reporting tomeet
reporting audit requirements

B Security vulnerability Default and custom
assessment reporting
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VETHAM MEORMATION SECURITY ASSOCITION

Server Compliance Management

Knowledge Driven Server Compliance Management

Develop, then automatically deploy and
manage configuration baselines

8 OS5, application and user settings
s Update and patch installation
8 Security settings

Dashboards provide IT management
with holistic view of configuration
compliance

m Defail reports support targeted action

Automate configuration remediation for
all required servers

Server Compliance Management

Built In Server Compliance Best Practices

Configuration Packs support compliance
through Desired Configuration Management:

| Resonps | Acements | Secuty |
s Configuration items, settings and values AT

® Targeted assessment of servers against
specific configuration baselines

® Customizable settings

fdes:
O of the olowng SLraTe seitam | Configue o Rinis must be + |
2w Setver JORAZ

Specific Configuration Packs for:

Sarbanes-Oxley

Federal Information Security Management
Act (FISMA)

Gramm-Leach-Bliley (GLBA)

Health Insurance Portability and
Accountability Act (HIPAA)

European Union Data Protection Directive
(EUDPD)
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Server Compliance Management

Asset Intelligence Reporting

Reducing license compliance risk through reporting

® Hardware and software inventory
s Software license usage information

Software catalogue based asset reporting

#8 Regularly refreshed central via Microsoft service
®» Online, automated synchronization
® Ability to add custom data

Server Compliance Management

Security Vulnerability Assessment

Security compliance reporting

s Security specific Configuration Packs
s Best practices for planning, setting, monitoring and remediating
security baselines

Reduced effort to manage risk in the data center

® Automate security assessments
s Support change management for security settings

“"j
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Centralized Auditing of Security Events
Meet Security Audit Reporting Needs

Collection and consolidation of
server security log information
® Near real-time consolidated security log
information from across data center

Extensive reporting for external and
internal compliance requirements

Custom and default reporting
includes:

Account management
Access violation
Policy changes
System integrity

End to End Mbnitoring

Proactive platform, application and service-level monitoring

# Unintended configuration changes resulting in greater cost

Challenges and risk
Addressed ® Heterogeneous mix of services, applications and servers
causing inability to find root cause and increased downtime

# Increasing service level agreements difficultto meet

Endto End
Monitoring
Capabilities

® Availability, performance, and configuration monitoring to
proactively address IT issues

® Deep application and service -level monitoring

‘| can provide our system adminisirators with more in-depth
monitoring and more explicit alerting. We can configure server
teports to show downtime warnings, downtime events, and the
start time and end time of every occurrence. We can also
guickly learn why a server experienced downtime—whether it
‘was a power outage, a hardware or software malfunction, or a
server maintenance issue.”

- FaulJohnsen, Windows Monitonng Architect & Systems Engineer, Gates Corp.
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End to End Monitoring

Proactive platform, application and service-level monitoring

Availability, performance, and configuration monitoring
to proactively address IT issues

Monitor multiple platforms (e.g. Windows, Linux, and
UNIX)for both your physical and virtual servers

Proactively keep systems up and running with best-
practice knowledge on how to resolve problems

Allow configuration change monitoring by identifying
configuration errors and changes

Diagram data center operations and visualize status

Report on status of configuration and systemissues
affecting availability, performance, and reliability

Deep application and service -level monitoring
Monitor service levels across applications and IT
processes throughoperational IT service views
Track and repori service levels through dashboards
Extend to monitornon-Microsoftapplications with partners

Guidance and bestpractice servicesto meetservice-level
goals and improve | T productivity

Data Protection and Recovery

Backup and restore & business continuity through virtualization

Chall Demand for business continuity driving increased costs
dlienges related to geoclustering and new technology investments

Fueldsings Centralized data centers causing more risk of downtime and
data loss in the event of a disaster or outage

Data Protection Ensure business continuity and responsiveness with server
and Recovery virtualization management

Capabilities Recover and restore physical and virtual environments after
an outage, data loss or corruption

_ “We really liked the looks of [System Center] for three
key reasons, its disk-to-disk-to-tape design, the fact that
AutoNahon. we could eliminate full backups altogether and simply
take snapshots, and its disaster recovery features.”

- Ed Olson, Lead Windows Infrastruciure Engineer, AutoNation
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Data Protectioﬁ and Recovery

Backup and restore & business continuity through virtualization

Ensure business continuity and responsiveness

with server virtualization management backup an.d rastore

® Distrbute workloads overlocations to ensure &7

continuous and uninterrupted business operations [P
4

Provide replication and movement of virtual machines
and applications for planned backups

Recover and restore physical and virtual
environments after an outage, data loss or
corruption

Allows backupand recover of mission critical workloads

Perform continuous data protection using integrated
disk and tape media

Enable rapid and reliable recoveryfromdisk as well as
long term data protection through tape based backup

Recoverboth physical and virtual systems afieran
ouiage, dataloss or corruption

Allows geoclustering for disasterrecovery and business ..
continuance by physically separating clusternodes data center A

‘data center B

Managing the :Server Lifecycle

System Center System Center
Data Protection Manager g B Configuration Manager

System Center
Virtual Machine Manager

Microsoft

System Center
Operations Manager
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System Center Server
Management Suite
Enterprise

Microsoft®

System Center
Configuration Manager

Microsaft

System Center
Operations Manager

Micrasoft!

I System Center
Virtual Machine Manager

Microsafts

System Center
Data Protection Manager

__I_

VNISA

VETHAM MEORMATION SECURITY ASSOCITION

Microsoft
Consulting
Services

Software
Partners

Microsoft Deployment
and Microsoft
Assessment and
Flanning Solution

Guest, Movell, Xandros,
hworks

| Avicode, AmberFPoint _I_

Secure Vantage, ECC

Configuration
hanagement
Optimization

Offline Virtual Machine
Servicing Tool

The Security
Compliance
Management toolkit

Server Consolidation
Using Virtualization

Service Level
Drashboard for
Gperations Manager

Service Management

Bell, HE, IBM, EME Optimization

Example Microsoft Applications and Technologies

Windews Sepver 2008

System Center Server
Management Suite
Enterprise

Microsoft®

System Center
Configuration Manager

Microsaft

System Center
Operations Manager

System Center
Virtual Machine Manager

Micronofts

System Center

" Data Protection Manager

__I_

SQL Server, Exchange,

ShiarePoint Identity and Access

Forefront

Microsoft
Consulting
Services

Software
Partners

Microsoft Deployment
and Microsoft
Assessment and
Flanning Solution

Quest, Novell, Xandros,
Nworks

| Avicode, AmberPoint _I_

Seecure Vantage, ECC

Configuration
Ianagement
Optimization

Offline Virtual Machine
Servicing Tool

The Security
Compliance
Wanagement toolkit

Server Consolidation
Using Virtualization

Service Level
Diashboard for
Operations Manager

Service Management

Dell, HP, IBM, EMC Optimization

Example Microsoft Applications and Technologies

Windews Sepver 2008
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SQL Server, Exchange,

SharePoint Identity and Access

Forefront
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System Center Server :
Management Suite igfrtt::::
Enterprise . ]

Microsoft
Consuiting
Services

Microsoft Deployment
and Microsoft Quest, Novell, Xandros,

Configuration Manager Qg;ﬁ?:;” o St

A Microsoht : : : Configuration
2 System Center —I— Ofﬂ:ge i 'AF& ac[hme Avicode, AmberPoint Management
Operations Manager SN 00 Optimization

Microsaft:

! ; The Security —
=2 SYStem Center Compliance Secure Vantage, ECC ERINEL s onslidaton

Virtual Machine Manager Management toolkit Using Virtualization

Microsofte Service Level

¢/ System Center Dashboard for Dell, HP, IBM, EMC A0 e
Data Protection Manager Operations Manager Optimization

Example Microsoft Applications and Technologies

Windews Sepver 2008 SeE st E)_(change, Identity and Access Forefront
SharePoint

Demo time....

Thanks you & Q-A
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Microsoft:

Your potential. Our passion?

3 o softCorponation. Allrights re 3 . .
s presentationis feninfammat Kdicrosoft makes nowarnral pressanimplied inthis summans:

So lwore ti éu ste Ong Vi Nquy én Cao Son:

C6 nhiéu nam cdng tac trong linh virc céng nghé théng tin va tw van hé théng. Hién dang phu trach chinh
vé cdng nghé ha tang, gidi phap an ninh cho nhém khéach hang tai chinh, tdng cong ty tai khu vwc phia
Nam.
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VETHAM MEORMATION SECURITY ASSOCITION

~ PHAN2:
THONG TIN NHA TAI TROQ

1. Oracle

ORACLE’

Oracle Vietnam

Hanoi Office

Unit 01 /02, 11" Floor, Prime Centre Building, 53 Quang Trung Street
Hanoi, Vietnam

Tel : +844 39446888

Fax : +844 39432 592

Ho Chi Minh Office

Suite 12 Sun Wah Business Centre
115 Nguyen Hue Boulevard, District 1
Ho Chi Minh City, Vietham

Tel : +848 38219 186

Fax : + 848 38219 181

Oracle has been working in Vietnam since the lifting of the US trade embargo by President Clinton in
February 1994. In 1995, Oracle Vietnam Pte Ltd. began operation as a 100% foreign owned subsidiary,
and still is today, of Oracle Corporation (NASDAQ — ORCL)

Oracle was the first US information technology company to be granted such a license in Vietnam by the
Government of Vietnam.

With a modern head office located in central Hanoi, Oracle Vietham has been an instrumental leader in
Vietnam'’s Information Technology modernization and a vocal advocate within the Vietham Software
Assaociation of the continued need for software training and education.

To date, Oracle Vietnam has trained in excess of six thousand IT professionals and students in Vietham
and over three hundreds Vietnam IT experts have achieved the Oracle Certified Professional certification
program.

As a direct result of these training programs, many of these professionals are now in demand not only in
Vietnam but also throughout Asia, Europe and the United States.

Oracle Vietnam is capable of providing all products and services offered by Oracle worldwide including
education and technical support for our partners and customers. Our technology products also support
the Vietnamese language. Oracle is providing following solutions:

Oracle Database

Oracle Database, the first relational database designed for grid computing, helps ensure that enterprise
information is always available and secure. Oracle is the most reliable choice for large enterprises,
midsize businesses, and departments alike. Oracle provides the
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¢ No. 1 Database
¢ No. 1 Data Warehousing
* No. 1 Database on Linux

* No. 1 Embedded Database

Oracle Fusion Middleware

Oracle Fusion Middleware consolidates Oracle’s leading, standards-based software to deliver “hot-
pluggable” middleware with a comprehensive and seamlessly integrated service-oriented architecture
software infrastructure. Oracle is the

e No. 1in Middleware
¢ No. 1in Business Intelligence
¢ No. 1in Application Platform suites

¢ No. 1in Enterprise Performance Management

Oracle Applications

Oracle Applications—including Oracle E-Business Suite, PeopleSoft Enterprise, JD Edwards
EnterpriseOne, JD Edwards World, Siebel, and Hyperion—help deliver the complete functionality and
business intelligence that companies need to compete and win. In fact, Oracle has the No. 1 customer
relationship management and human capital management applications, and benefits customers by
enabling customer success, providing a complete offering, and presenting the strongest strategic road
map.

Oracle Industry Solutions

Oracle industry solutions address the specific challenges and processes unique to your industry. Many of
the world’s top retail, manufacturing, life sciences, communications, utilities, and financial services firms
are among the many businesses that are poised to profit from Oracle’s industry focus. Globally, Oracle is
a leader in financial services, the public sector, professional services, retail, and communications.
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2. IBM Vietnam

IBM Viét Nam

Tru s& chinh: Tang 2, Toda nha Pacific Place, 83B Ly Thwong Kiét, Quan Hoan Kiém, Ha Noi
DT: (84-4) 946 0201; Fax: (84-4) 946 0203

IBM Viét Nam

Chi nhanh tai HCMC: Tang 3B, Trung Tam Thwong Mai Sai Gon, 37 Tén Birc Thang, Quan 1, Thanh
Phé H6 Chi Minh

DT: (84-8) 3824 1474; Fax: (84-8) 3822 5432

Website: www.ibm.com

Thanh Iap nam 1911 tai New York, My, IBM la tap doan cong nghé thong tin I6n nhét thé gigi, cung cép
hang loat cac giai phap tich hop, cac san pham dich vu cong nghé thong tin chat lvgng vuot trdi trén
toan cau.

IBM trwdc day da cé méat & Viét Nam tlr ndm 1938 dén ndm 1975. Tré lai Viét Nam ndm 1993, t&i ndm
1994, IBM thanh |ap hai van phong dai dién tai Ha N&i va Thanh phé H& Chi Minh. Sau d6, Céng ty IBM
Viét Nam da chinh thire dwoc thanh 1ap va la mét trong nhivng doanh nghiép 100% vén nwédc ngoai dau
tién trong nganh CNTT tai Viét Nam.

Tai Viét Nam, IBM cung cap cac san phadm va dich vu da dang bao gdm may chu (System x, System i,
System p va System z), hé théng lwu trir (Storage), phan mém (WebSphere, Information System — DB2,
Lotus, Tivoli, Rational), cac dich vu b&o hanh, bao dwéng, tich hop hé théng, giai phap e-business, quan
ly dw &n, gido duc/dao tao, va tw van.

Khéng ngirng ddi mai tt ca cac chu trinh va mé hinh kinh doanh da gitp cho IBM dat nhirng tAm cao
m&i vé kha nang tich hop céac chu trinh kinh doanh va cac ng dung cho néi bd doanh nghiép, cac nha
cung cap, cac nha phan phéi, khach hang cta doanh nghiép va cho déi ngii nhan vién. Khach hang cla
IBM & Viét Nam bao gdm cac bd, nganh, cac co quan chinh pha, cac ngan hang, cac doanh nghiép quéc
doanh, cac cong ty va té chirc da quéc gia hoat dong tai Viét Nam va cac doanh nghiép vira va nhd.

IBM tw hao déng goép vao qua trinh phat trién cda Viét Nam khong chi bang viéc mang dén nhirng gidi
phéap kinh doanh va trao déi kinh nghiém ma con théng qua cac dw an hé tro gido duc va van hoa.
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IBM Vietnam Company

2nd Floor, Pacific Place Building, 83B Ly Thuong Kiet Str., Hoan Kiem Dist., Hanoi, Vietnam
Tel: (84-4) 3946 0201

Fax: (84-4) 3946 0203

Website: www.ibm.com

IBM Vietnam Company
3B Floor, Saigon Trade Center, 37 Ton Duc Thang Street, District 1, Ho Chi Minh City,
Tel: (84-8) 3824 1474

Fax: (84-8) 3822 5432

Website: www.ibm.com

Established in 1911 in New York, United States, IBM is the world's leading information technology
services company, offering a range of integrated solutions, products and services unmatched by any
other IT company.

IBM set up its business and operated in Vietnam from 1938 to 1975. In 1993, IBM returned to Vietnam
for market evaluation, and in 1994 established Representative Offices in Hanoi and Ho Chi Minh City.
After that, IBM Vietham Company was established and became one of the first 100% foreigned-invested
IT companies in Vietnam. IBM provides a complete range of products and services in Vietham. These
include servers (System x, System i, System p va System z), Storage System (TotalStorage), software
(WebSphere, Information System — DB2, Lotus, Tivoli, Rational), Point-of-Sales systems,
warranty/maintenance, system integration, e-business, project management, education/training, and
consulting.

IBM's transformation across processes and enterprises, bring new levels of integration among processes
and applications inside the business, suppliers and distributors at either end of the business, customers
outside the enterprise, and employees inside it. Clients of IBM in Vietnam include government ministries
and agencies, banks, state-owned enterprises, small- and medium-size enterprises and multi-national
companies and organizations.

IBM is proud to contribute to the development and progress of Vietham not only by providing unique
business solutions, experience exchange but also through philanthropic projects to support the country's
education and cultural renovation efforts.
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Mot s6 ngwdi nghi vé HP
nhw mét cong ty chuyén vé
may in. Nhitng ngwoi khac
thi nghi vé mét cong ty san
xuat may tinh, hoac céng
ty chuyén vé trung tam div
liéu. Chiing t6i chuyén vé
tat ca cac thir d6, va nhiéu
linh vwec khac:
« Chiing t6i phan phéi trén
1 triéu may in méi tuan.
« Chiing t6i phan phéi 48
triéu don vi PC mdi nam.
« Cir ba may chu dwoc
phan phéi trén toan cau
thi c6 moét la caa HP.

» Phan mém cuia HP giup
cho trén 100 triéu khach
hang str dung dién thoai
di déng trén khap thé giéi
c6 thé thuce hién cac
cudc goi.

« HP giup 50 triéu khach
hang Iwu va chia sé trén 4
ty anh tryc tuyén.

 HP hé tror 200 ngan hang
hang dau va trén 130 s&
giao dich chirng khoan
16n trén thé gidi.
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Tém lwoc vé HP ndm 2008

Trong subt 70 ndm, HP da gilip cac cé nhan
gidi ap dung cdng nghé theo nhirng cach mang
moi dé cung cap cac san pham va dich vu tin ca

doanh nghiép, va céng ddng trén khép thé

g day y nghia bang viéc khai thac y twéng
y
I

Cac giai phap cua chung téi duoc dyra

trén cong nghé mang tinh trwe giac an giau sw phire tap bén trong, dang ché cia né, dé
cudc song cua khach hang cua chang toi cai thién va trai nghiém IT ctia ho don gian hon
théng minh hon va dé quan ly hon. Diéu nay cho phép ho it phai lang phi thdi gian hon
dé lo lang vé cdng nghé va tap trung nhiéu thdi gian hon vao nhirng van dé chu chét

Phuc vu cac doanh nghiép

Tai HP, chuing téi lién tuc khdm phéa cach céng nghé va cac
dich vu c6 thé tao ra nhiing phwong thirc méi va tét hon dé
moi ngudi sdng, lam viéc va giai tri. Hang ngay, ching t6i
hop tac véi cac khach hang I&n nhét cla ching toi dé bién
cdc méi trwong IT hién tai clia ho thanh nhivng tai san cda
doanh nghiép. Chung t6i nhan thay rang céc CIO (Giam

déc Cong nghé Thong tin) bay gid 1a nhirng ngudi quan Iy
doanh nghiép chuyén vé& céng nghé. Chung téi c6 gang hét
strc dé gidp ho tao ra nhitng mai trwong IT d& quan Iy hon,
¢6 chi phi van hanh thap hon va cung cép nhiéu gia tri hon
cho doanh nghiép. Diéu d6 c6 thé c6 nghia la két hop céc
co s& ha tng IT clia ho, téng téc d6 truy cap vao théng tin,
cho phép giao tiép nhanh hon gilra céc vaén phong chi nhanh
va try s& chinh, hoéc giip ho xt Iy nhivng thiét bi IT lac hau.
Céc giai phap clia HP can bang danh muc réng 16n clia
chuing t6i—tir may chii t&i phan mém va céc dich vy, hinh
anh va in 4n, cting nhw cong nghé may tinh ca nhan—dé
gilip céc cdng ty thiic day sw phat trién, giam rdi ro trong kinh
doanh, va ¢t gidam chi phi.

Phuc vu cac doanh nghiép vira va nhé

HP cting dang lam thay ddi cach lam viéc ciia cac doanh
nghiép viva va nhd. Chlng t6i gilip cac doanh nghiép két
ndi véi khach hang va tang thu nhap béng céc giai phap da
duwoc kidm chirng cho di dong, bao mat, bao vé cong viéc
kinh doanh, va diém ban hang. Véi hang loat cac san pham
va dich vu in &n cling nhw hinh &nh, HP gilp céc cong ty nay
ndi bat va giam chi phi in &n chung bang cach gidp ho ty in
cac tai liéu tiép thj c6 sb luong it. V&i cac wu dai trwe tuyén
va tai clra hang ctia HP tir Logoworks béi HP, cac doanh
nghiép nhé c6 thé truy cap vao mang Iudi cac nha thiét

ké chuyén nghiép va céc déi tac ban 18 dé giap xay dung
thwong hiéu clia ho.

TP.HCM 18/11/2009

Ngoai ra, v&i cac gidi phap clia HP, cdc doanh nghiép vira
va nhéd con nhan dugc nhidu hon la chi cong nghé tuyét
vOi—ho c6 dwgc Sy Cham Soc Toan Dién cla HP. Danh
muc dich vu va hd tro rong I6n clia ching t6i gidp ho st
dung, bdo vé va tai ché cac san pham cla ho. Piéu do, két
hop véi kha ndng truy cap dé dang vao sy phan phéi va ky
néng chuyén mén clia cac déi tac dia phwong, cho phép ho
tap trung vao nhirng van dé ch chét, dé Ia tinh hinh phat
trién ctia doanh nghiép clia ho.

Phuc vu ngwoi tiéu ding

Nguoi tiéu ding trén khép thé gidi mubn dé& dang truy cap
vao théng tin, dich vy giai tri, dich vu ky thuat sb va chia sé
ching v&i ngwdi khac. HP ap dung cong nghé dé lam cho
nhirng trai nghiém nay don gian hon va ddng thai bd ich hon.

Didu d6 cb nghia la giip moi ngudi dé dang in, lwu trir va
chia sé anh ky thuat s6 clia ho. Vi cdng nghé HP, ngudi tiéu
duing c6 thé tu thé hién minh béng nhitng birc &nh, &p phich,
va sach ghi nhé giau twdng twong c6 chét lvgng cao va bén
duwoc tao tai nha bang cach st dung may Photosmart cé
nhiéu chiing loai d& Iwa chon, tryc tuyén thong qua Snapfish
clia HP, hodc tai clra hang bén I trong viing cla ho.

Chung t6i gilp nguei tiéu ding c6 thé cé dwoc mét phong
céch sbng d6 phan giai cao mét cach dé dang va don gian
hon. D6 1a ly do vi sao chiing t6i da phat trién nhitng san
phdm nhw 13 HP MediaSmart Connect va HP MediaSmart
Server. HP MediaSmart Connect Ia mét bd nhan phuwong tién
ky thuat sb hién dai c6 thé bién bat ky tivi cé d6 phan giai cao
(HDTV) nao thanh mét tivi dwoc két néi clia thé hé twong lai,
cho phép ngudi tiéu diing thuwdng thirc anh, nhac, phim va
video wa thich—cé day hoéc khong day—ttr nhiéu PC quanh
nha trén “man hinh I&n” trong trai tim ctia nha. Ngoai ra, HP
MediaSmart Server cuia chiing téi cho phép ngudi tiéu ding
két ndi v&i nhidu may tinh trong nha va sao Iwu, truy cép,
cling nhu chia sé cdc tép clia chiing tlr mét vj tri tap trung.
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Thic déy sw chuyén dbi céng nghé

V6i lwong det liéu ngay nay ting nhanh hon kha néing nédm
gil? va slr dung ching cla ching ta, nganh cong nghiép
nhanh chéng chuyén sang mé hinh ma moi th( cé thé dwoc
cung cp nhur mét dich vu. Moi ngwéi mudn truy cap ngay
tlre thi vao néi dung va théng tin ma ho quan tam. Viéc Jap
{mg nhu cdu trén toan cau vé théng tin va ndi dung giau k¥
thuat s6 s& ddi héi cac dich wy linh hoat, hép dén. Cac khéi
xay dung co ban clia mé hinh nay sé la cac mang théng
minh han, giau tri tué hen; cac trung tam di liéu thé hé
tuong lai; va quan trong nhét cé thé 1a phan mém két hop tét
cé nhitng thanh phan hén tap lai v&i nhau.

Trong ndm nam t&i, HP s& dau tu 20 ty d6 la vao R&D (nghién
clru & phat trién) xoay quanh ba Iinh virc céng nghé ma ching
téi tin 14 ¢é kha ning thlc day nganh nay phat trién va cai
thién cach khach hang cda ching téi séng va lam viéc.

« Trugc tién la viéc giup dd cac khach hang doanh nghiép
chuy&n déi mai trirdng IT clia ho thanh cac trung tam di ligu
duwge triru tugng héa, cétinh ty dong cao, dé giam dang ké
chi phi béo duéng va véan hanh trong khi vén téng sur nhanh
nhen, céng suat tinh toan, va kha néng luwu di ligu.

- Thir hai I néng cap co s& ha ting, mang, va thiét bj & tao
nhrng trai nghiém may tinh dugc ca nhéan héa cao hon,
don gidn hon d& mei ngudi ¢é thé dé dang truy cép vao va
chia s& néi dung va cac dich vy quan trong nhét déi vé&i ho
trén moi thiét bi, tir bt ky vi tri nao, vao bat ky ltic nao.

« Thir ba la chuyén déi cach néi dung duoc tao va str dyng ca
v& mit thure té va ki thuat 6, diéu nay sé& cach mang héa
cach céng bd nhu chung ta da biét. V&i cac doanh nghiép,
diéu nay sé tac ra cac co hdi dé sang tao ra nhiing dich
vu mai, phong pht va tao ra nhing mé hinh kinh doanh va
nherng ngudn thu nhap mai. Ngudi tigu dung sé linh hoat
hon trong viéc truy cap vao va céng bé néi dung clia ho mét
cach don gian va dé dang hon.

Nguwréri tién phong trong céng nghé

Viéc xay dung nhitng kiéu tréi nghiém nay doi hdi chuyén
mén va sir sang tao trén khip cac thiét bi, co s& ha tang, va
cac dich vy lam cho c6 thé. HP cung cap mét danh muc déc
déo @& gilp khach hang cia chung téi ap dung céng nghé dé
lam bat ctr nhitng gi ho mudn lam:

« Cac hé thdng ca nhan—HP cé mét danh muc hang dau
gdm cac PC danh cho doanh nghiép va nguei tigu dung,
cac may tram higu suét cao, cac thiét bi cdm tay, cac giai
phap gidi tri k¥ thuat s6, thiét b Iwu trir ca nhan, va cac dich
v Internet tao ra nhiing trai nghiém két néi va hap dan.

« Hinh anh va in 4&n—HP dén déu trong viéc chuyén ddi k¥
thuat sd viéc in 4n va cung cap cho cac khach hang cla
minh nhifng cach mai hép dén dé sang tao, tiét kiém tién,
cai thién nng suét, va ndi tréi. Vi cac thi trirdng gia dinh,
viin phong va dd hoa, HP c6 hang loat cac san pham va
dich vy d4 gianh duwoc giai thwdng dé gidp khach hang cta
chlng téi thanh céng.

*Dik ligu toan céu quy 3 nam 2008 ctia IDC

- Céc giai phap cong nghé—HP cung cép hang loat cac
giai phap tap trung vao viéc gilp d& cac khach hang doanh
nghiép clia ching t6i quan ly va chuyén déi moi truéng
céng nghé clia ho dé co dwoc két qua kinh doanh tét hon.
Céc khach hang doanh nghiép c6 thé tan dung céng nghé
vé chuy&n mén cla chung téi béing cach can béng céc khéi
xay dirng cét 18i clia ching téi—may chi va lwu trce, phan
mém, va dich vuy.

« Cac djch vy cia HP—La mét ddi tac két ndi toan cau tin
cay, chung téi tap trung vao viéc gidi quyét nhiing thach
thire clia khach hang béing nhiing déi méi thiét thiee gitp
tao ra két qua kinh doanh cé gia tri. Viéc mua lai EDS gén
day d3 lam cho HP tré thanh c¢éng ty dich vu céng nghé
I&n thir hai trén thé gigi—vei 210.000 nhén vién dich vy
va phong nghiép vu tai 80 quée gia. Su két hop manh mé
giCra nguén Iuc va tai ning nay tao cho chung téi qui mé va
pham vi d& quan ly nhiing nhu ciu céng nghé kinh doanh
quan trong nhat cda khach hang.

Cac Dich vu Tai chinh ca HP gilip khach hang hudng téi
téng chi phi sé& hiru thép nhét trong sudt vong doi cla céng
nghé—twr 1ap ké hoach va mua céng nghé sudt cho téi cho
nghi va thay thé né. Chung téi giip hotrién khai céng nghé
kinh doanh tam cé thé gidi mét cach dé dang va kinh té
nhé dap (ng céc nhu céu rigng cla ho.

+ Cac Phong thi nghiém cia HP—Cac nhom thdm dé va
nghién clru n&ng cao cla chung téi mé réng linh vire khoa
hoc co ban. V&i 23 phong thi nghiém tai 7 vi tri trén khap
thé gii, cac Phong thi nghiém caa HP tap trung vao nghién
cliu ¢6 tdm anh huéng lén dé gidi quyét nhitng théach thire
phtrc tap nhat ma nhirng khach hang céng nghé sé& phai ddi
mat trong thap nién téi trong céc linh vive kham pha théng
tin, cac dich vy may dong, chuyén déi néi dung, co s& ha
tang théng minh, va sur bén viing.

Tw cach céng dan toan cdu

Tu cach ¢ong dan toan cau la cam két cia HP dé dua ban
than chiing téi [&n mét chudn liém chinh, minh bach, va trach
nhiém caohen. Cac gia trj d& co k& tir khi HP dugc thanh
lap n&m 1939 vén khéng thé thiéu trong céng viéc clia ching
téi ngay hém nay, gidp ching téi can bang cac muc tiéu kinh
doanh vé&i anh hwéng cla chung téi 18n xa héi va hanh tinh.

Chung téi c6 ba linh vure wu tién trong tw cach céng dan toan
c&u: nang cac tiéu chuan vé xa héi va méi trudng trong chudi
cung cép cla chung téi, cdi thién hiéu suét ning lveng cha
céc hoat déng va san pham clia chung téi dé giam tac déng
clia chuing I&n méi trivéng, va khuyén khich tai st dung va tai
ché san phdm nhiéu hon.

N& Iire cha chung téi trong céc Iinh nay gitp tao cho HP sw
khac biét, gidm chi phi, va thuc day sang tao khi ching téi
dap lai cac co héi thi treong ngay mét phat trién va ky vong
clia céc ¢ déng.

Chung téi tiép tuc tap trung vao viéc cai thién cuéc séng
clia cac ca nhan va céng déng trén khap thé gici, phan

d4u tac déng taora thay déi tich cuc va bén lau. Tai HP,
viéc rén luyén tuw cach coéng dan toan cau tét bao gém sip
Gng hé quyén con ngudi va quyén lao déng, dau tu x& héi
chién lwge—cy thé 14 nang cao thanh qua cla sinh vién va
sip thanh céng clia cac doanh nghigp méi, va bao vé quyén
riéng tw cla khach hang va théng tin cia nhan vién.

*’IDC; Thij phén Toan cau vé S6 ligu Thi tredng Dich vu IT thang 4 nam 2008 cia Gartner

@ Ban quyén 2008 Hewlett-Packard Development Company, L .P. Théng tin ¢ trong tai ligu nay c6 thé thay doi ma khéng can thong bao truec. HP sé
khéng chiu trach nhiém phép ly dbi véi céc 16i hodc sai sot k§ thuét hodc bién tap & trong tai lidu nay. Windows & nhén higu da dang ky tai Hoa Ky clia

Microsoft Corporation. UNIX 1a nhan higu d3 dang ky clia The Open Group.
4AAD-8427VIVN Rev. 3, thang 10 nam 2008
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4. Cisco

i
CISCO.

Cisco Systems, Inc. 1a cong ty hang dau thé gidi vé két ndi mang Internet. Hién  ps piét tham thong
nay, mang la mét bé phan quan trong trong hoat déng lién lac ctia cac doanh  tin, vuilong lién hé:
nghiép, trwong hoc, co quan chinh pha va hé gia dinh, va céac giéi‘phép mang  cisco Systems
dwa trén giao thirc IP (Internet Protocol) cia Cisco lai chinh 1a nén tang cia  Vietnam

nhi*ng mang nay. Level 12A, Vincom

. N A s 2 a . . N f . City Towers, 191 Ba
Cisco dwgc thanh 1ap nam 1984 bé&i mdt nhom céac nha khoa hoc may tinh tai Trié’u’ Hanoi.

Trwong Dai hoc Stanford. Ké t khi thf‘mh 1ap, cac ky sw cua Cisco ludn la nhirng Tel: 84.4. 39746 227
ngwoi di tién phong trong viéc phat trien cac cdong nghé mang dwa trén giao thirc

IP. Hién nay, véi hon 54,000 nhan vién trén toan thé gii, truyén théng sang tao ~ Fax: 84.4.39742790
dwoc tiép ndi v&i nhivng sén phdm va giadi phap hang dau thj trwéng trong cac  www.Cisco.com/vn
Iinh vc phat trién cdt 16i cha cong ty 1a dinh tuyén va chuyén mach, ciing nhw la

trong céc linh vrc cdng nghé tién tién nhw:

) Truyén thong IP ) Mang LAN khong day
) Két ndi mang gia dinh 1 Céc dich vu két néi (rng dung
1 An ninh mang 1 Két ndi mang lwu triv

] Céc hé théng Video

Cisco ndm & tam diém cla nhiéu thay ddi mang tinh lich st v& cong nghé, va diéu dé van tiép tuc ding
cho dén tan thoi diém hién nay. Gid day, khi ma linh vee cdng nghé dang trai qua mot giai doan thay ddi
can ban, Cisco van la cong ty hang dau thj trwéng trong rat nhiéu linh vee nhw 1a dinh tuyén va chuyén
mach, truyén théng hop nhét, truyén thong khdng day va an ninh. Céng ty da gitp thuc day sy chuyén
dich clia ca nganh céng nghiép hwéng dén IP va gior day Cisco ciing dang nam & tam diém cda nhirng
thay ddi can ban trong céach thirc truyén théng cda ca thé gidi.

Mang nh w 1a Nén tang

Sw xuét hién clta khai niém Mang nhw 1& Nén tang (the network as a platform) dang lam thay ddi toan bo
chudi gia tri ciia cong nghé va d&t mang lwdi vao trung tdm cla sang tao: t&éi ndm 2010, sé c6 dén 14 ty
thiét bi dwoc két néi vao mang Internet . Sy bung nd vé sb lwong thiét bj sé con dwoc tdng cwong thém
nira khi ngay cang cé nhiéu dich vu va céng viéc dwoc x Iy triec tuyén, tr cac cudc goi dién thoai cho
dén tim kiém c& nhan hay tai video, game va cac hinh thirc giai tri khac niva.

Vai trd ctia mang lwéi dang phat trién vwot qué viéc chi don thuan la mét co sé ha tdng. N6 dang ndi 1én
nhw 1& mét nén tdng an toan dé cung cap nhirng trdi nghiém mang tinh tly bién va ca nhan héa ma
nhirng ngwdi ding cuda thé ky 21 ky vong, du d6 1a cung cap céac dich vu méi nhw [a mét nha khai thac,
nang cao ndng suét ctia doanh nghiép & moi quy md hodc & nguoi tiéu dung dang tim kiém nhirng hoat
dong giai tri va dich vu theo thi gian thyc dwoc ca nhan hoa.

Khi ma mét mang lwdi ngay cang théng minh phét trién thanh mot nén tang, ngwdi ding sé cé thé lién
lac tir bat ky thiét bi nao, theo b4t c&v ché do nao ma ho lwa chon.

Cisco dang lanh dao sy chuyén déi hwéng dén mét méi trwong cong nghé 14y mang lwéi lam trung tam.
Bang cach két hop thé manh cét 18i cla minh (IP) véi tri tug, céng ty dang tao ra mét nén tang truyén
théng manh mé déng vai trd co s& cho sy hoi tu ctia di liéu, thoai, video va truyén théng di dong vao
trong mot kién trac tich hop, an toan.

Nghién ¢ tpu va Phat tri én
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Cisco sang tao theo rat nhiéu cach thirc: thong qua phat trién cong nghé va mé réng cac cong nghé sau
khi ching dwoc phat minh ra cling nhw thdng qua nhirtng cdng nghé twong tw va mé rong thi trwdong.
Chung t6i con séng tao théng qua sw tich hop & dang cap thé gi¢i va mé rong hoat dong mua lai cong ty,
thong qua trién khai nhirng md hinh kinh doanh méi va théng qua cach ching ti hop tac véi cac cong ty
khac.

Chuwong trinh Hoc vién Mang cda Cisco

Dé gilp nang cao kha nang tiép can dén cac co hoi dao tao va nghé nghiép trén toan thé gisi, Cisco da
xay dwng Chwong trinh Hoc vién Mang cua Cisco (Cisco Networking Academy Program) dé dao tao sinh
vién trong viéc thiét ké, xay dwng va duy tri cac mang may tinh. Béng cach két hop gitra dao tao va mang
Internet, Chwong trinh Hoc vién Mang cta Cisco gitp sinh vién thu nhan nhirng k§ ndng can thiét cho
cac cdng viéc trong Iinh vwe IT va hd tro hoat ddng dao tao dai hoc trong linh vwe k¥ thuat, khoa hoc may
tinh va nhirng linh vwc khac cé lién quan — va cudi cuing 1a hé tro viéc phat trién cac quéc gia va nén kinh
té cla cac qudc gia d6. Ké tir khi ra doi vao nam 1997, da cé hon 1.6 triéu sinh vién theo hoc tai hon
10,000 Hoc vién Mang dwoc dét tai cac trwdng trung hoc, cac truwdng k§ thuat, cao dang, dai hoc va cac
t6 chirc dao tao cong ddng & hon 163 québc gia trén thé gisi.

Cac Déi tac Kénh hé tro’ sw Phat trién Mang

Cong nghé mang dang nhanh chéng thay ddi va tao ra nhirng nhu cdu méi cho cac doanh nghiép va td
chirc & moi thé loai. D& dap wng, Cisco Systems da phat trién mét chwong trinh déi tac kénh hang dau
dé hé tro ddi ngl ban hang la cac dbi tac kénh hét sirc quan trong ctia cong ty phat trién cac ky nang va
kién thirc chuyén moén ma ho can cé dé phat trién.

Cac Ddi tac Kénh cla Cisco (Cisco's channel partners), mét lwc lwgng toan cau véi hon 200,000 ngudi
thuéc hon 20,000 nha ban 18, nha tich hop hé théng va nha tw vAn mang gia tang gia tri dang chiém téi
hon 90% doanh thu thwong mai va doanh nghiép trén toan cau cta Cisco.

Dé biét thém thong tin vé Cisco va cac chwong trinh céng nghé cta céng ty, vui ldng ghé tham:
www.Cisco.com.
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IIr
CISCO.

Cisco Systems, Inc. is the worldwide leader in networking for the Internet. Today,  ro; more information,
networks are an essential part of business, education, government and home please contact:
communications, and Cisco's Internet Protocol-based (IP) networking solutions
are the foundation of these networks.

Cisco Systems Vietnam
Level 12A, Vincom City
Cisco was founded in 1984 by a small group of computer scientists from Stanford Towers, 191 Ba Trieu,
University. Since the company's inception, Cisco engineers have been leaders in Hanoi.

the development of Internet Protocol (IP)-based networking technologies. Today, Tel: 84.4. 39746 227
with. more .tharl1 54,000 employees worldwide, t_his t.radition of innovation Fax: 84.4. 39742 790
continues with industry-leading products and solutions in the company's core
development areas of routing and switching, as well as in advanced technologies
such as:

www.Cisco.com/vn

(1 IP Communications [1 Wireless LAN
[0 Home Networking [ Application Networking Services
[ Network Security [ Storage Area Networking

0 Video Systems

Cisco has been at the heart of many historic changes in technology, and that continues to be true today.
Now, at a time when the technology industry is going through a period of dramatic change, Cisco is the
market leader in multiple areas, such as routing and switching, unified communications, wireless and
security. The company helped catalyze the industry's move toward IP and, now that it is fully underway,
the company is at the center of fundamental changes in the way the world communicates.

The Network is the Platform

The emergence of the network as a platform is changing the entire value chain of technology and placing
the network squarely at the center of innovation: as many as 14 billion devices will be connected to the
Internet by 2010. The explosion of devices will be fueled by more and more services and tasks being
handled online, from phone calls to personalized searches to downloading videos, games and other
forms of entertainment.

The role of the network is evolving beyond that of infrastructure. It is emerging as a secure platform for
delivering the customized and personalized experience that 21st century users expect - whether that
means delivering new services as a carrier, boosting productivity for businesses of any size or consumers
looking for real-time, personalized entertainment and services.

As an increasingly intelligent network evolves into a platform, users will be able to communicate from any
device and in whatever mode they choose.

Cisco is leading the transition to a network-centric technology environment. By combining its core
strength (IP) with intelligence, the company is creating a powerful communications platform that will serve
as the basis for the convergence of data, voice, video and mobile communications in a secure, integrated
architecture.

Research and Development

Cisco innovates in many different ways: via technology development and the expansion of technologies
after their initial invention, and through adjacent technology and market extension. We also innovate
through world-class integration and scaling of acquisitions, by starting new business models, and in the
way we partner with other companies.
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Cisco Networking Academy Program

To help foster access to education and professional opportunities worldwide, the company founded the
Cisco Networking Academy Program, which trains students to design, build, and maintain computer
networks. By combining education and the Internet, Cisco Networking Academies help students acquire
the skills needed for IT-related jobs and for higher education in engineering, computer science, and
related fields—and ultimately, aid in the development of their countries and their local economies. Since
its creation in 1997, over 1.6 Million students have enrolled at more than 10,000 Academies located in
high schools, technical schools, colleges, universities, and community-based organizations in more than
163 countries.

Channel Partners Address Network Evolution

Network technology is rapidly changing and creating new demands by businesses and organizations of
all types. In response, Cisco Systems has developed its industry-leading channel partner program to help
the company's important sales force, its channel partners, develop the skills and expertise they need to
thrive.

Cisco's channel partners, a global force of over 200,000 people in 20,000 independent value-added
resellers, systems integrators and network consultancies, account for more than 90 percent of Cisco's
commercial and enterprise revenue worldwide.

For more information on Cisco and its technology initiatives, go to www.Cisco.com.
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5. Microsoft

Microsoft (d6i khi viét tat Ia MS) la mét tap doan Cong nghé may tinh da quéc gia tam c& thé gidi clia My
do Bill Gates lam cha tich, véi sé nhan vién 1a 79.000 ngum tai 102 quoc gia va tong doanh thu nam
2007 dat 51,12 ty USD. Tap doan nay phat trién, gia cong, va cap ban quyén cho cac phan mém phuc vu
trong may tinh. Try s& chinh clia Microsoft dat tai Redmond, Washington M¥.

Cac san pham ban chay nhét ctia Microsoft bao gdm ho cac hé diéu hanh thudc ho Microsoft Windows
(Windows NT, Windows 95, Windows 98 SE, Windows ME, Windows 2000, Windows XP (SP1, SP2),
Windows Server 2003, Windows Vista) va bd phan mém van phong Microsoft Office. D6 1a nhirng san
phdm rat ndi tiéng trong thi trwdng phan mém cho may tinh ca nhan, chiém thi phan Ién dén 90% ho&c
hon nhw v&i Microsoft Office nam 2003, va Microsoft Windows nam 2006.

Buoc thanh 1ap dé phat trién phan mém trinh dich BASIC interpreters cho may Altair 8800 , Microsoft
vwon |én théng tri thi treérng hé didu hanh cho may tinh gia dinh v&i MS-DOS gilra nhirng nam 1980. Cb
phiéu ctia cong ty sau khi dwgc phat hanh 1an dau ra thi trwdng da tang gia nhanh chong va tao ra 4 nha
ty pht va 12000 nha triéu pha trong céng ty. Xuyén subt lich st, tap doan nay luén 1a muc tiéu cla rat
nhiéu sw chi trich, bao gém cac tha doan déc quyén kinh doanh. Trong d6 c6 tir phia Uy ban cong ly Hoa
Ky (United States Department of Justice), va Uy ban chau Au (European commission), da lam Microsoft
dinh vao rat nhiéu vu kién tung vé chéng doc quyén.

Microsoft cling c6 mét ché dirng trong cac thi treong khac bén canh thi trvong hé diéu hanh va phan
mém van phong, nhw mang truyén hinh cadp MSNBC, céng Internet MSN, va bo tir dién bach khoa da
phwong tién Microsoft Encarta. Cong ty ciing kinh doanh hai dong san phdm phan cirng may tinh la
Microsoft mouse va san pham giai tri gia dinh nhw Xbox, Xbox 360, Zune va MSN TV.

Windows Live (Ban Beta) m&i dugc cong bé & trang http://www.ideas.live.com/ va sap toi la hé diéu
hanh Win@ows Vista, ban Micrpsoft Officq 2007 dy kién t&i cudi nam 2006, dau nam 2007 sé phat hanh
va cbng bo réng réi trén toan cau. San pham van phong Microsoft Office (95, 97, 2000, XP, 2003, 2007).

Lich st

- 6/1978: Bill Gates va Paul Allen dang ky ban quyén cho san pham tri tué dau tay va thang 11/1978
Microsoft chinh th rc dworc ra dovi.

Pham vi ho at déng

Microsoft c6 mét tai hau hét cac quéc gia va, Microsoft dat chi nhanh & hon 102 quéc gia (2007) va dugc
phan loai thanh 6 khu vic:

1.Bac My.

2.Chéu My Latinh.

3.Chau Au, Trung Bong, Chau Phi.
4.Nhat Ban.

5.Chau A Théi Binh Duwong.

6.Trung Quéc.
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6. BUREAU VERITAS

GIOI THIEU
BUREAU VERITAS CERTIFICATION

DICH VU CHUNG NHAN @)

» CO mit trén 140 quoc gla 40 Cong nhin, cap trén 80 000 glay chifmg nhin trén thé
gii, trong do >2.000 gidy chimg nhan du-mc cap cho cic doanh nghiép tai Viét Nam

« Chirng nhan héthong
= Quan iy chat lrgng (150 9000)
= Qudn by mdi tnreng (ISC 14000, EMAS)
= Quan iy chat lrgeng trong nganh cong nghiép 6t (VDAG.1, TS 16949
= Thire pham (HACCP, EUREPGAP, BRC, IS0 22000)
= Viénthong (TL9000)
= Thiétbiy té(EN 46000)

- Antdan (Safetycertgd, OHSAS 18001, VCA, BS 8300)
= Trach nhiém xi hoiSA 8000
= Pao dirc kinh doanh

- Cong nghé thong tin (TickIT, BS 7799, ISC 17799, ISO 27001)

- Bdnh giasw phi hop, so sanh chuan cdc hé théng

= Chirng nhan cap dd ciia HTQL theo VeriCERT
= Chirng nhan cap d@ an toan theo VeriSAFE
= Chirng nhan san pham (Dau CE che thiét biy t&; Thiétbij aplm‘.lheoheu-chuan.EU)—

mvmmmlsusm Ilgayﬂ-ln-IIu-gﬁ 18 Movember 2008
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DICH VU BAO TAO

VERITAS

» Chathreng
- 150 9000:
ISOITS 16949: Péo tao nhén thirc va daotao danh gia vién ndi bo

» OH&S

» SafelyCert,

» OHSAS 18000:
Béotao chuyén gia danh gia trrdmg o6 dang ky IRCA il
: S : = Baotaodanh gia vién hé thong
Béio tao danh gid vién ndi bd ndng cao

» Wb trurdrng :
« IS0 14000: R am
. S : »  HACCP {Nhdn thirc, DG N6i bd)
Bédotao chuyén dbi héthdng
« IS0 22000 {(Nhan thirc, DG N&i bd)
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Cdng nhan québc gia = Thira nhan qubc té

“ARGENTINA AUSTRALIANEW ZEL EAND AUSTRIA

Bureau Verites Certiicaion Vietmam |SMS tromg Ngay Am todm Thomg e — 18 Movember 2008
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NABCB

BUREAU VERITAS CERTIFICATION VIETNAM

» Phat hanh 2000 Gidy chieng nhan
phu hop véi cac tiéu chuan quoc
té cho cacHTAL

» Phi hop ISO 17021:2006 & dwoc
chuyén thanh Trung tadm chimg
nhan (ICC) tir thang 9 nam 2008

» Quyét dinh chirng nhan v&i cong
nhan clia UKAS & ANAB.

« Kip th&i hon véi nhu ciu khach hang
» Co6 chuyén gia danh gia nguwdi Viét
Nam

» Khach hang tiéu biéu tai Viét Nam
IS0 27001:2005-UKAS céng nhan

» YKIC
« BKIS

Burean Veritas Cerliicaiion Vielmam |SMS tromg Mgy Am toim Thisg e — 18 Movember 2008
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BUREAU
VERITAS

Move Forward with Confidence

Any request or information, please contact: Ms. Nguyen My Hanh
Tel.: 8 122 246 Ext. 128 or E-mail: my-hanh_nguyen@vn.bureauveritas_com

Thank you!

Bureau Veritas Certiicaion Vietmam |SMS tromg Ngay Am tode Thomg e — 18 Bovember 2008
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7. TRUSTBank
3 Ngan hang thwong mai ¢ phan (TMCP) Pai Tin —
TRUSTBank chinh thire thanh 1ap vao nam 1989, voi tén
i goi la Ngan hang TMCP nong thon Rach Kién - ngan
hang co phan dau tién cla tinh Long An, va dwoc Ngan
hang Nha nuéc Viét Nam cap gidy phép hoat ddng s6 0047/NH-GP ngay 29/12/1993, try s& chinh tai s
1, Thi t Long Hoa, Huyén Can Buéc, Tinh Long An.

Ngay 17/08/2007, theo quyét dinh sé 1931/QD-NHNN, Ngan hang TMCP néng thén Rach Kién dwoc
Théng dbc NHNN Viét Nam chap thuan chinh thirc chuyén ddi md hinh hoat déong thanh Ngan hang
TMCP d6 thj va ddi tén thanh Ngan hang TMCP Pai Tin, theo quyét dinh sé 2136/QD-NHNN ngay
17/09/2007 ctia NHNN Viét Nam.

Viéc chép thuan cho TRUSTBank chuyén déi mé hinh hoat dong tr Ngan hang TMCP néng thén sang
Ngan hang TMCP db thj tao diéu kién cho NH nang cao nang lwc vé tai chinh, mé réng mang lwéi hoat
doéng kinh doanh, di strc canh tranh va phat trién manh mé, danh dau mét giai doan phét trién mai cla
TRUSTBank vé&i muc tiéu ph&n dau trd thanh mot ngan hang ban 1@ hién dai theo cac chuidn mwc québc
t&, cung cap san pham dich vu da dang tir co ban dén cao cap, hoan thanh muc tiéu dwa TRUSTBank
tr& thanh mat trong sé cac ngan hang c6 chéat lweng phuc vu tdt nhat tai Viét Nam.

|- Vén diéu lé:
Tinh dén 13/11/2009 vén diéu 1é ciia TRUSTBank la 1.500 ti ddong (Mdt nghin nam trdm ti déng).

Il - San pham dich vu chinh:
TRUSTBank cung cip da dang
cac san pham, dich vy tai chinh
phu hop véi nhu ciu cia Quy
khach hang nhu:

e Huy ddéng vén bdng ddng
Viét Nam ngoai té;

. Cung cap tin dung, dau tw,
gop von lién doanh bang
dong Viét Nam, ngoai té;

e Céac dich vu thanh toan
trong nwéc, dich vu ngan
quy, chuyén tién kiéu hdi &
chuyén tién nhanh, bao
hiém nhan tho qua ngan
hang;

« Thanh toan quéc té &kinh
doanh ngoai té.

Il - Mang |wé&i hoat dong: Hién nay, TRUSTBank gédm 51 chi nhanh va phong giao dich tai cac tinh
thanh thudc ving kinh té trong diém trong ca nwéc. Dy kién dén cudi ndm 2009, mang lwdi hoat ddng
ctia TRUSTBank bao gdm 60 chi nhanh/ phong giao dich tai khap cac tinh, thanh phé, trung tam kinh té
trén ca nuwoc.

IV - Nhan sw:

Tinh dén ngay 23/10/2009 téng sb nhan vién cia TRUSTBank 1a 668 nguwdi. Pa sb can bd nhan vién cé
trinh d6 dai hoc va trén dai hoc, thwong xuyén dwec dao tao chuyén mdn nghiép vu tai trung tdm dao tao
cla TRUSTBank va céac trwdng Pai hoc, Vién nghién clru trong nworc.

V - Dinh hwéng & M uc tiéu phat tri én: TRUSTBank dinh huéng tré thanh mét trong nhixng Ngan hang
TMCP d6 thi phét trién, cé nghiép vu da dang, chét lwong phuc vu cao, cong nghé ngan hang hién dai,
mang lwéi kénh phan phdi rong dwa trén nén tdng mo hinh td chirc va quan ly theo chudn mwe quéc té,
coéng nghé théng tin hién dai, cdng nghé ngan hang tién tién, trng bwdc dwa TRUSTBank tré thanh mot
thwong hiéu ngan hang ban 1& c6 uy tin trén thj treéng tai chinh trong nwéc va quéc té.
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TRUSTBank sé tiép tuc
dwa ra cac giadi phap méi
nham dat dwoc cac muc
tiéu da dé ra;:

1. Tang von diéu 1&: Ién
3.000 ty dong (dén nam
2010).

2. Phét tri én ngu én vén
huy doéng: hién dai hda
cbng nghé ngan hang
trwc tuyén, cho ra céac
san phdm da dang,
chwong trinh khuyén mai
phu hegp, dap ng nhu
cau thiét thwc va tét nhat
véi tirng dbi twong khach
hang.

3. Xac dinh déi twong
va chinh sach ho at
dong kinh doanh: xac
dinh dbi twong dau tw tin
dung phu hop; nghién ciru dau tw, tham gia lién doanh gép vén déi véi mét sé dy an trong diém; co cau
lai tai san sinh I nhdm dam bao hoat ddng an toan va 6n dinh.

4. Xac dinh th i trwwong v,a Iinh v wc kinh doanh khac: nhanh chéng ndm bét cac co hdi kinh doanh trén
thj trwdng muc tiéu, co ké hoach tham nhap cac thj trwdng tiém nang.

5. Phat tri én cac d ich vu Ngan hang: nang cép chéat lwong dich vu hién c6, tao diéu kién hd tro cho cac
nghiép vu khac phat trién, lién két v&i cac Ngan hang ban dé phat trien cac dich vu Ngan hang.

6. Phat tri én mang |wéi hoat dong nham gidp cho Ngan hang tiép can va mang san pham dén véi
khach hang.

7. Phéat tri én ngu &n nhan | wc.

8. Hién dai hdéa cdng ngh & Ngéan hang .

VI - Cam két: Voi myc dich mang dén lgi nhuan tét nhét cho cac c6 dong, song song véi viéc dap (ng
nhu cau khach hang, TRUSTBank cam két phuc vu mot cach hiéu qua cho toan thé khach hang cling

nhw CB-CNV ctia TRUSTBank, bang céch:

« DAy manh cai cach nham dat t&i nhivng chudn muec, thong & quoc té vé hoat dong tién té, ngan
hang, tiép tuc nang cao nang lwc tai chinh, chat lwong tin dung dé tiép can cac tiéu chuan quéc
té.

« Huwéng dén hién dai hda cong nghé ngan hang dé nhanh chéng tiép can va phat trién cac dich vu
ngan hang thwong mai hién dai - da ndng, tdng cwéng cong tac quan ly rii ro nhdm déap ng cac
tiéu chudn quéc té vé hé sé an toan tin dung, nang cao hiéu qua kinh doanh ciing nhw nang luc
canh tranh.

«  ChU trong day manh cong tac huy dong vén vai nhiéu hinh thire phong pht, dap ¢ng kip thoi nhu
cau von cuta cac thanh phan kinh té trén pham vi ca nwéc.

« Nhanh chéng mé réng mang lwéi hoat dong tai cac tinh, thanh vang kinh té trong diém trong ca
nwoc.

«  Phat trién san pham thé (ATM, thé tin dung) nhdm nang cao chét lwgng phuc vu khach hang.

+ Tang cwong quan hé va thu hit cac cé dong chién lwoc la cac Ngan hang hang dau trong va
ngoai nwéc, cac tap doan kinh té 1&n, tiém lwc tai chinh manh.
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* Quan tam nang cao chét lwgng phuc vu khach hang, dwa ra cac gidi phap cham séc hiru hiéu,
dap rng cao nhat cac nhu cau hop ly cta khach hang.

« Nghién cru phét trién da dang héa cac san pham.
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8. Secude

SeEcCloE

GIOI THIEU VE SECUDE

Gigi thiéu chung

SECUDE la nha cung cép va phat trién cac g|a| phap bao mat théng tin cho doanh nghiép. La déi
tac chinh thirc clia SAP, Citrix, Microsoft, san pham va dich vu tu van cla ching t6i cam két
mang lai sy an toan va hiéu qua cao trong bao mét théng tin, dt liéu cho khach hang la cac
doanh nghiép trén khap thé gioi.

SECUDE thanh lap vao nam 1996, tlr sw cong tac gitta SAP AG va vién Fraunhofer Institute. V&i
tru s& chinh dét tai Thuy S, chlng téi phat trién hé théng déi tac va khach hang toan cau duwa
vao mang Iwéi cac van phong, chi nhanh tai Chau Au, Chau A va khu vie Trung Déng.

Nhém sén pham bao mat théng
SECUDE Viét Nam chinh thirc di vao hoat déng tir 01/02/2007, theo dinh hwdng va chién lwoc tin trong méi trwdng IT

ma& réng kinh doanh va san xuat sang khu viee Chau A cua tap doan.
» FinallySecure Enterprise
SECUDE Viét Nam hién nay tap trung cho hai b6 phan: R&D (nghién ctu va phét trién san pham) « Secure Device

va bo phan Tw vén, Tiép thi toan cau. Doi ngli SECUDE Viét Nam thworng xuyén dwoc tham gia
cac chuong trinh dao tao, huén luyén tai céng ty me & Chau Au dé nang cao tay nghé, trinh do,
kién thirc vé cong nghé. Véi quy mé va téc dé phat trién hién nay, cong véi hidu qua cong viéc * Secure TrustManager
dong gop cho tap doan, SECUDE Viet Nam ngay cang khéng dinh vi tri va tdm quan trong cla
minh déi véi SECUDE toan cau.

« Secure SignOn

2 g « o # ’ Nhém san pham bao mat tho
Dé tim hiéu thém vé SECUDE, vui long truy cap website: www.secude.com R T e
tin trong méi trwong SAP

. » Secure Login
Tam nhin + Secure Doc

SECUDE nd lyc hwéng dé'n’céc giai phap an toan théng tin trong méi trwong SAP va IT théng « CodeProfiler
qua viéc nghién clru, phat trién nhirng céng nghé tién phong va hwéng dén khach hang.

St ménh

Cha dong phat trién cac san pham va giai phap tu van vé an toan thong tin phi hop va tvong
(*ng cho méi trudng SAP va ngoai SAP dé ’béo vé hé théng va mang luéi cla doanh nghiép
trvde nhirng nguy co hodc rdi ro trén toan thé gidi.

Trong tam dau tw

SECUDE déu tw cho cong nghé va nghién ctru vé bao mat thong tin d& mang lai cac giai phap
da dang, t6i wu cho thi trwdng toan cau.

e

SECUDE hién nay dang phat trién 3 nhém san pham, dich vu chinh sau day:
1. Nhém san pham vé bao mat thong tin trong méi trwong IT Cong ty TNHH

(dw&i thwong hiéu FinallySecure) SECUDE International
2. Nhém san pham vé bao mat théng tin trong méi trrdng SAP 44B Phan Xich Long, P.3, Q.PN
3. Twvén vé an toan, bao mat thong tin. TRHCM) Viét Nam H

DT :+84 8 399 56 854
Fax : +84 8 399 56 851
Email: salesvn@secude.com
Website: www.secude.com

m
©2009 SECUDE AG

www.secude.com
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9. Kaspersky
KAPER{KY 8

www.kaspersky.vn

Gi®i thi éu san ph am Kaspersky:

Kaspersky Lab tr& thanh thwong hiéu sb 1 vé& anti-virus tai Viét Nam. Kaspersky Lab mang dén cho
khach hang sw yén tam dé khach hang két néi an toan vao khéng gian cdng nghé day cdm hing. Chi
trong vong 2 ndm xuét hién tai Viét Nam, NTS Group dai dién thwong hiéu Kaspersky Lab da dwa
thwong hiéu Kaspersky Lab tré thanh lwa chon tét nhat cho ngwdi ding may tinh & laptop tai Viét Nam
va vinh dv nhan dworc:

+  Giai thwéng Phan mém diét virus tét nhat Viét Nam hai ndm lién (n&m 2008 & nam 2009) do cac
Giam dbc Diéu hanh va Giam ddc CNTT bau chon va Tap doan D liéu Québc té (IDG) té chirc.

«  Giai thwéng San phdm CNTT-TT wa chudng nhat nam 2009 do doc gid Tap chi PC World Viét
Nam bau chon.

« Chng nhan Vang vé Anti-Rootkit cia Phong thi nghiém ATTT trong diém quéc gia.

San pham Kaspersky Lab bao gom:

«  San phdm Kaspersky danh cho ca nhan (KIS/KAV/KMS)
+  San pham Kaspersky danh cho doanh nghiép (Kaspersky Open Space Security (KOSS)
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10. Astaro

astrar0o

Astaro dan dau cong nghé twong Itra trén nén Linux (Firewall). Cac dong san pham da dang cla Astaro
tich ho’p 10 lop bao vé chong lai cAc nguy co &n cap di liéu, virus tAn cong, virus gian diép, spam. Cac
dong san phadm Astaro ngay cang dwoc wa chudng tai Viét Nam: Astaro Security Gateway, Astaro Web
Gateway, Astaro Mail Gateway, Astaro Command Center, Astaro Report Manager, Astaro VPN Clients,
Astaro Compliance Reporter. Tap doan nghién ctu di liéu thi treong hang dau GFK Group da chon lwa
Astaro dé& bado vé di¥ liéu théng tin vd gia ctia cac khach hang cta ho trén toan cau. Astaro dang tré
thanh thwong hiéu c6 anh hwéng I&n dén sw phat trién cta cong nghé firewall danh cho céac doanh
nghiép trén toan thé gidi.

e Astaro Security Gateway 110/120
e Astaro Security Gateway 220

e Astaro Security Gateway 320

e Astaro Security Gateway 425

e Astaro Security Gateway 525/525F
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11. Khu CNPM Pai hoc qu éc gia TP.HCM

Tén t6 chire: Khu Céng ngh & Phan mém Pai hoc qu 6c gia Thanh ph 6 Hd chi Minh.

Tén tiéng Anh: Information Technology Park — Vietham National Univ  ersity at Ho Chi Minh city.
Viét tat: VNU-ITP

Dia chi: Khu ph 6 6, phwéng Linh trung, Qu an Tha diec, TpHCM

http://www.vnu-itp.edu.vn

VNU-ITP la mét t6 chirc cong lap hoat déng trong Iinh vire phat trién khoa hoc céng nghé cia Dai hoc
quoc gia TpHCM. Khu CNPM BDHQG-HCM c6 nhiém vu xay dwng méi tredng cdng nghiép trong dai hoc
nham nang cao chat lwgng dao tao va nghién ctru khoa hoc cia PHQG-HCM.
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PHAN 3:
THONG TIN PON V| TO CHUC VA HOI VIEN

1. SO THONG TIN VA TRUYEN THONG TP. HO CHi MINH

S& Théng tin va Truyén théng thanh phd H6 Chi Minh 1a co quan quan ly nha nwéc tai dia phwong, co
chirc nang tham muwu, gidp Uy ban nhan dan thanh phé thwc hién chirc nang quan ly nha nwéc vé cac
[inh vyrc:

- B&o chi, xuat ban

ICT :‘-‘h - Buu chinh - Vién thong
Hiochiminh Ciry f-‘ * - Céng nghé théng tin
PO - Pienty
#.—-- 5N
—— -. - Internet
P - Truyén dan phat song
__...‘-"—"""" - Tan s6 vo tuyén dién

- Phat thanh, truyén hinh

- Coséha téng thong tin

- Quang cao trén cac phwong tién bao chi,
mang théng tin may tinh va xuat ban pham.

- Quan ly cac dich vu céng vé& bwu chinh,
vién théng va cdng nghé thdng tin trén dia
ban thanh phé.

Ngoai ra S& Thong tin va Truyén théng con thue hién mot sd nhiém vu, quyén han theo sw Gy quyén cuia
Uy ban nhan dan thanh phé H& Chi Minh va déng thei chiu sw chi dao, kiém tra vé nghiép vu chuyén
mon cla Bd Théng tin va Truyén théng theo quy dinh cta phap luat.

Puwoc thanh 1ap va di vao hoat déng tir thang 12 nam 2004 véi tén goi S& Bwu chinh, Vién théng, ngay
13/06/2008, S& Buwu chinh, Vién théng chinh thirc dwoc ddi tén 1a S& Thong tin va Truyén théng, ngoai
nhirng chirc ndng da dwoc Uy ban nhan dan thanh phé giao trwéc day, S& Théng tin va Truyén théng
con dwoc bd sung thém chirc ndng quan ly vé bao chi, xudt ban va phat thanh, truyén hinh theo quyét
dinh s6 49/2008/QD- UBND cta Uy ban nhan dan thanh phé H6 Chi Minh.

Tiép tuc phat huy nhivng két qua dat dwoc cla giai doan trwéc day vé trién khai xay dwng chinh pha dién
tl tai thanh phd, tao bwéc dét pha trong ’ng dung CNTT gép phan dwa TP. HCM tré thanh dia phuwong
dan dau ca nwéc vé ng dung CNTT — TT trong quén ly nha nwéc; ddy manh cac hoat dong trong quan
ly ha tang Vién théng — Internet, gép phan dwa chi sé s&n sang CNTT — TT cda TP. HCM Ién vij tri hang
dau cla ca nwdc. S& Thong tin va Truyén théng da chuan bj sén sang nhitng chwong trinh, ké hoach
hanh dong tiép theo nham dap &ng dwoc nhiém vu méi dwoc giao trong giai doan tdi.

Thoéngtinliénh é:

Tru s&: 59 Ly Tw Trong, Quan 1, Tp. H6 Chi Minh
bién thoai: (84 — 8) 3520 2727 Fax: (84 — 8) 3520 2424
Website: www.ict-hcm.gov.vn Email:  stttt@tphcm.gov.vn

Ngay ATTT Vi ét Nam 2009 — TP.HCM 18/11/2009 177



VETHAM MEORMATION SECURITY ASSOCITION

2. HIEP HOI ATTT VIET NAM va CHI HOI ATTT PHIiA NAM

Hiép hoi ATTT Viét Nam (VNISA), thanh lap vao thang 7/2007, 1a t6
chtrc xa hoi nghé nghiép tw nguyén phi lgi nhuan dau tién hoat dong

trong Iinh virc bdo mat dwoc Nha Nwédc cong nhan. VNISA tap hop
cac ca nhan, td chirc lam cong tac nghién clru, gidng day, rng dung
va phat trién ATTT; nhitng ngudi c6 quan tam, cé déng gop, tao diéu

sl b ol s kién cho sy nghiép khoa hoc céng nghé va phat trién cac rng dung
trong Ilinh vwc ATTT theo nhu cau cudc sdng va dinh hwéng chién
lwgre v& ATTT cta Nha Nwéc Viét Nam.

Chi nhanh phia Nam cta Hiép Hoi la chi hdi ATTT Phia Nam, da ra mét vao thang 9/2008, véi ban diéu
hanh lam théi gém 12 ngwoi do 6ng Ngé Vi Bong - téng giam déc HPT, phé cha tich hiép hdi VNISA lam
chd tich Chi Hoi. Hién tai Chi Hoi d& c6 10 hoi vién (55 ca nhan va 45 tap thé-don vi) da tw nguyén tham
gia.

Chi hoi phia Nam sé tiép tuc thwc hién ton chi, muc dich cla VNISA, déng thdi khéng dinh tdm quan
trong ctia van dé ATTT trong moi hoat déng cla td chirc, nham giam thiéu thiét hai va gia tang lgi nhuan,
hiéu qua céng viéc ciing nhw cac co hdi kinh doanh, tao ra gia trj gia tang trén trng sé&n pham dich vu.

Chi hoi phia Nam da dwa ra quy ché hoi vién gébm 5 diéu, trong do ghi rd: hdi vién va diéu kién dé tre
thanh hdi vién; cac loai hinh héi vién; quyén lgi - nghia vu va cac diéu khoan thi hanh.

Thoéng tinliénh é:
Van phong cla Chi hoi: 60 Nguyé&n Van Trbi, Q.Phi Nhuan, TP.HCM
Dién thoai: (84 — 8) 3 845 8518 (ext: 1311) Fax: (84 — 8) 3 845 8516

Lién hé: Huynh Ngoc Han. Email: hanhn@vnisa.org
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Chi HOi VNISA phia Nam qua cac s w kién
Thanh 1ap Chi h 8i ATTT (ATTT) phia nam:

Ngay 20/9/2008, tai TP.HCM, hiép héi ATTT Viét Nam (VNISA) dara mat chi hdi ATTT phia
Nam do 6ng Ngd Vi Bdng — Téng giam dbc cong ty cd phan Dich Vu Céng Nghé Tin Hoc HPT,
Phé Chu tich Hiép hoi ATTT Viét Nam lam Chu tich cung vé&i 11 Gy vién ban diéu hanh.

Ban dau, Chi hdi dwoc thanh 1ap véi 76 hoi vién, trong d6 cé 47 hdi vién tap thé la cac doanh
nghiép va 29 héi vién ca nhan.
Piém qua m 6t s6 cong tac ¢ ta Chi h 6i trong n am 2008:

o Ngay 13 thang 8 nam 2008, Chi héi thanh lap Ban Chap Hanh lam thoi gdbm 12 thanh
vién, va ban thw ky. Ong Ngo Vi Bong gitk chtre vu Ch tich Chi hoi cung 11 dy vién Ban
chap hanh va éng Tran Anh Minh giir ch&rc vu Tong Thw ky Chi hi.

Thanh 18p 6 ban chuyén mdn va c6 céac trwéng ban chuyén trach.

o Ngay 23/08/2008, tai Khach san Palace, Chi hdi phéi hop vé&i B4o Doanh nhan Sai Gon
td chirc hoi thdo “Quang ba hiéu qua va an toan thwong mai qua website” .

o Thang 10 nam 2008, Chi hdi két hop véi VCCI t chire hdi thdo “Nang cao nhan thirc vé
ATTT cho doanh nghiép vira va nhd”.

Ngoai ra, Chi hdi da té chirc thwe hién khédo séat thwe trang ATTT cla cac td chirc va
doanh nghiép.

0 Ngay 18/11/2008, Chi hdi t6 chirc thanh cong ngay ATTT Viét Nam tai TP. HCM vai chu
de “ATTT la bao vé tai san doanh nghiép” voi hon 300 khach m&i gom Doanh nghiép,
S& Ban nganh TP, va co quan Béo chi Truyéen thdng.

B&o c&o chuyén dé ctia Ngay ATTT ndm 2008 tap trung vao 3 mang Ién véi cac dé tai:
An toan mang théng tin doanh nghiép (do dai dién ZyXEL, Oak Well, Data Terminator,
Misoft va trung tdm Quan Ly Tan Sé 2 trinh bay); dao tao va chuan héa ATTT (do BH
KHTN TP.HCM va Athena trinh bay); an ninh thwong mai dién t& (do Microsoft,
Kaspersky va Ngan hang Viét A trinh bay).

Ngay ATTT lan thtr nhét da dat dwoc muc tiéu dé ra la tao ra mot dién dan chung cho
céc t6 chire, doanh nghiép, cac chuyén gia trong linh viec ATTT cua khu viee phia Nam
cling nhw trén ca nwéc va quéc té. Tai day, cac bén tham gia co dip tiép xic voi dai dién
cac co quan quan Iy nha nuwéc lién quan dé chia sé nhan thic, trach nhiém, kinh
nghiém trong viéc quan ly chinh sach ciling nhw cac giai phap cu thé nham tao diéu kién
thuan loi cho viéc nang cao nhan thirc va phat trién &ng dung ATTT tai thanh phé Ho
Chi Minh.

Hoat déng c ua Chi h éi trong n am 2009:

Sau Ngay ATTT lan thi nhat nam 2008, Chi hai tiép tuc hoat ddng manh mé va c nhirng thanh
cong rd nét trong ndm 2009. Dén nay, Chi hodi da phat trién dwoc 10 hoi vién, trong do co 45
Hoi vién don vi va 55 hdi vién ca nhan. Chi hdi thwéng xuyén td chire gap g&, giao lwu gitra cac
héi vién nhdm tao méi trwong sinh hoat vui v&, than thién, hiéu biét Ian nhau; hop tac va giao
Iwu véi cac hoi ban.

Sau day la mét sé6 hoat ddng chinh ctia Chi hdi tr ddu nam 2009 dén nay:

o Ngay 27/3/2009, tai TP.HCM, Chi hoi da hop mat dau nam va trién khai k& hoach nam
2009 véi muc dich hoat dong theo hwéng phuc vu phét trién nganh nghé ATTT, hé tro
c&c hdi vién trong Iinh viec ATTT va cung céc hdi vién vuet qua khé khan trong cudc suy
thoai kinh té toan cau.

Cling trong ngay nay, Chi hoi da to chirc bao cao chuyén dé “Web 2.0 Security: Xu
hwdng va hiem hoa”.
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o Ngay 15/4/2009, Chi hdi ky két “Théa thuan hop tac” véi Hiép hoi Thwong Mai DiénTw
Viét Nam (VECOM).

o Ngay 17/4/2009, Chi hoi da phdi hop v&i S& Thong tin & Truyén théng td chirc hdi thao
chuyén dé “ATTT cho cac hé théng céng nghé théng tin TP.HCM”. Trong héi thdo, S&
va Chi hdi da bao céo hién trang trién khai ATTT, dé xuét mé hinh quan Iy ATTT va céc
dich vu trng ctru.

0 Thang 5/2009, Chi hoi xay dwng Quy ché hinh thanh té chtre tinh nguyén vién tinh nhué
trong cac hoi vién cta minh bao gom cac chuyén gia gioi vé ATTT c6 ky luat va dao dirc
nghe nghiép dé cung chia sé kinh nghiém va san sang tham gia vao cac hoat dong tw
véan, &ng ciu khan cép cho cac co quan, doanh nghiép khi c6 yéu cau. Té chirc dwoc
goi tén “Vnisa Elite Team”.

o Ngay 11/6/2009, tai van phong Chi hgi, Elite Team d& hop mat chia sé vé nhiém vu dau
tién la danh gia ATTT cho S& Thong tin va Truyen thong TP.HCM.

o Ngay 19/6/2009, Chi hdi t& chirc thanh cong héi thao “Ao héa an ninh — Giai phap thoi
suy thoai” tai TP.HCM.

o Ngay 30/6/2009, Chi hoi va Tap chi Thé gi6i vi tinh (PCW) phéi hop tb chirc budi hoi
thao — toa dam chuyén de “ATTT trong hoat ddng truyén thdng” tai Toa soan Tap chi
PCW.

o Ngay 29/7/2009, tai TP.HCM, Chi hdi va Bao Doanh nhan Sai gon da td chirc hoi thao
“An ninh ndi b6 - Chinh sach An toan téng tin”.

o Ngay 17/8/2009, cac thanh vién Ban Chap hanh Chi hdi da c6 bubi tiép doan Vién phat
trién xa hdi théng tin Han Qudc (KISDI). Trong budi lam viéc, doan KISDI muén tim hiéu
vé hién trang ATTT & Viét Nam cling nhw nhirng khé khan dang gap phai va vai tro cta
chinh phu trong hién trang ATTT Viét Nam.

o Ngay 25/8/2009, tai TP.HCM, Chi hdi cung Entrust, HP, Ngan hang Viét A, va Payoo t6
chirc héi thao “ATTT trong thwong mai dién t”.

o TU ngay 14/9 — 16/9/2009, Chi hdi két hop véi cong ty Vietshield va cong ty HPT tb
chiee thanh cong khoa hoc Foundstone Ultimate Hacking danh cho cac héi vién va
doanh nghiép quan tam dén van dé dam bao ATTT cho mdi trwdng Web.

o Ngay 19/9/2009, tai TP. HCM, Chi héi phdi hop véi S& Théng tin & Truyén thdng va
Cong ty Tw van Trang Xanh da t chire hoi thao “ATTT trong phan mém (rng dung” xoay
quanh cac chi dé: Tam quan trong cla an ninh &ng dung, bé khéa phan mém, phuong
phap va cach phong chéng, cac k¥ thuat gian 1an trong trd choi tryc tuyén.

Va hoat déng quan trong nhét trong nam van 1a céng tac té chirc ngay ATTT. Sau thanh céng
cta “Ngay ATTT Viét Nam” lan th nhat dwoc td chirc vao ngay 18/11/2008, S& Théng tin &
Truyén thdéng TP.HCM va Chi hdi tiép tuc phdi hop td chirc “Ngay ATTT Viét Nam” 1an th¢ hai
véi cha dé “Bao vé tai nguyén thdng tin hdm nay, vi ngay mai phat trién”. Sy kién sé dién ra vao
ngay 18/11/2009 tai khach san New World, TP.HCM.

“Ngay ATTT Viét Nam 2009" tai TP.HCM nam trong khuén khé cac s kién thwéng nién quy mé
quoc gia cta Hiép hdi VNISA, cling dwa trén nhirng muc tiéu chung cua Hiép hoi va thé hién s

gan két gitka Nha nwéc — Xa hdi — Doanh nghiép, va cling 1a co hdi tiép can, chia sé nhirng
kién thirc, cong nghé bao mat tién tién nhat trong linh vec ATTT.
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3. HPT

I knowing IT

CONG TY CO PHAN DICH VU CONG NGHE TIN HOC HPT

Bia chi: 60 Nguyén Van Troi, Q. Phi Nhuén, Tp.HCM.
Bién thoai: 08 3845 8518 - Fax: 08 3845 8516
Web site : www.hpt.vn - Email : info@hpt.vn

Muc tiéu hoat dong

“Thau hiéu va phat trién nhirng (rng dung céng nghé tién tién trong linh vrc CNTT va
Truyén théng cho khach hang tai Viét Nam va quoc té vi sir phon vinh cuia khach hang, cua

HPT vacua Viét Nam”

“HPT mong mudn tr& thanh mat t6 chc vén minh hién dai ¢6 néng luc phét trién manh me, thanh céng
va thinh vwrong, 1 niém tu hao cla tri thire Viét Nam trong céng cude hdi nhap toan cdu hod, [a méi

tredng cho nhan t&i phat trién, xng dang 14 mot trong nhirng tru cotkinh t k§ thuateda Viét Nam®

Nguén nhén luc

Péingii quan ly didu hanh

HPT xaydwng ddingl canbd digu hanh tai gidi, cé banlinh

Bdingii chuyén gia

HPT 6 d6i ngi chuyén gia véi nhidu ndm kinh nghigm thue tién trong cc linh vue sau:

Xay dwng ha tang co'sé CNTT vatich hop hé théng

Bao méatva an toan théngtin

Tuw vén trién khai va &ng dung CNTT

Phét trién phan mém, cung cap dich vy phadn mém

Thuc hién stra chiva, bdo hanh, bao tri hé théng CNTT

Tw van dao tao ngudn nhan lwe CNTT va céc ki ndng mém
Ky néng qudn trj tai chinh va kiém soatchatlwong

Ha tang CNTT

Cac (rng dung va chinh sach ATTT

Ha ting CNTT hién dai, an toan va théng sudt

Céc hé théng mang ndi b, dudng truyén, hé théng may chi, hé théng CorelO...duoc trang bi
hién dai, ddm bdo hoat déng xuyén sudt, phuc vu cho viéc Iwu tri, chia sé va toi wu hoa tai
nguyén dung chung.

(Png dung CNTT phuc vu cho quan tri va kinh doanh

Hé théng quan ly tng thé doanh nghiép ERP Oracle e-Business Suite, chuong trinh quan ly
ngudn nhan lwc HPT- HRM dworc trién khai (rng dung trong toan céng ty

Hé théng CNTT dap trng cac tidu chudn vé An toan théng tin (ATTT)

HPT x&y dwng céc chinh sach vé an toan CNTT va ap dung toan cong ty.
Viéc bdo mat dwoc trién khai & nhieu mirc khac nhau
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Hé thong chat luogng

Chinh sach chéat lvong:

HPT ap dung Chinh séach Chéat lwong theo tiéu chuan ISO 9001:2000 cho cac hoat ddng dich
vu phuc vu khach hang vacho cac quy trinh quan Iy cia Coéng ty.

B Trongsanxuitphin mém HPT datchudn CMMi Level 3

®m  TrongAntoan Thang tin HPT hwéng dén dat chuén 1S027001

®m  Camkélcia Lanh dao vé chatlvong dich vu va san pham

Linh vuc hoat dong

1. Tich hop hé théng

m  Cungcép céc gidi phap ha tang, Data center dam bao thiét ké chudn qubc TIA, 1SO...
m  Cungcap giai phap hé thdng may chil va lwu trir cho doanh nghiép
m  Cungcép giai phap mang va truyén thdng hop nhat
m  Cungcap giai phap bao mat
m  Gidiphapdichvuco so dirliéu
m Dichvu;
- Dich vu trién khai, hé tro ki thuat
-Dichvu trién khai trén dién réng
- Dich vu bao tri va hé tro' ky thuat cho cac hé théng quan trong
- Dich vu di déi, tai cAu tric hé théng. ..

2. Dich vu phdn mém va Phdt trién phan mém

Dich vu Phan mém:

Cung céap dich vu trién khai cac giai phap phan mém ciia cac hang CNTT hang dau thé gi¢i gom:
m  Gidi phap quanly va hoach dinh nguén lwc ERP Oracle

m  Gidi phap hé théng, SharePoint Portal, Dynamics trén nén cong nghé gidi phap Microsoft

m  Cungcap cac gidi phap phan mém hé thdngcao cép ...

Phat trién phian mém va outsourcing

Cung cap phan mém déng géi:

= Phanmém quan Iy ngudn nhan lwe HPT-HRM

= Phanmém quan ly hang khuyén mai GEM...

Gia cong xuatkhau phan mém:

m  Phéattrién cae Gmg dung nhing

m  Phéttrién phin mém theo yéu cau cia khach hang. .
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3. Dich vu bao hanh, bdo tri

m  Baohanh cacsanphim do HPT eung cép; La daily Gy quyén cta cac hang may tinh 16n
m  Cungcép cacdichvu bdotri, hd tro ky thuat

Khach hang

Pham vi khach hang

m  Coquanquan ly nha nwéde, Nang lwong dau khi, Truyén thang bée chi, Thwong mai dich vy
m  Taichinh, Ngan hang, Bao hiém, Vién thong

m  Gidoducdaotao, Vandi, Dwoc phdmy 1é va Linh ve sén xuét

m  Céacco quanchinh phd, cac cong ty, tap doan da québc gia

m  Cackhéch hang ngoailanh thd Viét Nam

Cam két v&i khach hang

m  Pem déncho khach hang nhivng gidi phap kha thi, céng nghé phi hop, 16i wu va tién tién
m  Dautwvé cdng nghé va ngudn lue phuc vy 1au dai cho khach hang

m  Thwehiénddng va tronvennhimng cam kéLvé&ikhach hang

m  Gii? gin bdo méatva antoan hé théng cho khach hang

®  Chéanthanh tan tuy véi khach hang

m  Cungvéi khach hang thanh céng “Win-Win"1

Doi tac quoc té

Poi tac chién lwoc cia cac hang CNTT hang dau Thé gioi

. - " it stfuetn
(@] m S=== CISCO. ORACLE"

Invent Pariner

Thanh tich va khen thudng

DP6i v&i chinh phu, co quan Nha nwéc:

B 5ndm lién liép dal bdng khen DN ¢6 thanh twu xuél séc trong linh ve
CNTT(UBND TP.HCM)

m  5Céng ty CNTT hang dau Viét Nam (HCA)

®  Huy chuwong vang don vi Tich hop hé théng CNTT (HCA)
®m  Doanh nhan Sai Gon tidu biéu

D6i voi cac hing:

®m  Nha cung ¢ép dich vu, gidi phép t6t nhat

®m  Pditac cung cAp giai phap bao mat tot nhat

B Nha cung cép dich vy hé tro ki thuat tt nhat
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4. Misoft
MISOFT JSC

Hanoi Office
11 Phan Huy Chu Str., Hanoi, Vietham

Tel. :(84-4) 3933 1613
Fax :(84-4) 3933 1612

MISOFT Email : sales@misoft.com.vn
Website: www.misoft.com.vn

We secure IT

Ho Chi Minh City Office

240/2 Pasteur Str., Ward 6, District 3, Ho Chi Minh City,
Vietnam

Tel : (84-8) 3820 1018

Fax :(84-8) 3820 0961

Email : misofthcm@misoft.com.vn

Cong ty C 6 phan Phat tri én Phan mém va Hé trer cong ngh é (Misoft) 1a cong ty di tién
phong va dng dau trong linh viec ATTT tai Viét Nam. La dbi tac chinh va 1a nha phan phéi
dwoc Gy quyén clha nhiéu cong ty an ninh mang hang dau thé giéi nhw Check Point, Trend
Micro, IBM Internet Security Systems, Crossbeam, Websense, Entrust, Imperva, e-Cop,
Passlogix, Vasco, PineApp, Cyber-Ark... cong ty Misoft chuyén cung cép cac dich vu tw vén,
dao tao v& ATTT, phan phdi san pham (phan cirng va phdn mém) an toan an ninh mang, trién
khai va bao tri, hd tro k§ thuat cac hé théng ATTT. Thanh lap thang 5 nam 2001, Misoft luén
duy tri tbc do tang trwdng nhanh va bén virng, va dwoc biét dén nhw 1a nha tw van va cung cép
giai phap an ninh mang chuyén nghiép hang dau Viét Nam véi ddi ngii can bd, kj sw giau kinh
nghiém trong tw van thiét ké, trién khai va hé trg ky thuat gidi phap an ninh mang cho cac hé
thdng mang 1&n, phire tap, dac biét 1a trong cac Iinh ve nhw tai chinh - ngan hang, vién thong.

Software Development and Technology Promotion Joint Stock Company (Misoft) is the
Vietnam’s leading in Information Security. Misoft is partner and Authorized Distributor of the
global leader in information security as Check Point, Trend Micro, IBM Internet Security
Systems, Crossbeam, Websense, Entrust, Imperva, e-Cop, Passlogix, Vasco, PineApp, Cyber-
Ark... spelializes in providing consulting services, training services for Information Security,
providing network security products (hardware and software), implementing and supporting
network security systems. Since its inception in May 2001, Misoft has been recognized as a
fast and strong growth ICT company in Vietham. Misoft is known as a company that delivers
professional services with extensive experiences in designing, implementing and supporting
security solutions of large network, specializes in both Finance - Banking and Telco markets.
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5. Athena

4> ATHENA

TRUNG TAM DAO TAO QUAN TRI & AN NINH MANG

1, Lich s ¢ hinh thanh:

Trung Tam Pao Tao Quan Tri & An Ninh M ang ATHENA dworc chinh th tc thanh | ap theo gi &y phép
kinh doanh s & 410 202 5253 ctia S& Ké Hoach Pau Tw TP. HCM cap ngay 04 thang 10 n &m 2004.

ATHENA la m 6t t6 chipc qui tu nhiéu tri th (ec tré Viét Nam day nang déng, nhi ét huy ét va kinh
nghi @m trong l&nh v wc CNTT. V&i tdm huy ét gép ph an vao coéng cu dc thic day tién trinh tin h oc
héa c la nwéc nha. ATHENA da va dang tap trung ch G yéu vao ho at déng nh w sau:

- Cong tac huén luyén, quang ba kién thirc tin hoc dac biét trong I&nh viec mang may tinh, internet
va bao mat, thwong mai dién ti.

- Tw vén va hd tro cho doanh nghiép &ng dung hiéu qua tin hoc vao hoat déng san xuét kinh
doanh.

- Cung cap ngudén nhan lyc trong lanh vic cdng nghé théng tin, dac biét 1a cac chuyén gia vé
Mang May Tinh va Bdo Mat Mang dat trinh d6 quéc té cho cac té chirc, doanh nghiép c6 nhu
cau.

- Tién hanh céc hoat déng nghién ctru nang cao kién thirc tin hoc va phat trién co sé div liéu thong
tin v& cac ng dung va sw cé mang.

- Tién hanh céc dich vu &rng ctvu kh&n cap cho doanh nghiép trong trwdng hop xdy ra cac sw cb
may tinh.

- Tim kiém, xé&c dinh ngudn gbéc mét théng tin, ngudn gbc xam nhap trai phép vao cac hé théng
mang may tinh doanh nghiép.

- Kiém tra dinh ky, hoac bét ky tinh an toan hé théng théng tin doanh nghiép

« Dich Vu Cung Cép & Cho Thué Nhan S w IT Doanh Nghi ép

D4 thanh céng qua nhiéu dw an an ninh mang cho cac céng ty Ién , trung tam An Ninh Mang Athena
da khéng dinh dwoc kha nang va chat lwgng dich vu an ninh mang cta minh. Nhdm dap (ng nhu
cau vé& nhan sv IT tr cAc doanh nghiép, trung tm Athena con cung cép dich vu cho thué nhan sw IT

Doi ngl cac nhan vién nay dwgc dao tao k§ nang thwc hanh mang may tinh va Bao mat mang dat
trinh d6 cao . Khi doanh nghiép cé nhu cau, nhan sy IT do Athena quan ly nay sé dwoc bd tri [am
viéc tai cac doanh nghiép nhw mot nhan vién quan tri mang chinh thirc trong doanh nghiép.

2, b4i ng i nhan vién:

ATHENA khéng ngirng dau tw xay dwng doi ng, phat trién co s& vat chat nham muc dich nang cao
chét lwong dao tao, cung tng dich vu nham dap &ng nhu cau phat trién kinh té - x4 hoi va sw nghiép
cobng nghiép hoa - hién dai hda dat nuéc.

Bén canh lwc lwong hanh chanh, kinh doanh va hé tro & lwc lwong ky thuat va gidng vién tin hoc,
ATHENA hién d& qui tu dwoc cac chuyén gia xuét sic trong lanh vwec CNTT, tét nghiép t cac trudng
Cao Pang, Pai Hoc, Cao Hoc chuyén nganh CNTT, Dién T, Vién Thong, c6 nhiéu kinh nghiém lam dy
an thue té va c6 day du cac chirng chi quéc té
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M6t sé chirng ch i qudc té tiéu bi éu cta nhan vién Athena:

- MCSA, MCSE, MCDBA, MCSD - HTML/ JavaScript, Web server
- Sun Certifiel Java Programmer/ - CCNA, CCNP, CCIE

Developer - e-Business Professional, e-Business
- A+, Network +, Security +, Linux+ Consultanl CEH

- Websphere Certification Lotus Note,
Domino Server
3, Sor d6 cor cAu té chirc trung tam Athena:

are

Seniar
Instructor

Juniar
Instructor

Trainee

Part-time
Instructor

Pia chi Athena:

Tén trung tadm: Trung Tam Bao Tao Quan Tri & An Ninh M ang ATHENA
Dia chi: 2 Bis BPinh Tién Hoang, P Pa Kao, Q1, Tp.HCM
Dién thoai: 1900 54 54 56 — 08.3824 4041

Email: training@athenavn.com

Website: http://www.athena.edu.vn
Co s& 2: Athena-Bach Khoa, Pai Hoc Bach Khoa Tp HCM, 142 T6 Hi én Thanh, Qu an 10.
Tel : 22103801
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6. Mat Bao

MAT BAC

Tén cong ty: Cong ty TNHH Thwong Mai Dich Vu M&t Bao

Tén tiéng Anh: Mat Bao Trading and Service Company Limited

Dia chi: Toa nha Anna, CVPM Quang Trung, P.Tan Chanh Hiép, Q.12, TP.HCM
Dién thoai: (84.8) 3 868 1888 Fax: (84.8) 35 122 690

Website: www.matbao.com

VPDD: 334 Cao Thang, Quan 10, TP.HCM
Linh vwc ho at ddng:

Dich vu tén mién. Cho thué hosting, may cha, trung tam di¥ liéu. Dich vu trwc tuyén (OSP), Dich
vu Internet (ISP).

San pham va dich vu:

Cung cap céc giai phap vé phat trién website (rng dung trén nén web, gdm: thiét ké, 1ap trinh,
cung cap tén mién, may chi web va céc dich vu tw van khac vé trng dung web; cung cép cac
gidi phap phat trién &ng dung phan mém va thwong mai dién tt; cung cap dich vu cho thué
may chu, dat website, phat trién &ng dung quan ly, mét sé linh vire khac lién quan dén may
tinh, internet va truyén théng da phwong tién.
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7. VIETPACE

v ORACLE
/ace

oo @Sun

GIOI THIEU

Tru sé chinh

= DPija chi: 36 Bdng Xoai, Phwdng 13, Quan Tan Binh
= Pién Thoai: +84 8 496 799
= [Fax:+84 4 8 4 496 792

= Web: www.vietpace.com / www.baomatoracle.com

Chi nhanh

» DPija chi: Toa nha SSP, 123 Trwong Binh, P7, Q3, Tp HCM
= Pién Thoai: +84 8 39.325.977
= Fax:+8489.321.042

= E-mail: contact@vietpace.com
Gié&i thi éu chung

Puorc thanh 1ap tr ndm 08/05/2006, muc tiéu ctia VIETPACE la phat trién va tré thanh cong ty
tw van, dao tao va trién khai dich vu tin hoc Oracle hang dau & Viét Nam. Binh hwéng chuyén
nghiép hoa vé tw van va phat trién dich vu tin hoc Oracle d6 la diém khac biét cta cong ty
chiing téi dbi véi cac cong ty khac trong linh viec céng nghé thong tin.

Cac huéng dich vu va gidi phap ma VIETPACE Co., Ltd. dau tw va tap trung phat trién la:
1. Tw van giai phap cdng nghé Oracle - Sun

Giai phéap kién toan an ninh hé théng dir liéu Oracle tbng thé

Giai phap ky thuat Oracle

Giai phap hé thdng dwa trén nén tang cong nghé SUN va EMC

o M D

Giai phap dao tao chuyén giao céng nghé ORACLE - SUN
Muc tiéu

V&i ngudn nhan lwc chuyén nghiép va quyét tam dem dén khach hang nhirng dich vu chét
lwong cao, ching tdi xac dinh muc tiéu ctia minh la tré thanh céng ty chuyén tw van, dao tao va
thwe hién cac dich vu vé Oracle - Sun hang dau tai Viét Nam.

DPoingi

Pdi ngll ctia VIETPACE Co., Ltd. 14 két hop ch&t ché nhivng k¥ sw, 1ap trinh vién va ky thuat
vién luén doan két, quyét tam hoan thanh nhiém vy. Chadng t6i tin twéng s& dem dén khach
hang nhirng dich vu chét lwong cao, phong cach chuyén nghiép, vi ddi ngii cia ching toi 1a tap
hop cta nhirng chuyén gia c6 :
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v" Nhiéu ndm kinh nghiém trién khai va van hanh cac hé thdng Oracle I16n
v" Quan tri nhidu hé théng ludn hoat ddng 7x24 gi® v&i div liéu rat quan trong
v' Chirng nhan dang cép quéc té :

o OCP-9i: 3 nguoi

o OCP-10g: 2 nguoi
o OCP-11g: 2 nguoi
0 SCSA: 2 nguoi
o CCISP: 1 nguoi

D6i tac chi én lwoc

. APPLICATION W 4
ORACLE SECURITY, INC. - WNT&T
Tém tat giai phap
Chung t6i chuyé&n cung cap céc dich vu chuyén nghiép lién quan dén céng nghé Oracle va Sun
véi chéat lwong tét nhat, gom co:

Tw van

V&i ddi ngd chuyén gia hon 10 ndm kinh nghiém van hanh va trién khai nhiéu giai phap chuyén
nghiép vé céng nghé Oracle — Sun dén nhiéu khach hang Ién, ching téi cé thé tw van:

1. Kién tric va giai phap tdng thé nhadm gitp hé théng di liéu Oracle van hanh an toan,
4n dinh va hiéu ndng cao nhat

2. Chinh sach ATTT trong mang ndi bé khach hang va giai phap gitp kién toan bao
mat hé théng théng tin Oracle ctia khach hang

Kién toan b a0 mat Oracle

La ddi tAc ctia hang AppSec, dwoc Gy quyén duy nhét tai Viét Nam, chang téi tién phong va duy
nhét cung cap cac dich vu nay tai Viét Nam.

1. Dich vu tron g6i vé thiét ké va thi cong nhém céc giadi phap tdng thé nham gidp kién
toan bao mat tdi da cho hé thdng thong tin Oracle doanh nghiép

2. Giai phap giam sat ghi vét moi truy cap trai phép trong hé théng di liéu doanh
nghiép

3. Goi giai phap danh gia yéu diém bao mat Oracle va va 16i 16 héng néu c6

Giai phap ma hoa di liéu trao ddi vao ra hé thdng Oracle

Hé tror ky thu &t Oracle

1. Phan phdi ban quyén gidy phép st dung phan mém Oracle
2. H6 tro ky thuat thwéng nién hé théng div liéu Oracle
3. Dich vu thi cong ky thuat

*  Giai phap sao lwu va phuc héi di¥ liéu bi mat, hw héng
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*  Giai phap t6i wu tinh chinh hiéu nang hé théng d liéu Oracle
*  Giai phap chuyén déi nang cip hé théng Oracle chay trén IBM, HP-UX, SUN

* Dich vu cai dat cac giai phap RAC, Data Guard, Replication trén IBM, HP-UX,
SUN

Giai phap h é théng

1. Giai phap may chu

2. Giai phap Iwu trir di¥ liéu
Dao tao chuy én giao cong ngh &

Ky thuat tAn céng va giai phap chéng tan cong hé thdng Oracle
Quan tri va phat trién (rng dung CSDL
Quan tri SUN Solaris

Cac khoa dao tao cao cap theo nhu cau doanh nghiép

P 0N PR
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8. VIETUNION CORP

Tru s& chinh:

Lau 7-9, Toa nha 65-65A, budng 3/2
Phwdng 11, Quan 10

DT: (84-8) 3929 2827 o _®a°
Fax: (84-8) 3929 2826 Ny

o*®°®
Van phong Ha N 6i: -
115, Bao Tan, Quan Ba Dinh, Ha Noi. ®,

Website: www.payoo.com.vn
www.vidientu.com.vn Vi BIEN TU CUA BAN
Email: info@vietunion.com.vn

e ®

Cong ty C6 phan Dich vu Truc tuyén Cong Ddng Viét - VietUnion 14 thanh vién Tap doan Dau tw Sai Gon
- Saigon Invest Group, tap doan kinh té tw nhan da nganh hang dau Viét Nam. Cé déng sang lap cla
VietUnion 1& Céng ty C6 phan Cong nghé Vién théng Sai Gon (SaigonTel) va Ngan hang Thwong mai Co
phan Nam Viét (NaviBank), ciing nhirng chuyén gia trong linh vic céng nghé théng tin va quan tri ngan
hang cta Tap doan Dau tw Sai Gon.

Hoat dong trong linh viec Cong nghé thong tin va Thwong mai dién o, VietUnion tap trung cung cap cac
gidi phap hé trg giao dich dién tl va phwong tién thanh toan trwc tuyén véi dinh hwéng “Xay d wng m ét
nén tang giao d ich an toan vati én lgicho s w phat tri én cta thwong mai dién tiv tai Viét Nam”.

Theo d6, hé théng thanh toén tryc tuyén Payoo tai dia chi www.payoo.com.vn va www.vidientu.com.vn 1a
mot trong nhirng nd lwc xéa bd nhirng rao can déi véi thwong mai dién ti Viét Nam hién nay.

Vi dién t& Payoo ciing la don vi dau tién tai Viét Nam cung cép Vi dién t& cho ngwoi ding Internet nham
hé tro cAc hoat déng mua — ban va giao dich truc tuyén tai cac trang web thwong mai dién t& va tai cac
coéng ddng mang c6 hoat déng thanh toan hodc tra phi.

Théang 2/2009, VietUnion dwoc Ngan hang Nha nwédc chinh thire cdp phép thi diém cung &ng phuong
tién thanh toan Vi dién t& théng qua cac té chirc cung ng dich vu thanh toan theo Quyét dinh sbé
288/QB-NHNN.

Théang 4/2009, hé théng Vi dién t& Payoo nhan dwoc gidi thwéng Sao Khué 2009 cung danh hiéu Phan
mém Uu viét 4 sao do Hiép hoi Doanh nghiép Phan mém Viét Nam — VINASA trao tang.

Ngay ATTT Vi ét Nam 2009 — TP.HCM 18/11/2009 192



VIETUNION CORP.

Head Office:

Floor 7" -9" | Building 65-65A, 3/2 Street
Ward 11, Dist 10, Ho Chi Minh City, Vietham
Tel: (84-8) 3929 2827

Fax: (84-8) 3929 2826

Hanoi Office:

115, Dao Tan street, Ba Dinh, Hanoi
Website: www.payoo.com.vn
www.vidientu.com.vn

Email: info@vietunion.com.vn

VietUnion is a member of Saigon Invest Group (SGI), one of the largest non-state owned groups in
Vietnam.

Its founders are Saigon Telecommunication and Technologies Corporation (SaigonTel) and Nam Viet
Commercial Joint Stock Bank (NaviBank).

Focusing on Information Technologies and e-Commerce, VietUnion provides resolutions to electronic
transactions and payment means for Banking in e-commerce in order to “build up the safe and
convenient transaction bases supporting to the deve lopment of e-commerce in Vietham” . And
Payoo e-wallet, the new online payment service built up by VietUnion, is one of its efforts to overcome
barriers which exist in Vietham’s e-commerce.

VietUnion is also a provider of the first e-wallet service in Vietnam to support e-commerce websites and
e-communities in online payment transaction.

VietUnion is one of the four businesses licensed to perform the pilot provision of payment means of
Payoo EWallet through Payment Services Organization by The State Bank (Decision No 288/QD-NHNN,
18/02/2009).

Payoo E-Wallet has won Sao Khue 2009 Award and the title of 4-star Preeminent Software chosen and
announced on 24/04/2009 by VINASA.
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NTS

V6i lich st phét trién gan 11 ndm 1998 - 2009, NTS Group mang dén cho hang triéu khach hang tai Viét
Nam nhi*rng sdn phadm coéng nghé hang dau thé gidi dé cung nhau tao ra tién nghi séng va lam viéc tdt
hon cho nguwoi Viet Nam. NTS Group hién nay, bao gém 09 cong ty thanh vién: NTS ICT, NTSD, NTS S,
NTS Training, NTS Ha Noi, NTS Da N&ng, NTS Can Tho, NTS Security, NTS Media.

Céc thwong hiéu ndéi bat cia NTS Group: KASPERSKY LAB, ASTARO, ZYXEL, SOURCEFIRE,
INFOGUARD, IPOGUE va KAX.

St ménh — Muc tiéu:
S&r ménh cla ching tdi la gia tang nhirng gia tri mai, phat trién bén virng cing véi cac ddi tac tai Viét
Nam va trén Thé Gigi. Chung toi quan tam dén nhu cu tién nghi cong nghé hang ngay cta nguwoi Viét

Nam va phat trién cac ng dung cdng nghé mai thdng qua cac thwong hiéu dap ¢ng tét hon va tbt nhat
cac nhu cau do.
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